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Using Chromeleon 7.3 CDS to comply with regulations

The world leader in serving science



Built for Compliance
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Without compromise




Built for Compliance

- Compliance layers
« Compliance must be combination of technical and procedural controls




Built for Compliance

- Software must be capable of 21 CFR Part 11 compliance

« Compliance can be considered
In four categories:

« Security
» Access control and data security

* Record Management

« All data stored, controlled
and archived

* Audit Trails

 Traceability of all actions in CDS
* No loss of productivity

. } A STANDARDS

COMPLIANCE 5
@\ g POLICIES

REGULATIONS RULES

* Qualification

* Verify correct performance
* Time/costs must be minimized




Built for Compliance — Security

 Multiple levels of access security

Windows User

Chromeleon CDS User

Chromeleon CDS Super User
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Chromeleon CDS Administrator
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RSLC Alkyiphenome Linearity 2010-10-04 20-16.01
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Console &
Studio == —

Instrument
Configuration
Manager

Local System/IT Administrator

SQL Server
or Oracle

Data Vault

Service

License Service

el Instrument
Management Scheduler
) Controller
Service

Relational Database Raw Data Eleg | License File User Database R OIS
T~ o~ Configuration
database Data Vault —
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Built for Compliance — Security

- Comprehensive user management

Create unlimited users, roles and
access groups

» Role is collection of privileges
» Defines what user can and cannot do

» User can be assigned different roles
At login can choose an assigned role

» Access and roles can be controlled at

every level
» Data Vault, Folder, Instrument

& Administration Consale {l-ars-bvancann)

& Create User Account

g License Manager
@ Scheduler
=-58

=] ﬁ:'i Chromeleon Users

5 cmadmin [Chromeleon Administrator)
ERipley [Elaine Ripley)

HCallaghan [Harmy Callaghan]
HSola [Han Sola)

HTasker [Harmy Tasker)

llones (Indiana Jones)

Instrument Controller (Instrument Controller)
JBond [James Bond)

JSmith [Jane Smith]

JTKirk [James T. Kirk]

LCroft [Lara Croft)

MRiggs [Martin Riggs]

FiMurtaugh [Robert Murtaugh)
Scheduler [Scheduler]

L=RL=plop =R L=R =Pl =P =R L=RL=pl =P =-R1=31<]

=40 Access Groups
2 RED GC
35 RED HPLC
-
OCGC
=

=L Roles

Full dcoess

Pawer User

Operator

2§ Cm Administrator

20 Audit Trail
Global Policies

‘b Dizcovery

_L_:- Local Machine

Uszer Mame Fuill Mame

Create User Account

I [ Instrument Configuration

b [ ePanel

48] Instrument Method
[¥] Create Instrument Method
() Delete Instrument Method
[¥] Maodify Instrument Method

[ Copy Instument Method
() Move Instrument Method
3 [v] Rename Instrumert Methaod

> (8 Daily Instrument Audit Trails
@ 1> ) Instrument Cortrol

TEE— O U Date Vil Bascs
[ (@ Folders

b ¥ Queries
> @ Sequences

() Maodify Instrument Method Script

Lhromeleon Administrs User Name: The user name iz the name ta enter when logging
Elaine Ripley AScatt on. It must have 1 to 32 characters and must not

HCallaghan Hanry Callaghan contain quotes or single quotes.

HSolo Harn Salo B

HTasker H"".'y Tasker — The full user name [for display

lJones Indiana Jones Anina Scott purposes only)

Instrument Contraller — Instrument Contraller

JBond James Bond Job Title:

JSmith Jare Smith Chiomeleon Power User The job title of the user [for

JTEirk larnes T Kirk display purposes only)

LCraft [

MRiggs Z_ﬁ Create New Role

Fikurtaugh

Scheduler Rale Name: The rale name must have 1 to 32

SConnor 04 Dperator characters and must not contain
tl quotes of single guotes,
L Role Description: —
Chrameleon Operators of the QC Lab Fnish
1 Privileges:
4 -

Frivilege

Z_S Create Mew Access Group

4|0 Irjection:
(¥] Copy Injection
[¥] Add New Injection

Access Group Mame:

The access group name must have 1
Admin to 32 characters and must hot contain
quotes or single quotes.

Access Group Description;
Access Group for Chromeleon Administrators




Built for Compliance — Security

- Data security

* No loss of data and 24/7 lab uptime with
Network Failure Protection (NFP)

Chromeleon CDS
Workstation

* License and User Management information cached locally
* Instrument and user licenses always available

« Users can always logon and continue to work

« XVault technology ensures continuous operation
*  NFP mode automatically enabled at network failure

* Uninterrupted data acquisition
- After network recovery, data automatically uploaded to central server

« User can log on to instrument controller to view and edit running queue,
submit new analyses, process and report data

« User management active to ensure data security
« Allinformation and actions are audited and traceable to protect data integrity




Built for Compliance — Record Management

* Flexible data organization options
* Integrated electronic signature functions
« Automatic scheduler tool for archiving

« Exporting in FDA-approved formats




Built for Compliance — Record Management

Flexible Data Organization

- Data Vault concept
« Mount multiple Data Vaults
* Local, regional and/or global

« Mount Chromeleon 6 CDS
Datasources

» Controlled access

* Flexible folder structure

« Can organize by anything, e.g.
project, location, date, user,
instrument, etc.

» Controlled access

| €@ Cm3erviceAMS - Chramelean Consale

- = x|
e Back @‘ | Create | File Edic  Wiew Tools  Help 7]
|Data « 20130311 Water Analysis
™D 7 Run Finished c52100 |~| (idle)
B [E hmme\eonData | Q‘! Studio (= Prink @Up | = Insert Row  ~ F4H Fill Down ﬂLock | “F Fitering =, Grouping | fr Custom Columns = | - %Find MNext - |
=] Location 1 - _
Lab B1R143-0C 3 ECD_1 | Hame ‘Type Level | Postion | “olume [pl] gﬁlngﬁ;;t[E[En[%ili]] ?EE‘SE?TAmDmtTSSt Processing Me c_g
Lab B1 RE56 - RiD H
Mot Executed AST124 Anione Lg’:?
=
@
Not Executed A5128 dnione =
“
Mot Executed AST124 Anione
L] Spectra Sequences
* System Tests N Mot Executed AST24 Aniore
BB water
- ] N g Seven Anion Standard 11 -5 Calibration Standard 05 RAS 250 40610 Mot Executed AS124 Aniarey
m AS5124 Calibration and Samples f—— E
. Ealicrs 5 @ Sevendnion Standard |1 -6 Calibration Standard - 06 RB1 25.0 59.738 Mot Executed A5124 Anion:
=B Template Files 3
#-E5 Lab B4 ROSE - OC b
@B Location 2 i E Dirinking W ater Unknown RBZ 250 3269 Paszed A5128 Aniars
-2 Location 3 —
Cartrol Chart Analysis 1
B Control Chat analsis g B TapWater Urknown RE3 250 12887 Failed A5124 Arions
8 Deleted Ibems
I:I--[? Chromeleonlocal —
B[ CM_BVC_focal 3 v & Power Codlant water Unknawn FEB4 250 na NA -» Passed AS128 Anion:
10 ' E Powier Coolant W ater Unknown RE4 2500 0018 Passed AST24 Anione
Click. here to add a new injection
a4 [ | »
— I -
L Instruments _ Meme sl Teee Date Modfied | Commert
[&] Anions inwater Wiew Settings 07-0ct-13 207 PM
!’ _ E‘] Aniong in Y ater i Report Template T4-Mar-13 11:59 AM
f [ 5124 Arions inWater Processing Method £ 07-0ct-13 11:53 M
\, eworkflows G Lo .
V¥ Eg AS5124 Anions in Water Irstrument Method © 222Jul-10 203 PM Instrument Method Anions in'water on A5124 column
‘\\Associaled Items Custom Sequence Yariables (0] |

Sequence ‘20130311 Water Analysis' selected

Cm3erviceAMs: Full Access .-
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Built for Compliance — Record Management

Electronic Signatures

3 Levels of signhature Submit, Review, Approve

 Applied to electronic report
« Complete sequence protected by checksums
 Controlled by privileges

o | = CmServiceAMS - RSLE Alkylphenone Linearity 2013-10-11 10-21-53 [Sequence] - Chromeleon Chromatograp.. — B %
Hame: (7]
_'u\_ 4;3 T.;; _{‘} Previous Page C% @ ooy
%I % 1 k Prewious  Meswt 3 - 100 %,
Review Remove Yerify Print  PDF Export Injection  Injeckion Mext Page Zoar '
@ Zoorm
Electronic Feport Signature P Frint & Export Mavigation Zoom

The sequence iz sighed. Modifications to the sequence are not possible.

Electronic Report

<«

4 |njections

1 Equilibraton
2 g Linearity 1
3§ Linearity 1
4 g Linearity 1
L g Linearity 2

[T E

7 g Linearity 2

‘i

* CmServicedhs - RSLE Alkylphenone Linearity 20013-10-17 10-27

8 g Linearity 3
9 g Linearity 3

10 Lineari! ty 3
Haome <%, Enter Chromeleon User Name And Signature Password Q [} 1
T % Chromeleon 7 FEET e o [ e
F o = Vm | mm | s
Update Submit Print PDF Export Submit Signature \ e ‘ i E || #
Electronic Repaort |gnature la Prirt  E #port : r =
User Name: CmServicedMs
E|ECtI’OﬁIC Report « frmmtimmaem=y Signature Password: === Chan,
} } i Comment: L |
A Iﬂlﬂﬂtm Subritting sequence
o R Inj=ction De=tnils
1 i E quilibraton :
2 g Linearity 1 | Cees ] [ e

(2]n]

| CmServiceAM3: Full Access .
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Built for Compliance — Record Management

Scheduler for Automatic Archiving
- Automatically move data by combining powerful injection queries with the Scheduler

- Easily organize your system

| 3B Chramelean Administration Consale (nlams-crmi2)

=gl License Manager
g Client Licenses
g Instrument Controller Licenses
gl License Overview

Scheduler iz running.

Task List Audit Trail

Service Accourt

Service Log

Last retrieval of service data: 23-Dec-13

About

- = x|

o

14:43.52

=15 Schedulsr 2 Tasks

E;] Scheduler [Chromelzon Domain) Enabled

Tazk Mame

Statuz

= [__3 User Database » i

L Archive Data older than one month

wiaiting 23-Jan-

ﬁ;‘, Chromeleon Users 7
E’} Access Groups
=3 Roles
&5 Fulldcoess
Power User
Operator
Crn &dministrator
Laborant
Super User n
F Testing
7, Audt Trail
Global Policies

% Discovery

L} Local Machine

=

Cleanup cached network, sequences

wating  24-Dec

<

= J License Manager
_] Client Licenses
_] Ingtrument Contraller Licenses
_] License Overview
= Et:] Scheduler
=] @ S cheduler [Chromeleon Domain]
|_J Archive D ata older than one mor
|_J Cleanup cached network sequer
= [_3 Uszer Database
Efﬁ Chromeleon Users
E‘, Apcess Groups
=g Roles
5§ Full docess
Power User
QOperator
Crn Adrninigtrator
Labarant
Super User
F Testing
7, Audi Trail
Global Policies
{ar Dizcovery

_.L,J- Local Machine

=

[( I il |

| @ Chromeleon Administration Consale (nlarms-crmi2)

Tazk iz done. Mext start: 23.Jan-14 14:26:24

- | X |
Last retrieval of task data: 23-Dec-13 -

@

14:44:57
General Schedule Items Action Audit Trail
M ame:
Archive Data older than one month
Owmer:
Barbara vah Cann
D escription:
Archive all data that iz older than one month to the central archiving data wault.
+| Enabled
Specify additional settings that affect the behavior of the task.
+ | |f the tagk failz, restart eveny: 1 hour -
Atbernpt restart up to: 3 - times
Terminate Stop Start ] [ Delete ] [ Discard changes. ] [ Save changes

12




Built for Compliance — Record Management

| Export Settings @ x |
Ex p o) rtin g Destination Path
. . . . Parent Folder |C:\Users‘barbara.van.cann‘\Documents'._Chromeleon'Ex| ...
« Chromeleon CDS provides automatic printing or b Fotde o
exporting of sequence results with just two clicks xoort Formats & Flenames
* Print or export results in various formats, e.g. f‘f’f”""‘zr“gﬂ":ﬂ |
ext format (Raw Data) [~ tet, *.cav
* PDF or spreadsheet for client Excel file format (*s)
- Result export as text or GAML file for LIMS e o —
* Multiple output formats for all purposes AnDINICDF file format (-cdf Mﬂﬁ::e“””’“m”‘@
Raw file format [~.raw) m—
* TeXt (TXT’ CSV) Chromelecn data file format (7.cmbux) = Dvewiﬁw - me - |
° Excel (XLS) aternjl;::p::ata file format (*.adf) EEEZE%E’LE .
|'-J QC Std Drift =
* Portable document format (PDF) Call external program S .
. . Motifications i:;::;l ‘
- Generalized Analytical Markup Language (GAML) Nt entons 8 coes | ®
« AnDI/NetCDF (CDF) |
* Raw File (RAW) || Sicommression BFentcnbosi
-—
« Chromeleon Data File (CMBX)
ThermoFisher
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Built for Compliance — Qualification

 Qualification vs. validation

» Qualification — prove and document that systems are
properly installed, work correctly, and comply with
specified requirements

« Directly related to equipment, systems or software

» Validation — document evidence that assures a process
will consistently produce results within specifications

* Directly related to the process

* Qualification is part of validation

* Regulatory agencies take view that end-users of CDS are
responsible for its qualification and validation

QUALITY IS NOT AN ACT; IT IS A HABIT.
— Avristotle

14 SCIENTIFIC



Built for Compliance — Qualification

 Deliverables Responsibility
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Built for Compliance — Qualification

! | Tools | Help

» Chromeleon CDS provides complete set of qualification procedures |

Station Gualification, ..

« Certificate of Validation —
» Automated Software IQ and OQ

« Automated Instrument IQ, OQ and PQ
« Automated System Suitability Testing

Chromeleon 7 Installation Qualification Report
0

 Qualification processes are fully automated

» Occasional, minor manual interaction for instrument IQ/OQ
(e.g. pump priming)

 Qualification can be performed in as short a time as possible

* All processes are available as standard

Instrurment Qualification. ..

Administration Console. ..

Ilatcur. "

‘Sex: ChiromeleonLocaStegionCueification Runs\Station Cual 30 Oct 2013
Page 112

ThermoFisher

S

Chromeleon

CIENTIFIC
Operational Qualification

General Information

« Requalification can be performed by the customer

» Ensures down time and cost is kept to a minimum

Opesators Signature i Date:

CM_0Q / Genersl Information
Printed: 30-0ct-2013 11:08

16
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Built for Compliance

Built for Data Integrity

Without compromise
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Built for Data Integrity

« What is “data integrity”?
« Completeness, consistency, and accuracy of data

ALCOA% 4

.@ Attributable * Legible A Contemporaneous . Original .' Accurate
- .'® .""E ' O

*Who did what, *Readable - *Recorded at time of *Original record or ¢ Data with no
when? | throughout activity 3 certified copy < errors or
lifecycle undocumented
editing

=il Complete /A Consistent T Enduring % @\ Available +

+All data including - Date/time stamped | *Recorded in *Accessible for 2

repeat or reanalysis = in expected ~ enduring media review/audit
sequence throughout lifecycle = throughout lifecycle

- 3 AT LT




Built for Data Integrity

- Data integrity for electronic records is not new

Questions and Answers on Current
Good Manufacturing Practices, Good
Draft: Guidance for Industry Guidance Practices, Level 2 Guidance

21 CFR Part 11; Electronic - Records and Reports

Records; Electronic Signatures
Time Stamps

21 CFR part 11; Guidance for Industry
Final Rule Part 11, Electronic Records; CFDA Annex 1 & 2
Electronic Signatures — Scope
J and Application \1
L L 4
O @ - @—@ - @ +@ —@ -@

1997 2000 2002 2003 2007 2010 2015 2016 2019

| [

MHRA GMP Data Integrity

Enforcement “Starts” Guidance for Industry Definitions and Guidance
Computerized Systems Used in for Industry

Clinical Investigations

EU GMP Annex 11 (Revision 1);

1 EU GMP Chapter 4 _— Data Integrity and Compliance

Draft Guidance Withdrawn with Drug CGMP
Draft: Data Integrity and Compliance With

CGMP Guidance for Industry

ThermoFisher

19 SCIENTIFIC



Built for Data Integrity

. . . . S MHRA
- Data integrity guidelines 2015 & 2016 from FDA, MHRA, CFDA & PIC/S e
« Clarifies role of data integrity in current good manufacturing practice Dat Inegriy and S
(CGMP) for drugs \”hém With P
. . . . . . Data Integrity and Copy lance e f :
« Contains current thinking on creation and handling of data in Io»ifhgmg"c%w‘»’l p e sy
. . uestions and Answers
accordance with CGMP requirements b

Guidance for Industry

« FDA data integrity guidelines Dec 2018
* Introduces need for regular audit trail reviews

* US Food & Drug Administration (FDA)
International Society for Pharmaceutical Engineering (ISPE)

Medicines and Healthcare Products Regulatory Agency (MHRA)
« European Medicines Agency

« China Food and Drug Administration (CFDA)
» World Health Organization (WHO)

International Council for Harmonisation of Technical Requirements for
Pharmaceuticals for Human Use (ICH)

Pharmaceutical Inspection Co-operation Scheme (PIC/S)

20



Built for Data Integrity

Audit Trails  Audit trails are critical requirement of

- What is an audit trail? electronic record regulations

- Enable detection of non-desirable activity

* “Secure, computer-generated, time-stamped _ _ _
* Provide tool that influences users’ behavior

electronic record that allows for reconstruction
of events relating to creation, modification, or » Ensure data integrity

deletion of an electronic record.” : : :
« Regulators use audit trails to review

trustworthiness of presented data
» “Electronic audit trails include those that

track creation, modification, or deletion of data * They are aware of available audit trails and
and those that track actions at the record or expect to see them:
system level. . Enabled
 Configured correctly
The chronology of “who did what, - Part of data review or periodic review cycle

when, and why” of a record

21 SCIENTIFIC



Built for Data Integrity

@ L I ol psauter - EN1348 to validate 7.2.9 (Sequence. Version 5) - Chromelean Chromatography Studio - x
. .
« Chromeleon CDS version 7.2 already introduced many -
L] e
£ EBmen 0 W] = @
[ ‘ 2 ) == 5
53 i Channel m
compliance features to capture the ‘who, what, when I P = |
3 3 4 JoPeak Results Calib. &PM 7
Clipboard Navigation Presets N N
)
Data Processing &« 8.0 12378-PeCDD IS fRSD 8.116 MS Quantitation
| - 12177)IR:7| [ namL Area = (Amount 1STDIArea_ISTD) +
17 Blark o = 160
H H 27 Blark o "
« 11 audit trailed areas LT |
47 EN-1MBCELR = 1.8e6
EN1343 C5L o J| 509
. EN:1943 051 = S " gL Amount
« Comprehensive user management : - 2 |
IV e = 08 2300 T24m 0o 50 10.0 180 180
EN1343 053 o =2 -
EN-1948 054 i Detection | MS Detection  MS Componert Table |Cahbmt|cn|MSSeﬂmgs MS Libray Screering | Advanc |+
- . (‘u EN:1343 035 & |y( ComponentTable )
* Privileged Actions g s : ; -
Group Area Ty - Show Properties...
VI ' oz :
EN1343 C5L E # Name RetTime < Window | TEF | “CM7SyringeStandard | “Entry
. . .  Chonnete | Sv(fie ¥ ||| 5| [EERCODET 84T 020N TR TCOD 1S 57D
® VerSIOn CO“lparlson Wlth rOII baCk L MS Quantitation || [123478-HxCDFIS 125580 0200 AN 123."69-HI;<CEDIS 1STD
e T — c A
-—— el s, i |
P TR X Bt
. . : A ST o= o
« Read-only Studio viewer
10 ViIew 1 o
A
Ayt

B B B B B

oY &t ¥ ot

Instrument Audit Trails
Detection Algorithm Version
User Templates Location
\Watermark

Ul Custemizations
Privileged Actions

Email Configuration

Station Audit

Raw Data

Action

Reguires
Authorization

Reguires
Comment

Default Comment

Instrument Configuration

Instrument Method

Instrument Audit Trail

Data Vault

Folder

Query

Sequence

Injection

Manual Data Processing

evlorkflow

Create

created eWWorkflow

Modify

Rename

Delete

i o o o o

=
&
el i, 1T o]
T . b L e
¥ e JaEd LT
T L
r R e
L] 4 i LAY
r R iy =r
oA -
i e
aprm ot
Bl
* el CH A
ayr e
r 1 R
alan
] nerfea 0 e
apam bk
FE
- e
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Built for Data Integrity

* Audit Trails

* Chromeleon CDS provides industry-leading
audit trails

« 11 audit trailed areas
« 3 main audit trails
 Instrument
* Data
« Administration

« All audit trails can be stored and
managed centrally in Chromeleon CDS

é@é} Instrument

Instrument
Config 4

Administration

31§

23




Built for Data Integrity

* Audit Trails

* Chromeleon CDS provides industry-leading
audit trails

* 11 audit trailed areas

« 3 main audit trails
* |nstrument
 Data

* Administration

« All audit trails can be stored and
managed centrally in Chromeleon CDS

(L%
B A S
adP;

Administration

24



Built for Data Integrity

« Data Audit Trall

Command/Message

Audit trail of sample SMP-\ICH_Validation1680_Demo\LINEARITY-1 SEQ\3. Executed 2006/1
Start of injection 3 "Injector linearity_1", using instrument method “Vitamin_E"-
AcquireExclusiveAccess

ColumnOven TempCtrl = On

ColumnOven Temperature Nominal = 30.0
ColumnOven.Temperature.LowerLimit = 5.0

ColumnOven.Temperature. UpperLimit = 85.0

EquilibrationTime = 0.5

ColumnOven.ReadyTempDelta = 5.0

Column_A.ActiveColumn = Na

Column_B.ActiveColumn = Na

Column_C.ActiveColumn = Yes

L] Data Audit Trail - WIN-DVWCMTSOLDY - [m| X
Report ;5 Show Changes Restore | Include Subfolders  from | 5112017 B~ |to‘ 5/14/2017 [E~ | 7 Filtering = Grouping - E‘; Find Next ~ (7]
- - s Mame Type | “ersion | Date/ Time ~° (Operator (Operation Comr
o Log Of al I C h an g eS Wlth I n Data Vau It L 19 E‘E Vitamin_E Instrument Method 1 5N472017 215:17 PM +01:00  charlie Copied copied instrument method
L 18 Mew Project Falder 1 BN42017 2:03:46 PM +01:00  inewton Moved folder created in error
17 New Project Falder 1 5142017 220225 PM +01:00  jmaxwell Created
- = Q Q L 16 m |bu Assay 14 May 2017 Seguence 1 BM42017 2.00.54 PM +01:00  jmascwell Moved moved seguence to relevant location
® : ;e parate audlt trall l I Ialntal ned per Data L 15 m Ibu Assay 14 May 2017 Sequence 1 BN42017 1:44:33 PM +01:00  jsmith Save Az created new sequUEnce via Save as
| | 14 SRecycleBing Falder 1 51472017 12:55:37 PM +01:00 jsmith Created
Vau It and er data ob-ect e folder L 13 E‘] Default MS Report Report Template 1 BM4/2017 12:40:54 PM +01:00 charlie Moved moved Default MS Report sheet to relevant |
p J ] L] g =y 3 L 12 @ Default MS Report Report Template 1 R4/2017 12:38:58 PM +07:00 charlie Created
. . . L f_} Dissolution Templates eWworkflow 1 51472017 12:32:35 PM +01:00  charlie Created imported Dissolution eWWorldlow
Se q u e n Ce I nJ eCtI O n etC | [ 10 ("3 Environmental Worlkdflow Templates - Daily Anal  elworkflow 1 5/14/2017 12:32:56 PM +01:00 charlie Created imported Environmental Analysis eworkflow|
] ] " Ll 9 GPC Folder 1 512/2017 8:32:30 AM +01:00  charlie Created Imported from “C:\Jsers\administrator. CM7,
|| Specira 3 - ieractive Resut Tables  chare - ICH Linearty (Sequence) - Chromeleon Chiomatography Studio — o x [edfrom win-hpv\Software\ThermolS
MSData @ : @
= . = . . = — Data Processing Home | Tables  Audit Trail Table  Fomnat
o | t dit trail | Il informat B - -
njecton audit trall 10gs all Information o [ @i || A all] -]
« oo LN c || ¢ siea e Y] ) Pones | Linking
i = G fi Peske Results Calib. &PM =
recordea 1or a specitic Injecton BT -
L | 2 & cMm7saLDV BiblEe i m 3 ICH Linesriy #3 Lingarty 1 : ; : W_vis 1
1 (5 cM7sLDY a0 ‘ ‘
T 4 Injeci Filter W7 Tt w750 | fimE=oR | 12 - Vitsmin E - 16.360 »
M TnRibE = [on] g g
1§ L 1 o = i !
« Stored with & locked to raw data i (. |
35 Linearity 1 ot gin o] ; ;
4 Linearity 2 o | EcakkeI0.1) ! !
5 Linesrity 2 o 1004
6 Linearity 2 ot :
78 Linearity 3 ot ; i —
8 Linearity 3 o 0.0 —M— e
9§ Linearity 3 ot : : o
10 Linearity 4 cH 0.0 2.0 ) 60 8.0 100 12.0 120 16.0 18.0 200
11§ Linearity 4 o - — —
12 Linearity 4 oy Day Time Ret. Time

15:17:26
15:17:26
15:17:26
15:17:26
15:17:26
15:17:26
15:17:26
15:17:26

15:17:26
15:17:26
15:17:26
15:17:26
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Built for Data Integrity

P I nStru m e nt Au d it Trai I Changes for category 'Instrument Configuration' and host "WIN10-CM7" - O X

Report Display All Properties

Date/Time Operator Operation Comment
° Dally event |Og per Instrument TR TSIDRNA0 — dete e
< M »
* Records all instrument operation events, e R i et
u p y . g .y 4 ¥ 10_Vanguish s Device Name Pump Module PumpMedule
. 4 3 Vanquish Quaternary Pump a4 Simulation Mode On
system events, pre-run settings commands X Used Fump + Used Relays
! 1 &> 3 Flow Unit 4 Used| @ charie - Chromeleon Console - o x
an d e rro rS i & 3¢ Used Signals @Back ) Creste File Edit View Tools Help )
: 4 +ia'zlq"::r:38'naw Fump Instruments « € Launch eWorkflow ~ mart Startup/Shutdown - & Release Control Monitor Baseline + S
sed Pump
4 4 Flow Unit =@ Fiter || " Home | PumpModule | SamplerModde | ColmnComp | UV ' Audit | Statup | Gueue |
) B WINTO-CM7 -
H = H 4 Flow/Pressure Limits 5000 B e Tme
- Log of changes to instrument configuration b, B W e o e
4 4 Used Signals 0355000 Dusl 2 ¢ Drag a column header here to group by that column.
&) 04_cs 2100 7
4 Pump_Pressure 05, U Mate3000_1 . Date Time Hetertion Device Message =
08_UtiMaie3000_2 7 5142017 11:16:00 AM +0100 User charlic (from WINTG-CH7) has
07_UMote 3000 Bosc = 1o Eonteraion s o ol
08_UtiMate3000.RS 7 SAR0T TR AN Y0700 lser chariie has disconnected 2
03_Agilert ¢ 2 @ Chromelean Instrument Configuration
8 10 arci - Manzger from this contraller.
- 5142017 105550 AM +0100 User charlic (from WINTE-CH7) has
WINT-CM7 1@ connected Chrameleon Instrument
501 Vorauish_Broctve - Configuration Manager fo this controll
- - = IR0 124534 A 100 Finished the seauence queus run.
il 4 [
5132017 124533 AM+0100 Pregaring the start of the next pending
il s @ sequence (if there is any)
i . E3R0T7 T 124833 A 100 End of seauence “PA_STOF"
3
4| 11l | 3 . - 5
{32017 124531 AM 40100 [ Vanquish Dicde Array Detector @ USE
70 -12345878 - VH-D10-A - Seria
— TEETE - Fiimare Vereion 0.00.01
° IR0 124531 AM 0100 il U iamp an
H
{32017 124531 AM 40100 End of injection “Restore”
s
[ PR T R L R Y U St actory Defauits
10
132017 124831 AM <0106 0000 Entered stage “Run”
Data "
="
E3R0T7 T 124831 AW 0100 T 0000 Sampleriodule Sampler T Tnject command ignored because the
Q oo, 2@ injection is 2 blank run
5132017124591 Al <0106 G000 Sampler  iniection Velume s 1001 b
Instrument 10_Vanquish' selected charlic: Power User _:

o6 ThermoFisher
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Built for Data Integrity

. Q d - - t t' Q d 't T - | {3 Chromeleon Administration Console (WIN-CMDC) — O e
I I I I n IS ra Ive u I ra'l S [-gl License Manager (WIN-CMDC) @ =Z Report (7] Show Changes | From | 7/ 1/2016 E~ |Io| 8A17/207 @ | |\|? Filtering | =, Grouping
7] Scheduler
! Global Policies Date/Time Operator Additional Information Computer Name
- 3 User Database
* Domain Resources 3 okdow T %
iﬁ Audit Trail BNS2017 11:16:22 AM +01:00  { jsmith The raw data file 20170511 3004740138.raw’ failed an WINT0-CM7
Domain Resources integrity check. It cannot be used.
<, Al Resources p— —_—
BN52017 11:16:35 AM +01:00  {jsmith The raw data file "201705\131004740138.raw’ failed an WINT0-CM7
& Comput R >
- Data Vault Manager & Copuers inegtycheck I cannc be used
@ Instruments BN52017 11:16:39 AM +01:00 | jsmith The raw data file 017051 3004740138 raw failed an WIN10-CM7
é':' Chromeleon Consoles H integrity check. It cannot be used.
... Local Machine L B —
[ J W kfl T o E BN52017 11:16:41 AM +01:00  {jsmith The raw data file 201705\131004740138.raw’ failed an WINT0-CM7
e O r OW a S integrity check. |t cannot be used.
4|
*S
tatlon {Ih Chromeleon Administration Consele (WIN-CMDC) - O x
% License Maniager (WIN-CMDC) & |EZReport [[]Show Changes | From | 8152017 [~ |To| 8172017 [~ || ¥ Filtering = Grouping
P Scheduler
* Global Pol
O a O IC I es "1 Global Policies Date/Time Operator Operation Computer Name Category
& User Database
3 eWordlow Tags 2162017 1:25:25 PM +01:00 j=mith 3 Changed User WINT0-CM7 Uszer Management 4
H 4 H 4P, Audt Trai 8162017 1:12:20 PM +01:00 jmasowell Logon WIN10-CM7T Logon and Signature
 Organizational Units © Donan Fesources T i o .
x . 8162017 1:12:10 PM +01:00 jmaxwell Gf Logon WINI0-CM7 Logon and Signature
Audit Trail % |ocal Machine
—— 216/2017 1:17:11 PM +01:00 jmaewell Gﬁ Logoff WINT0-CM7 Logon and Signature
H 8162017 1:21:25 PM +01:00 jsmith @ Logon Failed WIN10-CM7 Logon and Signature
: B816/2017 1:21:50 PM +01:00 jsmith e Logon WIN10-CMT7 Logon and Signature
BM16/2017 1:25:39 PM +01:00 jmacwell o Logon WINT0-CM7 Logon and Signature
r 8162017 1:285:55 PM +01:00 jmaxwell @ﬁ Logoff WINI0-CM7 Logon and Signature
BN62017 1:42:44 PM +01:00 charlie Gf Logon WINT0-CM7 Logon and Signature
8162017 1:42:55 PM +01:00 charlie d’ Logon WIN10-CM7 Logon and Signature
8M16/2017 1:48:40 PM +01:00 inewton o Logon WIN-CMDC Logon and Signature
816/2017 8:54:56 AM -04:00 jsmith o Logon WINT-CMT Logon and Signature
2162017 8:56:21 AM -04:00 j=mith @ﬁ Logoff WINT-CMT Logon and Signature
il
Audit Trail
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Built for Data Integrity

Privileged Actions
« Require authorization for specified actions

* Ensure users add appropriate comments for specified actions — enforcing the “why?”
« Use standardized comments or free entry

g’;‘) Chromeleon Administration Consele (UKALT-DBL-SRFP4) - O X
‘Q License Manager {localhost) =l Save Policies E Beport Eﬂ Audit Trail @
i-{7] Scheduler o -
Bﬂ_‘ Organizational Units DrmanizatioaalliEglohat — ;
Elﬂ.‘ <Globals List of policies: | Priviieged Actions
) e - -
= ﬁloba[l) F‘oll:es [ User Mode qp\ Allow separate policy settings for Organizational Units
EHE5, User Database "L Host Name Resolution =
@ Chromeleon Users _E, Np—
[-453 Access Groups - ulti-User Logon Setti
H et
-3 Roles "B Injection Locking gl < S
- Full Access '_h Femote Data Vaults Select Al Mone [=l Authorization and Comment Required >
:Tl?zder lLlser '__h Instrument Audit Trails Requires Requires
min - . . Action ot Default Comment
Lah User . " Detection Algorithm Version Autherization | Comment C h rom el eon 7
...... & Basic User |, |} User Templates Location Instrument Configuration ]
%‘* sWordlow Tags i 7% Watermark 5] Instrument Method = Authorization and Comment
i Ao Audt Trail *|7E Ul Customizations Create =
Has "% Privileged Acti
-1 f§ R&D __E, rl\rl-eged Orfs Delete User Name: |crnadn1in |
U"? Domain HES_OU"CES h Email Cenfiguration Madify = Edited method due to column degradtion Logon Password: |--- |
-4 Local Machine -_h Station Audit c & )
0
[h RawData i Comment:
Maove Z Pick Comments... @ Reset to Default 221 characters remaining
Rename ] Typo in file name Created new user for demo pumoses
Instrument Audit Trail
Data Vault
[*] Folder [ [
£ >
QK Cancel Help
ThermoFisher
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Built for Data Integrity

Version Comparison with Roll Back

« Show Changes
* View two object versions side by side

« Changes in objects easily identified
by symbols

* Restore

* In Data Audit Trail can roll back to
previous object version

» Restore is not permanent until saved
« Save creates new version

L...| Data Audit Trail - Demo Data\EN 18482 to validate 7.2.9

IE

|l

Report @Shnw Changes ¥ Restore l,f‘ Studio | Indude Subfolders

Mame Type | Yersion |

@ Cormpare Instrument hethod Ultiate3000" version 1 with version 2 % -TX
Varsion Date f Trme Dperator Cliert Computsr Visualization Options
1 02/12/200313.02 38 50uinn L-GERSAUINN © Complete
2 02412/200913:03:44 S0uinn L-GERSQUINN
Property Mame Walue version 1
Comrnent Ultitd ate3000 Ultit ate 3000
Instrument Server L-GERSQUINN L-GERSQUINM
Irstrument 05_U kb4 ate3000_1 05_Ultikd ate3000_1
Version 1
Time Symbol Walue Comment Time Symbol Comment
{4 B Intial Time  Instrument Setup 4 B Initial Time  Instrument Setup
Sampler. InjectMode Mormnal Mormal
Sampler PurmpDevice "Pump" "Pump’
Sampler. SynchwithPump On : On
Pump. b aximumFlowR ampD own 1.000 [rl/mirf] mp. M arimurmFlowR ampDown 1,000 [rl/mire]
Pump.MasimumFlowR amplp 1.000 [rl/mirf] Pump.MasimumFlowR amplp 1.000 [ral#raire]
'] Pump.%B Equate “dcetonitile’ ¥ Pump. %4, Equate "0.1M Phosphate Buffer”
L Pump.Pressure LowerLimit 0 [bar]
'3 Pump.%C Equate "'htethanal* '3 Pump.Prezsure. U pperLimit 400 [bar]
'] Pump.Pressure. LowerLimit 0 [bar] '] Pump.%B Equate “Acetonitrile”
® Pump.Pressure. UpperLimit 400 [bar]
'] U LV _W1S_1.Wavelength 254.0 [nm] '] U LV _W1S_1.Wavelength 280.0 [nm]
[ 0.00 Inject Preparation [ 0.00 Inject Preparation
[ 0.00 Inject [ 0.00 Inject
4 2000 Start Fiun 4 2000 Start Fiun

LY U _%15_1.Acq0n UW UV _%IS_1.AcqOn

Pump.Pump_Pressure dcqln

4 2000
'] 1.000 [ml/min] 2.000 [rl#rain]
4 500
3 1.000 [ml/min] Pump.Flaw 2.000 [rl#main]
4 B B.O00 4 B B.O00 Stop Run

Ly L W15 _1 Acqif
Pump.Pump_Pressure.scqQff

29
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Built for Data Integrity

Read-only Studio Viewer

o | : - -
Stu d O L] pata Audit Trail - Demo Data\EN1948 to validate 7.2.9
H H H H == Report Show Changes ¥ Restore (9) Studio || Indude Subfolders | from | 4/ 5/2018 - | to
- View object version in a read-only S | E2Report (B ¢ =
C h h S d . . il MName Type Wersion Date / Time *| Operato
romatograp y tu IO SeSSIOn | 12 |’-_*'| M5 Report Report Template 7ORZ20E 12:08:45 PM +02:00 PSauter
- 11 E Wariable_|5TD _Val (FS) Report Template 6 RZ22018 12:06:45 PM +02:00 PSauter
 Selected item (e_g_, Injection, chromatogram, || 10 [4] Varisble_ISTD_Val (PS)  Report Template 6 5/22/2018 12:06:45 PM +02:00 PSauter
. - 9 m EM1548 to validate 7.2.5 Sequence B ORZAA01811:33:09 AM +02:00 PSauter
Processing Method, Instrument Method, R i L = uansnisanads 4 0200 Poauier
. . | | 7 [ EN1948 PCDD_Fsview  View Settings Show Changes M +02:00  PSauter
Report Template’ etC) IS aUtomatlcally Opened : & m EN1948 to validate 7.2.9 Sequence ¥} Restore aM +02:00  PSauter
in a read_omy Studio window || 5 B EN1sBtovalidate 728 Seauence  [(5)  studio AM +02:00  PSauter
- 4 m EM15348 to validate 7.2.5 Seguence [1] Show Data Audt Trail... aM +02:00  PSauter
- 3 m EMN1548 to validate 7.2.5 Seguence = rareerrweaa— M +02:00  PSauter
- 2 ﬁ EMN1548 to validate 7.2.5 Seguence 2 4N2018 9:26:01 AM +02:00 PSauter
1 m EM1348 to validate 7.2.5 Sequence 1 452018 3:23:33 PM +02:00  PSauter
L I
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Built for Data Integrity

- Selected version of sequence shown

. . L G psauter - EN1942 to validate 7.2 B (Sequence, Version 5) -Chromeleon Chromatography Studio - B8 x
I n Captl O n Data Processing Home Processing Layout & @
&7 T Injection I JW{\\. J-b.'uu,.t.;"k. o G #
o 53 __,&fChannel EEEEE| :::::::En:( - - Linking
. . o, jiPeak Results Calib, & PM |7
- Easy visual comparison of results Qoo g - | -
This view of a previous version of the Sequence is read-only. Changes to the Sequence can only be made to the most recent version.
- p P IO D eI T Cusmaton
Daljta PFOCESSIHQ J 2iET counts frea: 12177 |IR:7 1803 na/mL Area * (Amount_|STO/Area_|STD) +
. 17 Blank - & 1 15.04
* All sequence objects are read-only > i = ﬁ
: . 35 EM1MBCSLAM - Hzie ] {100
except View Settings o EnsecsLr Y[R ——
5 EN-1348 050 ! e K 4 501
. . 6 EN:1348C51 o ] u_ 7\ iy min na/mL Amount
° , B e —— > | ool . . . .
View Settings can be changed but e s Bl =
nOt Saved g EN;1948 Cs4 - Detection | MS Detection  MS Component Table ‘Calibr:ltion | MS Settings | MS Library Screening | Advanc ]+
10 g EM:1348 C55 - 4| Component Table @
- . o 11 1] Blank - - P R 3
° AIIOWS secure data review Wlth Zoomlng, 12% — i Group Area Fun Component Table wizard.. Show Properties...
- - - . # ' . Y - - - F
Changlng panes’ reSIZIng’ etC. 13 ﬁ EM:1343 C5L d Name Ret.Time window “TEF “CM7-SyringeStandard Entry_
= o (Fiter 5 12378-PeCDD IS 23417 0.200 AN 1234-TCDD IS ISTD
4 Channels =
LI M5 Quantitation - j : 123478-HxCDF 15 25.580 0.200 AN 123783-HxCDD IS ISTD
TIET -
S i ([ w | 3 |
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Built for Data Integrity

3
» L B = | ¥ BA eWorkflow, 16_Apr_2019 - ISTE[ (Sequence, Version 13) J§Chromeleon Chromatography Studio | = | =] X | ) T = | v BA eWorkflow, 16_Apr_2019 - \STIl (Sequence, Version 9) F Chromeleon Chromatography Studio ‘ = |[=] Y |
- = )
l @ Data Processing Home  Processing = Layout (7] @ Data Processing Home | Processin o @
k C% %’ i = 0 ¥ - 0
Automatic | Zoom Yndo Detection Cobra Wizard Insert ~ Manual Peak . 2le > . o Detection Cobra Wizard Insert ™ Manual Peak
Zoom || Parameters Detection m || Parameters Detection
Painter / Zoom Detection Parameters = Pointer / Zoom Detection Parameters v
This view of a previous version of the Sequence is read-only. Changes to the Sequence can only be made to the mast recent version. X This view of a previous version of the Sequence is read-only. Changes to the Sequence can only be made to the most recent version. X
-
Data Processing “ || 47e2- 4 2 - BA eWorkflow, 16_... 1600 - Ptrazine S r2=0.99263 Data Procegging « [ 4 opo- _E 2 - BA eWorkflow, 16... 1600 , trazine 2=0.99263
175 % STD3 ERIA 1[Péounts | %St 175 @ STD3 o« || 3.8e2] [ PRS- || ® s
o 3.8e2+ i ] 4
| [~ = (=g - =
176 @ STD4 N B gy d + 176 § S N 1| |& 1400 +
177 @ sTDS & g 177 2 5e2]| O ]
178  Blank =3 2 582 ] 1 nk ch ] ]
179 [ Blank S ] 1200 H nk = ] 1200 +
180 [ Blank o 1.3e2] 1 o 1.3e29 \ 1 T+
1 | 1 1 | ]
= v Filter ¥ ] ! | 1000 4 = v Filter 7 ] ! 1000 4
a ]
Channels = 0.060. [y h | ] B rYa' 20 . s = 0.0e0] \ ! Fll hﬁh i j
L MS Quantitation o el T T Tmin | " 1 antitation o 1 min | |7 ]
-6.6e14 H 1 -7_3e1- H 1
e B o a5 3 1 - BA eWorkflow, 16.. = 800 & o 4os 31 - BA eWorkflow, 1... . 800
ENEE L) o [ counts RT=348 Areaq ] i o 1| counts RT=3.48 Areq ]
4. Pump_Pressure (52 5.0e3d n i 4. Pump_Pressure [ 5 0e3 ] [ & E
L 1= 600 | L 1= 600 -
4 Components = v | Filter ks 5 5en 1 3 ] 4 Components = ~ | Filter s ] 8 ]
= = 5e3] | ] : o 2.5e3] b 1
3 Atrazine i ] E 400 ] 3 Atrazine i ] E 400 ]
3 Tolbutamide ot 1) |22 1 3 Tolbutamide o q| (e 1
3 Alprazolam [y b Al 1 3 Alprazolam =y Ly | ]
0.0e0] T 1 0.0e0] 1
% Testosterone [ v ] T 200 H % Testosterone (= v| g 200
% Warfarin + cF 1 [ — i oF 1 ]
Warfarin - o ] min p = ] min f ng/mL
i D\:|D:2:ﬁc ik JB3oes 1 ch o | 293, 1 = T (R 1 1
3.102 3.085 1] 50 3.004 3.997 50 100 120
3 Closantel ch B eeesssas - . > . 2e > [ = - -
4 Processing M Detection | MS Detection| MS Component Table | Calibration | MS Settings | Detection | MS Detection | MS Component Table | Calibration | MS Settings | MS Library Screening | € i *
. Bioanalysis Processing Method b Component Table iDanalysis Processing Method he Component Table (7]
Injection List Group Area Drag a column header here to group by that column. Run Component Table Wizar Injection List Group Area Drag a column header here to group by that column. Run Component Table Wizan
Instrument Method # Mame Ret.Time = | Window Stand.Meth. Cal. Type Level "1" Tol Instrument Method # Name Ret Time = | Window Stand. Meth. Cal Type Lewvel "1" Tol
_ 1 |Atrazine 2 460 0.500 AN Internal Lin, 1/A 1.000000 15.00 _ 1 jAtrazine 2.480 0.500 AN Internal Lin, 1/A 1.000000 15.0
2 | Tolbutamide 12.500 :0.500 AN Internal Lin, 1/A 1.000000 15.0 2 |Tolbutamide {2500 0.500 AN Internal Lin, 1/A 1.000000 15.0
A/ Non-Targeted MS Processing 3 |Alprazolam 2510 0500 AN Internal Lin 1.000000 1510 e iy 3 [Alprezolam (2510 0.500 AN Internal Lin 1 606600 570
_A_ Intact Protein Deconvolution 4 | Testosterone :2.640 0.500 AN Internal Lin, 1/A 1 15.0 Intact Protein Deconvolution 4 |Testosterone | 2.640 0.500 AN Internal Lin, 1/A 1.000000 15.0
@ Report Designer 5 |Warfarin + 2.860 0.500 AN Internal Lin, 1/A 1. 15.0 T 5 |Warfarin + 2 660 0500 AN Internal Lin, 1/A 1.000000 15.0
- 6 |Warfarin - 2660 0500 AN Internal Lin, 1/A 1 15.0 6 |Warfarin - 2.660 0.500 AN Internal Lin, 1/A 1.000000 15.0
Elect ic R it = — Elect ic R rt s et
=y ronic Repo 2 | Diciotenac 5890 0560 AN [fieop—" Uin 1iA i G000 59 et 7 |Diclotenac 2810 0.500 AN Internal Lin, 1A 1.000000 154
m UV Spectral Library 8 | Closantel 3.480 0.500 AN ISTD Internal | None 1.000000 15.0 UV Spectral Library 8 |Closantel 3.480 0.500 AN ISTD Internal |None 1.000000 15.0
4 i bm 4 il >

« Open multiple read-only Studio sessions to compare different versions

ThermoFisher
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Built for Data Integrity

« Compliant customers need to prove (regular) audit trail reviews

« Chromeleon 7.3 software provides framework
« Configurable Audit Trail Events to highlight specific use cases
« Connects Data, Instrument and Admin audit trails

«  Workflows to search and report Audit Trail Events

33



Built for Data Integrity

« Audit Trail Events (ATE) configured in Admin Console (global policy)

* When new sequence created, ATE configuration is copied to sequence as read only. From that
point, seqguence defines which ATE are recorded and which not

.;'II Chromeleon Administration Console (DEGER-CMBETA)

\J License Manager (ocalhost)
- £3] Scheduler
EI“ Organizational Units
-} <Global>
i Global Policies
=455, User Database
. 4 User Database Policies
- Chromeleon Users
- @58 Access Groups
- 3 Roles

i:_} eWondlow Tags
-4 Pudt Trail
[]3 Domain Resources

L Local Machine

|l save Policies E Report ﬁg Audit Trail

Organizational Unit: <Global>
List of policies:

_&, Ilzer bMode
'_h Hozt Mame Rezolution
'_h fdualti-Uzer Logan

— Audit Traill Events

i)
i ™ Alow separate policy settings for Organizational Units

Audit Trail Event

| Description

'_h Injection Locking

'_h Femaote Data Waultz
'_h Inztrument Data

i h Dretection Algarithm Y ersic
'_h Idzer Templates Location
'_h W atermark,

'_h Il Customizations

'_h Privileged Actions

'_h E mail Configuration

'_h Station Audit

'_h Licenze

_&, Faw Data

'_h Idpdater

'__h Audit Trail Events

EEEEEEEREEE

Ext. Report Template Changed
Bxt. Spectral Library Changed
Manual Command Inteference
Emor During Injection Run
Processing Method Changed
Injection Changed

Injection List Changed
Instrument Method Changed
Report Template Changed
Chromatogram Changed

An extemal report template has been changed

The extemal spectral libraries have been changed

A manual instrumernt command was executed while an injection was running
An instrument emor occumed while an injection was running

A processing method has been changed

An injection has been changed

An injection has been added or removed from the injection list

An instrument method has been changed

A report template has been changed

A chromatogram has been changed manually

ThermoFisher
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Built for Data Integrity

- ATE recorded in Data Audit Trail of Sequence
- Every Data Audit Trail record may have one or more events

L-' Data Audit Trail - Seguences\LCMS_PARABENES - B2 X
@ == Report E Show Changes ¥ Restore ﬂg\ Studio | from I 5/18/2015 ;I to I1ﬂf1ﬂ'f2'|]"lﬂ' ;I “F Filtering :‘ Grouping - II-’T_ﬂiI,,Fim‘.I Mext - l@
Data Audit Trail Entries

g’ é} Mame Type Wersion Date / Time - Ciperator Cperation Comm

14 m LCMS PARABENES Sequence & 1010:2019 1:26:07 PM +02:00 psauter Created
13 m LCMS PARABENES Seguence & 1002019 10:46:47 AM +02:00  cklimm Exported
|12 Iy m LCMS_PARABEMES Seguence & 1002019 10:46:07 AM +02:00  cklimm Changed
K i m LCMS_PARABEMES Sequence B 1002019 10:45:44 AM +02:00  cklimm Fenamed Injection
| 10 i m LCMS PARABEMES Seguence 4 W20201912:25:22 PM <0200  cklimm Created Signal
] m LCMS PARABEMES Seguence 4 W20201912:24.30 PM 0200 cklimm Deleted Signal
B m LCMS PARABENES Sequence 4 9192019 81011 AM +02:00 cklimm Created Signal
P 4 m LCMS PARABENES Sequence 4 9182019 10:15:35 AM +02:00  cklimm Created Signal
m & _/ S, Propylparabene Quan (#1- M5_STEP_0_Z) Chromatogram 4 9182019 10:13:40 AM +02:00  cklimm Changed
T 5 {;3 S/ Ethylparabene Quan (#1- MS_STEP_0_2) |E]'I'u'natcg—crn 3 9182019 10:13:23 AM +02:00  cklimm Changed
m 4 ‘; S Methylparabene Quan (£2 - MS_STEP_1) Chromatogram 2 9182019 10:13:08 AM +02:00  cklimm Changed
m 3 _,f S\ Methylparabene Quan (#4 - MS_STEP_3) Chromatogram 2 9182015 1012:26 AM +02:00  cklimm Changed
m 2 .; S Methylparabene Quan (#1- MS_STEP_0 2)  Chromatogram 2 9182015 10:12:09 AM +02:00  cklimm Changed
m 1 m LCMS_PARABENES Seguence 1 5182019 10:11:31 AM +02:00  cklimm Created Imported from "C:\Users\cklimmiDown
4| il - - | »
Audit Trail Events for Data Audit Trail Entry #5
Mame Event Type Date / Time Operator Raole Description
Ethylparabene Quan (#1 - M5_STEP_0_2) Chromatogram Changed SM&2015 101323 AM +02:00 cklimm Chromatogram manuzlly integrated
ThermoFisher
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Built for Data Integrity

« Audit Trail Query capability

« Executed via database Query
« Faster than normal Query

« Will also search for ATE

L-J Data Audit Trail Query - DEGER-CMBETAM hromelecnLocal

LYY o | saee mananCeICs 5 3 ame

4 Il

Verifications7_2_10/LCMS_PARABEMES_IndividuslD5

LY e B TR T LI B e T e O et 0 et s S L LA T ] Y =

-~

Basic Search Criteria @ =
W Include Subfolders
¥ Restrict Time Range  from 8122016 A to 31,2019 -
b "
| Advanced Search Criteria (1) l@ & N
Match | ALL | of the following rules:
Cperation » (| = ¥ Changed - +/. _. =
- - -
== Report @ Show Changes ¥) Restore {i\ Studio | " Filtering j Grouping - ﬂi, Find Mext -
Diata Audit Trail Entries
#~'| 3 Name Path Type
2 4 m LCMS_PARABENES Sequences/LCMS_PARABENES Sequence 101
701 4 |/ Propylparabene Quan (#1- MS_STEP_0_2) Sequences/LCMS_PARABEMNES Chromatogram S8
700 _,,’ S\ Ethylparabene Quan (#1- MS_STEP_0_2) Sequences/LCMS_PARABEMES Chromatogram S8
699 _,,’ S Methylparabene Quan (#1- MS_STEP_0_2) Sequences/LCMS_PARABEMNES Chromatogram S8
698 i._ Linearity Fun Sequences/2017-03-233 Processing Method
b | 697 E Default |Vﬁiﬁcﬂﬁuﬂs?_?_meCMS_F’ARABENES_IrI:iuiI:h.EIDS View Settings
636 @ Default Vernfications7_Z2_10VLCMS_PARABEMNES Individual DS View Settings 2T
G55 m LCMS_PARABEMES. IndividuslDS Verifications7_2_10/LCMS_PARABEMES_IndividuslDS Sequence 2121
604 m LCMS_PARABEMES IndividuslDS Verifications7_2_10/LCMS_PARABEMES IndividuslDS Sequence 221
693 S\, Ethylparabene Conf 1 (#1 - MS_STEP_0_2) Chromatogram 212

i
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Built for Data Integrity

* Two report tables

« Configured ATE in sequence — shows which ATE were configured or not

* Recorded ATE in sequence — shows which events did and did not occur
» Option to show details of changes — old and new values

- Can be embedded in printouts / electronic reports

Status and Audit

e foeied bt
! B
Audit Trail Events Audt Tral  Data Audt | AudtTral  Audt Trail
Table Trall Table | Events Table Event Conf...
Sequence Details
Name 2020-02-11 13.55-31 Alkylpﬂenone Linearity Created On. 11-Feb-20 13:55:32
Directory Data\2020\02_Feb b, Created By: barbara.van.cann
Data Vault. ChromeleonLocal h Updated On 11.Feb-20 14:06:38
No. of Injections: 21 b Updated By barbara.van.cann
Klame Event Type Date/Time Operator Description
Sample 22 (#22) Injection List Changed 11-Feb-20 1:58:30 PM +01:00 |barbara.van.cann |The injection list has been changed
Sample 23 (#23) Injection List Changed 11-Feb-20 1:58:30 PM +01:00 |barbara.van.cann |The injection list has been changed
Sample 24 (#24) Injection List Changed 11-Feb-20 1:58:30 PM +01:00 |barbara.van.cann [The injection list has been changed
Sample 25 (#25) Injection List Changed 11-Feb-20 1:58:30 PM +01:00 |barbara.van.cann [The injection list has been changed
Sample 26 (#26) Injection List Changed 11-Feb-20 1:58:30 PM +01:00 |barbara.van.cann [The injection list has been changed
Linearity 2 (#7) Injection List Changed 11-Feb-20 1:58:53 PM +01:00 |barbara.van.cann [The injection list has been changed
Additional start of sequence detected (#2) Previous sequence start

2020-02-11 13-55-31 AlkylphenodAdditional Sequence Stat  |11-Feb-20 1:58:55 PM +01:00 |barbara.van.cann (was 3 minutes 17 seconds ago
Lineanty 2 (#7) Injection List Changed 11-Feb-20 2:06:14 PM +01:00 |barbara.van.cann |The injection list has been changed

V VIS 1 (#14 - Lineanty 5 11-Feb-20 2:06:38 PM +01:00 |barbara.van.cann |Chromatogram manually integrated
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Built for Compliance

Built for Data Integrity

Without compromise
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Chromeleon CDS — Making Compliance Easier

Technical Monitoring Demonstration
Controls Adherence of Compliance
Comprehensive set of tools Effective monitoring to Easy demonstration of
Easy, centralized administration enhance behavior compliance during audits
User Management with reduced Easy data review with Audit trails with Query
admin settings sequence-centered structure Veersion comparison
Injection & audit trail queries Audit Trail Events

Electronic Reports
and Signatures

to detect potential issues Advanced reporting tools

Login & logout auditing

hromeleon CDS Delivers Ease of Compliance
and Chromeleon CDS has passed 1000’s of regulatory audits

ThermoFisher
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For more information on Chromeleon CDS software visit;

thermofisher.com/chromeleon

Like Charlie Chromeleon on Facebook to follow Join the LinkedIn customer forum to discuss
his travels and get important updates on Chromeleon CDS with us and your industry peers.
chromatography software!

Q.
Ay ® \
RUIV '

Facebook.com/CharlieLovesChromatoqgraphy

40


http://www.thermofisher.com/chromeleon
http://www.facebook.com/CharlieLovesChromatography
https://www.linkedin.com/groups/4671982/

Thank Youl!

Built for Compliance.
Built for Data Integrity.

Why compromise?

Chromeleon 7.3 CDS
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