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Preface

Thermo Scientific

The LCquan™ 2.7 application is part of the Xcalibur™ mass spectrometry data system. This
administrator guide describes how to configure the Xcalibur and LCquan applications for
security and compliance. The intended audience includes both laboratory administrators and
local IT professionals who have administrative privileges for the system.

IMPORTANT Some of the instructions in this guide assume an understanding of the
security settings for Microsoft™ Windows™ operating system. Thermo Fisher Scientific
strongly recommends that you enlist your local IT professional to perform these tasks.

Note With Revision D, these instructions change the Microsoft™ Windows™ operating
system from Windows XP or Vista™ to Windows 7.

Contents

¢ Related Documentation
* Safety and Special Notices

* Contacting Us

< To suggest changes to documentation or to Help

Complete a brief survey about this document by clicking the button below.
Thank you in advance for your help.

DOCUMENTATION

SURVEY
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Preface

Related Documentation

The following LCquan manuals are available on the LCquan software CD as PDF files:

* LCquan Administrator Guide describes how to configure the LCquan application for
security and compliance.

» LCquan User Guide describes how to use the LCquan application to perform quantitative
analysis of compounds.

* LCquan Tutorial describes step-by-step procedures to perform quantitative analysis with
sample data.

If you are using a Watson laboratory information management system (LIMS), refer to
Installing and Using the Peak View Gateway Between Watson and LCquan.

If you are using the Thermo Scientific Web Access Suite™, refer to the Web Access
Administrator Guide for instructions on adding the LCquan application to the programs
served by Web Access.

< To view the installed LCquan manuals

Go to Start > All Programs > Thermo Xcalibur > Manuals > LCquan.
< To open the LCquan Help

1. From the LCquan window, choose Help > LCquan Help.

2. To locate a particular topic, use the Help Contents, Index, or Search panes.

Safety and Special Notices

Make sure you follow the precautionary statements presented in this guide. The safety and
other special notices appear in boxes.

IMPORTANT Highlights information necessary to prevent damage to software, loss of
data, or invalid test results; or might contain information that is critical for optimal
performance of the system.

Note Highlights information of general interest.

Tip Highlights helpful information that can make a task easier.

viii LCquan Administrator Guide Thermo Scientific



Contacting Us

Thermo Scientific

There are several ways to contact Thermo Fisher Scientific for the information you need.

2
0.0

Preface

To contact Technical Support

Phone 800-532-4752
Fax 561-688-8736
E-mail us.techsupport.analyze@thermofisher.com

Knowledge base ~ www.thermokb.com

Find software updates and utilities to download at mssupport.thermo.com.

To contact Customer Service for ordering information

Phone 800-532-4752

Fax 561-688-8731

E-mail us.customer-support.analyze@thermofisher.com
Web site www.thermo.com/ms

To get local contact information for sales or service

Go to www.thermoscientific.com/wps/portal/ts/contactus.

To copy manuals from the Internet

Go to mssupport.thermo.com, agree to the Terms and Conditions, and then click
Customer Manuals in the left margin of the window.

To suggest changes to documentation or to Help
* Fill out a reader survey online at www.surveymonkey.com/s/PQMG6PG62.

* Send an e-mail message to the Technical Publications Editor at
techpubs-lems@thermofisher.com.

LCquan Administrator Guide
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Introduction

You can use the LCquan application to develop methods, create or import sequences, acquire,
process, and review data, and create reports, all within a secure environment. This chapter
provides an overview of security and compliance considerations and how to use the Xcalibur
and LCquan applications to address them.

Contents

* System Security

* Conlfiguring Software Applications

* Security Features Within the Xcalibur Application
* Prerequisites to Configuring the System

* Configuration Tasks of the Laboratory Manager and IT Professional

System Security

To prevent unauthorized access to data, most organizations implement strict security
procedures for their computer networks. In this context, unauthorized access means:

* Access by an individual (external or internal to the organization) who has not been
granted the authority to use, manipulate, or interact with the system

* Access by using the identity of another individual—for example, by using a colleague’s
user name and password

The Xcalibur data system directly implements some of these controls and relies on the security
functions in the Microsoft Windows 7 Professional operating system for other controls, for
example:

* The Finnigan™ Security Server controls secure file operations.

* The laboratory administrator restricts user software access through Thermo Foundation
Authorization Manager (an administrative utility), which relies on Windows user groups.
The Authorization Manager does not configure user access to the workstation. It can,
however, define application roles for the users.

Thermo Scientific LCquan Administrator Guide 1



1 Introduction

Configuring Software Applications

* The laboratory administrator controls software feature access through the Thermo
Foundation Authorization Manager application.

* Windows security functions handle user authentication.

* Windows security functions maintain electronic record security and, in particular, the
NTES permission rights.

Configuring Software Applications

To fully implement these security features of the Xcalibur data system, the laboratory
administrator must work with the IT professional to achieve the proper data system
configuration. Configuring applications for security and compliance requires two steps:

* Protecting Records

* Setting Up User Access Controls

Protecting Records

To establish secure file operations, as the laboratory administrator, you must restrict access
permissions for specific folders and files. Set permissions so that only you can delete or alter
records. The use of protected folders and files ensures that unauthorized users cannot obscure
previous records by using a utility such as Windows Explorer.

Setting Up User Access Controls

2

To control user access, you must define secure user groups and grant access permissions for
each group. You can restrict defined groups of users from performing various functions within
the application. This restriction can range from complete prohibition, through several levels
of password-required access, to no restrictions. You set user access controls by using Thermo
Foundation Authorization Manager.

After the security settings are defined for at least one group, users who are not in a secure
group are denied access to the application.

IMPORTANT  If no secure groups are defined, users have access to all features of the
application.

LCquan Administrator Guide Thermo Scientific
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Security Features Within the Xcalibur Application

Security Features Within the Xcalibur Application

After the appropriate file protections and user access controls are in place, the Xcalibur
application employs several built-in features to ensure the security of the data.

The Xcalibur application performs Cyclic Redundancy Checks (CRCs) to protect against
malicious changes to data files. A CRC can detect file corruption and attempted changes to
data files outside the application. The CRC calculates checksums for sets of data, using
mathematical formulas, and embeds the value within the file. Each time you open the file, the
CRC recalculates the checksums and compares them with the stored values. When you
modify or process data within the application, the CRC recalculates and stores new
checksums.

In addition, the Xcalibur application includes a file tracking system that maintains a database
of the files created in or used by the application. When you open an existing project, the
Xcalibur application displays a warning if files within that project have been moved or

modified (as determined from the CRC value).

A comprehensive audit trail ensures that you can generate all electronic records from the raw
data. The audit trail comprises three parts: the history log, the event log, and the file tracking
log. The history log contains information about every parameter change a user has made
within an LCquan workbook. The event log contains information about all the events that
have occurred within the application, such as the creation of a workbook or the execution of a
command that is under authorization control. The file tracking log tracks changes made to
files contained within an LCquan workbook.

Prerequisites to Configuring the System

As the laboratory administrator, you must plan how the laboratory will function before
performing the procedures in this guide. At a minimum, address the following:

* How Users Perform Sample Acquisition
* LCquan Folder Structure

* Secure User Groups

How Users Perform Sample Acquisition

Thermo Scientific

The Scenarios for LCquan sample acquisition diagrams illustrate how users can perform
sample acquisitions and where the LCquan system can store the acquired sample data:

* Scenario A—Acquired sample data stored on a standalone workstation (local users)

* Scenario B—Acquired sample data stored on a workstation that is on a network (domain
users)

* Scenario C—Acquired sample data stored on a network server (domain users)

LCquan Administrator Guide 3
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Prerequisites to Configuring the System

A scenario B or C configuration can be integrated with a laboratory information management
system, such as the Watson LIMS. If you are using a Watson LIMS, refer to Installing and
Using the Peak View Gateway Between Watson and LCquan.

For scenario C, the LCquan system supports the Thermo Scientific Web Access Server
environment for LCquan workstations that are for data review only. Web Access can provide
application virtualization to manage LCquan configuration and maintenance. An instance of
the LCquan application running on a Web Access server cannot be used for acquisition. The
IT professional is responsible for installing LCquan software on the Web Access server.

For scenario C, the LCquan system supports remote acquisition. During remote acquisition,
you can have the application time-stamp raw files and create a time-stamped folder:

* Remotely stored raw files are time-stamped with the submission time.
* All raw files in a sequence share the same time stamp.
* Pausing during acquisition does not change the time stamp.

* The time stamp for the raw files folder and the time stamp for the raw files are not
necessarily the same.

Or, you can prevent the LCquan application from time-stamping the raw files during a
remote acquisition by setting the permission from the Expand Tree list: LCquan > Acquisition
Section > Prevent Raw File Time-Stamping When Doing Remote Acquisition to Allowed in
the Thermo Foundation Authorization Manager.

IMPORTANT The LCquan application can overwrite a raw file of the same name if you
turn off time-stamping.

LCquan Administrator Guide Thermo Scientific
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Prerequisites to Configuring the System

Figure 1.  Scenarios for LCquan sample acquisition

A. Acquisition to a standalone LCquan system

Local acquisition

Local user

Standalone workstation
—

LCMS Workstation
system (LCquan data storage)

B. Acquisition to a standalone LCquan system on a network

o Local acquisition
=+ Server Domain users
Networked workstation but data stored locally
(LIMS option)
———

LCMS Workstation
system  (LCquan data storage)

C. Acquisition to a network server

—] Network acquisition

Domain users
Networked workstations

(LIMS option, Web Access option)
[ e

s Server
—1 == (LCquan data storage)

| HD
—it -2

LCMS Workstations
system
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Prerequisites to Configuring the System

LCquan Folder Structure

The LCquan folder structure includes the following:

* Security folder—Contains the configuration files. Thermo Foundation Authorization
Manager retrieves the controlled feature information from the configuration files in the

Security folder. The file path for the security folder is as follows:

C:\ProgramData\Thermo Scientific\INI

* Root folder or folders—Contain the LCquan projects.

For storing the acquired data locally, you can use the default folder,
\Xcalibur\QuanRoot, or you can create your own LCquan root folder. Go to
Scenarios for LCquan sample acquisition, scenario A.

For storing the acquired data on a network server, you must designate a folder on the
network server as the LCquan root folder.

For each new project, the LCquan application creates the following hierarchical folder
structure within the designated root folder (see Figure 2).

* Study folder—Top-level folder within the root folder. Each study folder contains one or
more workbook folders. The study folder can contain any number of workbook folders,

but each workbook must have a unique name.

* Workbook folder—Contains all the information that the LCquan application uses for an
individual quantitative analysis project. The workbook folder contains the LCquan file
(.Ign), the instrument method file (.meth), and an audit database (.mdb). The workbook
folder also contains the following:

Exports folder—Stores copies of all files that the application exports, such as report

files.

Imports folder—Stores a copy of legacy files that you import into the workbook, such
as instrument method files, processing method files, or sequence files.

Rawfiles folder—Contains acquired data files (.raw files) and any imported raw data

files.
Temp folder—Contains temporary files used by the LCquan application.

Figure 2. [ Cquan folder structure

EH:l E xample Study
{ EH:l Exarmple wiorkboak,

l:l Exportz
-7 Impaorts
] Rawfiles
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Secure User Groups
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1 Introduction
Prerequisites to Configuring the System

The LCquan application requires both the security features of the Windows 7 operating
system and the Thermo Foundation Authorization Manager to define the LCquan secure user
groups and permissions. Typically, the I'T professional is responsible for establishing Windows
user accounts and user groups. The laboratory administrator is responsible for setting up the
permission levels in the Authorization Manager and, if necessary, private groups.

* Windows user groups

The IT professional creates and manages domain user accounts and user groups. Go
to Scenarios for LCquan sample acquisition, scenarios B and C.

You or the IT professional can create standalone workstation user accounts and user
groups. Go to Scenarios for LCquan sample acquisition, scenario A.

IMPORTANT Each Windows user account must be associated with a user ID, a

password, and a full description. These items are required for the system to store the

auditing information in the designated database.

* Authorization Manager private groups—A group can be either a preexisting Windows
user group or a private group that you configure within the Foundation Authorization
Manager.

Networked workstation—A user must be a member of a domain user group before
you can add the user to a private group. If an intended user is not a user on the
domain, the IT professional must create a user account for the user. Go to Scenarios
for LCquan sample acquisition, scenarios B and C.

Standalone workstation—A user must have a logon account for the workstation
before you can add the user to a private group. You or the I'T professional must create
a user account for each intended user. Go to Scenarios for LCquan sample
acquisition, scenario A.

As the laboratory administrator, you must make the following decisions before asking your IT
professional to configure Windows user groups for domain users or before configuring private
groups in the Foundation Authorization Manager:

Types of user roles, for example, administrator, supervisor, scientist, technician, auditor,

or quality assurance

Individuals assigned to each user role and their projects

Permissions for a given user role, such as the authority to create methods and acquire data,
signature authority, or read-only access to workbooks

For example, a laboratory might have standard operating procedures that prohibit technicians
from performing certain operations with the software. But the same laboratory might not
have any restrictions on software operations that the scientists can perform. In this case, you
must create at least two user groups—one for scientists and one for technicians.

LCquan Administrator Guide 1
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A user can belong to more than one user group. In the following example, users 1, 2, and 3
belong to more than one user group.

Figure 3. LCquan system users and user groups example

LCquan users and groups LCquan studies
Study A
o 6 6 0 o LC
guan
Study B
o O O
Study C
o O
i R -3
LC/MS Workstation @
system &
Server
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Configuration Tasks of the Laboratory Manager and IT Professional

As the laboratory administrator, you must work with your IT professional to configure the

security features. Table 1 lists the tasks the laboratory administrator and I'T professional

perform.

IMPORTANT  The local IT administrator must configure the security features and
settings for Windows.

Table 1. Configuration tasks checklist (Sheet 1 of 2)
Task Refer to topic Role Completed?
1. Install software for Xcalibur and Thermo LCquan 2.7 Installation 1T professional or
LCquan on the designated Guide in the LCquan 2.7 laboratory administrator
workstations. Upgrade Kit
2. Run the database configuration Chapter 2, “Using the Database  IT professional
application. Configuration Manager.” (Oracle™ database) or

laboratory administrator

. Ensure that the Finnigan Security

Server is properly configured and
running.

“Verifying the Properties of the
Finnigan Security Server” on

page 17.

IT professional or
laboratory administrator

. Determine which folder to use as

the LCquan secure root folder and
identify the secure user groups.

“LCquan Folder Structure” on
page 6 and “Secure User
Groups” on page 7.

Laboratory administrator

. Configure security settings for

Windows:
a.  Set up users and groups.

b. Specify the password lockout
parameters for failed logon
attempts. Refer to your
company's guidelines.

c. Restrict access to the secure root
folder. Ensure users have
permissions to write to the
secure root folder.

“Configuring Security Settings
for Folders and Files” on
page 22.

IT professional
(Laboratory
administrator can also
restrict access to the
secure root folder.)

. Conlfigure sequential user logon and

automatic logoft.

“Specifying the Way Users Log
On and Off” on page 38.

IT professional or
laboratory administrator

Thermo Scientific
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Configuration Tasks of the Laboratory Manager and IT Professional

Table 1. Configuration tasks checklist (Sheet 2 of 2)

Task

7. Configure Authorization Manager

settings for the LCquan application:

a. Define LCquan user groups.

b. Set permission levels for
software features for each
LCquan user group.

c. If users are permitted to change
the secure root folder, define the
list of secure folders.

d. Specify whether users are
required to make comments.

e. Save the configuration settings.

Refer to topic Role

“Using the Authorization Laboratory administrator

Manager” on page 44.

“Setting Up Secure User
Groups” on page 45.

“Setting Permissions” on
page 48, and Appendix A,
“Permission Level Settings in
the LCquan Application.”

“Defining the List of Secure
Folders” on page 54.

“Viewing the Authorization
Manager History Log” on
page 59.

“Saving the Security Settings”
on page 61.

Completed?

Figure 4 and Figure 5 show flowcharts of the configuration process for domain users and local

users, respectively.

10 LCquan Administrator Guide
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Configuration Tasks of the Laboratory Manager and IT Professional

Figure 4.  Configuration tasks of the laboratory administrator and IT professional for domain users

Laboratory administrator tasks IT professional tasks

Plan user roles, permissions, and projects.
Decide how users perform sample acquisition
and where data is stored.

Web Access
server?

Yes Install LCquan application on the Web Access workstation.

Refer to the Thermo Scientific Web Access Server documentation.

Configure the LIMS. Refer to the LIMS documentation.

For the Watson LIMS, refer to Installing and Using the Peak View
Gateway Between Watson and LCquan for information about digital
exchange of data between these applications.

i v

s system Yes

part of LIMS?

No
» Configure the database (Microsoft Access™ or Oracle).
Configure Windows security settings for domain users and groups.
- Ensure the Finnigan Security Service is properly set up and running.
- Specify how users log on and off.
Configure the LCquan secure root folder:
- Create the folder: If data storage is on a network, create the folder
Idenifyllist of secure folders on the network drive. If data storage is on a domain LCquan

workstation, create the folder on the workstation.
- Restrict access and ensure LCquan users and groups have proper
folder permissions (read/write).

- |dentify LCquan user groups.
- Set permissions for each software feature.
- Specify if user comments are required.

|

|

. - |
Configure Authorization Manager: |
i

|

|
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Configuration Tasks of the Laboratory Manager and IT Professional

Fi

gure 5. Configuration tasks of the laboratory administrator and IT professional for local users

Laboratory administrator tasks

Plan user roles, permissions, and projects.
Decide how users perform sample acquisition
and where data is stored.

IT professional tasks

Configure the LCquan secure root folder on the
workstation.
- |dentify a folder to use as the LCquan
secure root folder
(by default, \Xcalibu\QuanRoot).
- Restrict access and ensure LCquan users
and groups have proper folder permissions

»| Configure the database (Access or Oracle).

Y

Configure Windows security settings for domain users and groups.

Y

- Ensure the Finnigan Security Service is properly set up and running.
- Specify how users log on and off.

(read, write).

Configure Authorization Manager:

- |dentify LCquan user groups.

- Set permissions for each application feature.
- Specify if user comments are required.

12
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Using the Database Configuration Manager

This chapter describes how to use the Database Configuration Manager to configure your
compliance database. The compliance database keeps a record of auditable events and changes
made to files that the Xcalibur data system creates and manages. Until you run the Database
Configuration Manager, all applications run without auditing and might not be in
compliance.

Contents

* Using Microsoft and Oracle Databases

* Configuring Your Auditing Database

Using Microsoft and Oracle Databases

The LCquan application uses a Microsoft Access™ database to store each LCquan workbook
audit trail. To store the Xcalibur Global audit trail, you can use either of the following:

* Oracle database on a network workstation or server (remote system)

¢ Microsoft Access database on a standalone or networked workstation or server

If the Watson LIMS is part of the workflow, refer to the Watson documentation for database
setup instructions that are specific to the Watson LIMS.

To use an Oracle database, make sure that you complete the following tasks:

1. If the site does not have an Oracle server, version 11g or later, install an Oracle database
on an accessible remote server. For more information, consult your Oracle database
administrator.

2. Install the Oracle client software on your local system. For more information, consult
your Oracle database administrator.

3. If you do not know the user name, password, and Oracle Net Service Name of your
Oracle database, obrtain this information from your Oracle database administrator.

IMPORTANT  Ensure that no other Xcalibur applications are running at the same time
as the Database Configuration manager. Auditing of Xcalibur applications cannot take
place while running the Database Configuration manager.

Thermo Scientific LCquan Administrator Guide 13



2 Using the Database Configuration Manager
Configuring Your Auditing Database

Configuring Your Auditing Database

This section describes how to use the Database Configuration manager to configure your
auditing database.

< To configure your auditing database

1. From the Windows taskbar, choose Start > All Programs > Thermo Foundation 2.0 >
Database Configuration.

The Thermo Foundation Auditing Database Configuration Manager opens.

. Thermo Foundation Auditing Database Configuration Manager ﬂ

You are about to reconfigure database support for auditing.
Flease select the new database type and enter any authentication information requested.
Below are your curent database settings.

Databasze Name :  MNAA

Database Type :  NAA

Database is Installed on Host © NAA
Database Service Name :  N/A
Uger Name :  NAA

Select Database Type ——— |
" Oracle on Network Server
& Microsoft Access

r Name:

lr-T
m

Password: I

Mexd Exit | Help

2. In the Select Database Type area, select the database type:

* If you are using an Access database, select the Microsoft Access option and go to
step 4.

* Ifyou are using an Oracle database, select the Oracle on Network Server option and
go to step 3.

3. For an Oracle database, specify the Oracle database parameters:
a. In the User Name box, type the database user name.
b. In the Password box, type the database password.

c. In the Oracle Net Service Name list, select the Oracle Net Service Name for your
database.

Note Be sure to use the Oracle user name and password provided by your Oracle
database administrator.

14 LCquan Administrator Guide Thermo Scientific



2 Using the Database Configuration Manager
Configuring Your Auditing Database

4. Click Next.

The Thermo Foundation Database Configuration Manager dialog box opens.

Thermo Foundation Database Configuration Manager ﬂ

& Datzbase Net Service Name.: MN/A

| Database Type................: DB_ACCESS
Database Host Name v NfA
ser Name...........e. 1 NfA
Database Mame...............: C:\Program

Files\Thermo\Foundation¥calibur Database. mdb
Please confirm these settings or Cancel to select new settings.

CAUTION: By selecting the OK button the database service will be
shutdown.

Please dose all ¥calibur applications and stop any acguisition in
progress before doing so.

Cancel |

5. Verify that the settings in the Thermo Foundation Auditing Database Configuration
Manager dialog box are correct and click OK.

The next page of the Thermo Foundation Auditing Database Configuration Manager
opens.

¥ Thermo Foundation Auditing Database Configuration Manager x|

The auditing database has been reconfigured on your computer
You need to Reboot your computer to make these changes effective.
These are your cument settings, Please save and close all other applications.

Database Mame : C:\Program Files' Themo'\Foundation¥calibur Database mdb
Database Type : DB_ACCESS
Database is installed on Host :  N/A
Databasze Service Mame:  N/A
User Mame :  N/A

¢ Restart Computer now
| will restart later

Help

Finigh |
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6. Select a restart option:

* To automatically restart the computer, select the Restart Computer Now option.

* To manually restart the computer at a later time, select the I Will Restart Later
option.

Note The changes made in the Database Manager take effect after restarting the
computer.

7. Click Finish to save your settings and close the Auditing Database Configuration
Manager.
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Establishing Secure File Operations

You must protect records to allow for their accurate and ready retrieval, and previously
recorded information cannot be obscured by record changes. To comply with these
requirements, you must store all electronic records in protected folders and you must establish
standard operating procedures for precise and systematic record archiving.

Contents

* Verifying the Properties of the Finnigan Security Server

* Verifying the Properties of Thermo Foundation DatabaseService
* Configuring Security Settings for Folders and Files

* Configuring Security Settings for the Database Registry Key

* Specifying the Way Users Log On and Off

* Removing and Archiving Files

Verifying the Properties of the Finnigan Security Server

Thermo Scientific

The Finnigan Security Server has two main functions:

* User authentication—If you select authentication for certain events using the Foundation
Authorization Manager, the Security Server verifies user names and passwords whenever
they are entered.

* Secure file operations—You can set the Security Server to take ownership of the data
folders and files. This security measure prevents users from deleting data they own.

When you install the application, the Security Server is installed and started. It is configured
to start automatically every time the computer is restarted.

IMPORTANT  You must prevent unauthorized users from stopping the Security Server.
If the Security Server is stopped, the security features in the application do not function

properly.

Only the system administrator who installed the application software and the Security
Server, or someone who has administrative rights, can stop the server.
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2
0.0

To verify that the properties of the Security Server are set correctly

1. Open the Windows Services feature as follows:

a. From the Windows taskbar, choose Start > Control Panel > System and Security.

b. Click Administrative Tools.

c. Double-click Services.

2. Right-click Finnigan Security Server, and choose Properties from the shortcut menu.

The Finnigan Security Server Properties dialog box opens to the General page.

3. On the General page, set Startup Type to Automatic.

4. Ensure that the Service Status reads Started.

LCquan Administrator Guide

Finnigan Security Server Properties (Local Co

General | Log On | Recovery | Dependencies |

Service name: Finnigan Securty Server]

Digplay name: Finnigan Security Server

Description: ‘ ;I

Path to executable:
C:\¥ealibureystemprogramsfinS5_Server.exe

Startup type: IAJ_rtnmatic j

Help me configure service startup options.

Service status:  Started

Sitart | Stop | Bausze Hesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

oK I Cancel Al

Service status
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3 Establishing Secure File Operations
Verifying the Properties of the Finnigan Security Server

5. Click the Log On tab.

Finnigan Security Server Properties (Local Computer, ﬂ

General LogOn | Hemver'_.rl Dependencies I

Log on as:

¥ Alow service to interact with desltop

™ This account: I Browsze,.. |

Bazsward I

[Eantirm passwond; I

Help me corfigure user account log on options.

oK I Cancel Al

6. On the Log On page, select the Local System Account option.

7. Select the Allow Service to Interact with Desktop check box.
8. Click OK to close the Finnigan Security Server Properties dialog box.

9. Close the Services window, and then close the Administrative Tools window.

You have now confirmed that the Security Server is properly set up.
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Verifying the Properties of Thermo Foundation DatabaseService

Using Thermo Foundation DatabaseService, Xcalibur applications can access the auditing
database and make auditing entries.

Verify that the properties of the Foundation Database Service are correctly specified.

< To verify properties of Foundation DatabaseService
1. Open the Windows Services feature as follows:
a. From the Windows taskbar, choose Start > Control Panel > System and Security.
b. Click Administrative Tools.

c. Double-click Services.

2. Verify properties for Foundation DatabaseService:

a. Right-click Thermo Foundation DatabaseService, and choose Properties from the
shortcut menu.

The Thermo Foundation DatabaseService Properties dialog box opens to the General

page.
Thermo Foundation DatabaseService Properties (| x|
General | Log On I Hecuver'_.rl Dependencies I

Service name: Finnigan DatabaseService

Digplay name: Themo Foundation Database Service

Description: Manages and implements database configuration
and related operations

|

Path to executable:
"C:\Program Files% ThemoFoundation"CFRDB Service exe"

Startup type: Automatic j

Help me configure service startup options.

Service status:  Started

Sitart | Stop | Bausze Hesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

oK I Cancel Al
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b. Ensure that the Startup Type is set to Automatic.
c. Ensure that the Service Status reads Started.

d. Click the Log On tab.

Thermeo Foundation DatabaseService Properties (Loc x|

General LogOn | Hecuver'_.rl Dependencies I

Log on as:

[T Alow service to interact with desltop

™ This account: I Browsze,.. |

Bazsward I

[Eantirm passwond; I

Help me corfigure user account log on options.

QK I Cancel Apply

e. Ensure that the Local System Account option is selected.

. Ensure that the Allow Service to Interact with Desktop check box is cleared.

g. Click OK to close the Thermo Foundation DatabaseService Properties dialog box.

3. Close the Services window, and then close the Administrative Tools window.

You have now confirmed that the services are properly set.
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Configuring Security Settings for Folders and Files

To ensure the security of your data, you must restrict access to the following folders and the
files contained within them:

* Root folder or folders—Contain the LCquan projects. See “LCquan Folder Structure” on
page 6. You cannot permit non-administrators to delete files within the root folder.

* Security folder—Contains the configuration files. Because the Foundation Authorization
Manager reads the controlled feature information from the configuration files, you must
prohibit non-administrators from accessing these files. The security folder is located in

the following folder:
C:\ProgramData\Thermo Scientific\INI

With the New Technology File System (NTFS—an advanced file system used within the
Windows operating system), you can set the access permissions for folders and files for specific
user groups. When you set up permissions, you specify the level of access for user groups. For
example, you can do the following:

* Allow members of one user group to read the contents of a file.
* Allow members of another user group to make changes to the file.

* Prevent members of all other user groups from accessing the file.

New subfolders and files inherit folder permissions. You can make existing subfolders and files
inherit new permissions that have been applied to the parent folder by using the Properties
dialog box for the folder. (See “Preparing a Root Folder” on page 23.)

After you set the appropriate permissions, an unauthorized user cannot maliciously or
accidentally alter previously recorded information using utilities such as Windows Explorer.

This section contains the following topics:
* Configuring Security Settings for the Root Folder

* Configuring Settings for the Security Folder
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Configuring Security Settings for the Root Folder

You must create a root folder or folders for your data and configure the proper security
settings for each folder. To do this, use the Security tab of the Properties dialog box to add
users and groups and set the permissions for each.

In the procedures that follow, add an administrative user (or administrative group) and the
group Everyone to the Permission Entries list. Then, grant the administrator full access to the
folder and grant limited access to everyone else.

Tip To further restrict access to folders and files, you can grant access to specific user
groups only. To do this, first set up appropriate user groups, as described in “Adding
Windows Users and Groups” on page 28, and then perform the procedures that follow,
using your specific user groups instead of the group Everyone.

Continue with the following topics:
* Preparing a Root Folder
* Adding Windows Users and Groups
* Removing Unnecessary Users

* Setting Permissions
Preparing a Root Folder

To prepare a root folder, first turn off Use Simple File Sharing in folders. You can then create a
root folder for storing all your projects.

% To turn off Use Simple File Sharing
1. Log on to the system as a user with administrative privileges.

2. From the Windows taskbar, choose Start > All Programs > Accessories >
Windows Explorer.

3. Choose Organize > Folder and Search Options, and then click the View tab.
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4. In the Advanced Settings list, at the bottom, clear the Use Sharing Wizard check box.

Folder Options |

‘General View | Search |

— Folder views
You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

: Apply to Folders Reset Folders |

Advanced settings:

[] Launch folder windows in a separate process ;I
[] Restore previous folder windows at logon

Show drive letters

Show encrypted or compressed NTFS files in color

Shiow pop-up description for folder and desktop tems

Show preview handlers in preview pane

[] Use check boxes to select tems

| = | Use Sharing Wizard (Recommended)

When typing inta list view

Cr:eaL ttf)ns (0 Automatically type into the Search Box
Check DOoX. |§| Select the typed item in the view
Restore Defaults |
0K Cancel | ool |

5. Click OK to save the change and close the Folder Options dialog box.

< To create or locate a folder to use as the root folder for storing all projects

1. Create or use any folder (except the Xcalibur folder).
In this example, the folder is named Study.

For example, you can use the QuanRoot folder (located in the Xcalibur folder) as the root
folder for LCquan projects. This folder is created on your system when you load the
LCquan software.

IMPORTANT Do not use the Xcalibur folder as your root folder. If you change the
permission settings for this folder, Xcalibur applications will not run correctly.
Instead, create a new folder or use another existing folder as your root folder.

2. Right-click the folder and choose Properties from the shortcut menu.

The Properties dialog box for the folder opens.
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3. Click the Security tab.

3 Establishing Secure File Operations
Configuring Security Settings for Folders and Files

General I Sharng Security | Previous "u"ersiunsl Custumizel
Object name:  C:'¥caliburGuanRoot Study

Group or uger names:

8 Authenticated Users

52 SYSTEM

a.ﬂdministraturs (USSJO-RHEATH-Administrators)
Eﬂ Users (US5J0-RHEATH-MUsers)

To change pemmissions, click Edi. Edit...

Pemigsions for Administrators Allow Deny

Modify

Read & execute
List folder contents
Read

Full contral =

Write il

X

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

QK Cancel Apply

LCquan Administrator Guide
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4. Click Advanced.
The Permissions page of the Advanced Security Settings dialog box opens.

B Advanced Security Settings for Study x|
Pemissions |Puditing I Owﬂerl Effective Pemmissions I
To view details of a permission entry, double-click the entry. To modify permissions, click Change Pemissions.

Object name: ChHealiburyQuanRoot \Study

Permission entries:

Inherted From

Administratars (USSJO-R...  Full control This folder, subfolders and. .
Allow SYSTEM Full control Ch This folder, subfelders and...
Allow Authenticated Users Maodify CA This folder, subfolders and. .

Change Pemissions...

¥ | Include inkeritable permissions from this ohject's parent

Managing pemission entries

ok | cancel | s |

IMPORTANT  When you create a new root folder, the permissions from the parent
folder automatically propagate to the new folder, indicated by:

¢ Shaded check boxes in the Permissions list

* In the Advanced Security Settings dialog box, selection of the check box labeled
“Inherit from parent the permission entries that apply to child objects. Include
these with entries explicitly defined here.”

IMPORTANT  Normally, you do not want to allow your secure root folder to inherit
permissions from the parent folder. Prevent this inheritance by clearing the

Inherit From Parent... check box in the next steps. Then correct the permissions in
the topic “Setting Permissions” on page 31.
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5. Click Change Permissions to display the permission entries.

. Advanced Security Settings for Study x|

Permissions I

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:Wealbur\QuanRoot\Study|

Permission entries:

Type | Mame | Permission | Inherited From | Apply To |

Allow Users (USSI0-RHEATH-...  Full contral <not inherited = This folder, subfolders a...

Allow Administrators (USS10-R... Ful control <not inherited = This folder, subfolders a...

Allow SYSTEM Full contral <not inherited > This folder, subfolders a...

Allow Authenticated Users Modify <not inherited > This folder, subfolders a...
Add... Edit... Remove

— [ indude inheritable permissions from this object's parent

[~ Replace all child ohject permissions with inheritable permissions from this object

Manaaging permission entries

Ok I Cancel Apply

Clear this check box.
6. Clear the Include Inheritable Permissions... check box.
The Windows Security dialog box opens.

x

Waming: f you proceed, inhertable parent pemissions will no langer
propagate to this object.

- Click Add to convert and add inherted parent permissions as explicit
permisgsions an this object.

- Click Remove to remove inherted parent pemissions from this object.

- Click Cancel if you do not want to modify inhertance settings at this time.

Bemove Cancel

7. To copy the inherited permissions to the new folder, click Add.
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8. Click OK to close the Advanced Security Settings dialog box.

You will correct the permission settings later.

Note After you clear the Inherit From Parent... check box and copy the inherited
permissions to the new folder, the new root folder no longer inherits permissions from
the parent folder. If someone then changes the permission settings of the parent
folder, the permission settings of the new root folder do not change. However, any
subfolders created under the new root folder still inherit the permissions from the root

folder.

9. On the Security page of the Properties dialog box, examine the Group or User Names list
and notice which groups or users appear in the list.

You want only the group Everyone and your administrator name (or the name of the
administrator group) to appear in this list.

* If either is missing from the list, go to the next topic “Adding Windows Users and
Groups.”

e Ifboth appear in the list, and additional groups or users also appear in the list, go to
“Removing Unnecessary Users” on page 30.

* If both appear in the list, and no additional groups or users appear in the list, go to
“Setting Permissions” on page 31.

Adding Windows Users and Groups

In preparation for setting permission levels for the folder, you might need to add users and
groups to the Group or User Names box on the Security page.

IMPORTANT  Each Windows user account must be associated with a user ID, password,
and full description. These items are required for the system to store the auditing
information in the designated database.
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< To add users and groups
1. On the Security page of the Properties dialog box, click Edit and then Add.

The Select Users, Computers, Service Accounts, or Groups dialog box opens.

select Users, Computers, Service Accounts, or Groups

Select this object type:
ILlsers. Groups, or Builtin security principals Ohject Types...

Fram this location:

Iamer.thenm.cum Locations...

Enter the object names to select (@amples):
| Eheck Mames

0t

Advanced... | ] | Cancel

Network name (if domain users on network)
workstation name (if local users on standalone workstation)

2. Ensure that the Select This Object Type box contains the object types that you require
(Users, Groups, or Built-in security principals).

To change the list of objects, click Object Types. In the Object Types dialog box, edit the
list of objects (for example, Users and Administrator) and click OK.

3. Ensure that the From This Location box lists the root location that contains your users
and groups.

To change the location, click Locations. In the Locations dialog box, specify a new
location and click OK.

4. In the Enter the Object Names to Select box, type the names of the users or groups that
you want to add:

* If the group Everyone is missing from the Permission Entries list on the Security tab,
type Everyone.

* If your administrator name (or the name of the administrator group) is missing from
the Permission Entries list on the Security page, type the appropriate user name or
group name.

Tip You can enter multiple object names at the same time by separating the
names with a semicolon.
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5. To search for the specified users or groups, click Check Names.

All similar or matching object names that were found appear underlined in the Enter the
Object Names to Select box.

select Users, Computers, Service Accounts, or Groups ilﬂ

Select this object type:
ILlsers. (Groups, or Built-in security principals Ohject Types...

From this location:

Iamer.thenm.cnm Locations...

Enter the object names to select (ex@mples):
Evenyone Check Names

F 16

Advanced... | QK | Cancel

6. In the Enter the Object Names to Select box, ensure that only the correct object name or

names appear and click OK.

4

7. In the Properties dialog box, click the Security tab.
Ensure that only the following entries appear in the Permission Entries box:
¢ Administrators (administrator name)
* Everyone
If no additional groups or users appear, go to Setting Permissions.

If additional groups or users appear, you must remove them. Go to
Removing Unnecessary Users.

Removing Unnecessary Users

You must remove unnecessary users or groups from the Group or User Names box on the
Security page.

< To remove the names
1. On the Security page of the Properties dialog box, click Edit.
The Permissions dialog box opens.

2. In the Group or User Names box, select the name of the unnecessary user or group and
click Remove.

3. Repeat this step to remove any other unnecessary users or groups.
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Setting Permissions

After the correct users and groups are in the Group or User Names box on the Security page
of the Properties dialog box, set the permissions.

% To set the permissions
1. In the Group or User Names box, select the administrator (or the administrator group).
2. In the Permissions for Administrators list, select the Allow check box for Full Control.

All the other check boxes in the Allow column are automatically selected.

. Permissions for Study |

Security |

Cbject name: T \¥calburGuanRoot Study

—

Ensure that only
these two entries

appear.
Add.. Bemaove
Pemissions for Administrators Allow Dery
Full cortrol O =~
| Modify M O
Administrator Read & execute O
permissions List folder contents O —
Read O ~|

Leam about access control and permissions

oK Cancel | Apply

IMPORTANT  Groups or users who are granted Full Control for a folder can delete
files and subfolders within that folder, regardless of the permissions protecting
the files and subfolders.

3. In the Group or User Names box, select Everyone.
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4. In the Permissions for Administrators list, select Allow for each of the following:
* Read & Execute
* List Folder Contents
* Read
e Write
5. Clear the Allow check box for all other actions in the list, then click OK.

Note Setting these permissions ensures that none of the files in the folder can be
deleted by using Windows Explorer.

6. Ensure that the inheritance setting is correct as follows:

a. Click Advanced.

The Advanced Security Settings dialog box opens.
b. Click Change Permissions.
c. Ensure that the Include Inheritable Permissions... check box is cleared.

d. Click OK.
7. In the Advanced Security Settings dialog box, click OK.
8. In the Properties dialog box, click OK.

You have configured the security settings for the root folder. You are now ready to configure
the security settings for the Security folder.

Configuring Settings for the Security Folder

The procedure for configuring the security folder is similar to that for configuring the root
folder. For the security folder, you must grant full access rights only to the administrator and
read-only access rights to everyone else.

For additional information about any step, see “Configuring Security Settings for the Root
Folder” on page 23.

< To configure the Security folder
1. Use Windows Explorer to locate the Security folder.
The folder path is as follows:
C:\ProgramData\Thermo Scientific\INI

2. Right-click the INI folder and choose Properties from the shortcut menu to open the
Properties dialog box.
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3. Click the Security tab.

ha

Click Advanced to open the Advanced Security Settings dialog box for the Security
folder.

Click Change Permissions.

Clear the Include Inheritable Permissions from This Object’s Parent check box.

Nooow

When the Windows Security dialog box opens, click Add.

8. Ensure that the Permission Entries box contains only your administrator name (or the
administrator group) and the group Everyone.

* If Administrator (or the Administrator group) does not appear in the list, add it.
* If the group Everyone does not appear in the list, add it.

any other users or groups appear in the lis , S€lect and remove them.
e Ifany oth g the list, select and th

l Advanced Security Settings for INI x|
Permissions |
To view or edit details for & permission entry, select the entry and then dick Edit.
Object name: C:\ProgramData{Thermo Scentific\TNI

Permission entries:

Type | Mame | Permission | Inherited From | Apply To |

Allow Everyone Full contral <not inherited > This folder, subfolders a...

Allow Administrators (USSJO-...  Full control <not inherited = This folder, subfolders a...
Add... Remaove

[ Indude inheritable permissions from this object's parent

™ Replace all child object permissions with inheritable permissions from this object

Managing permission entries

0K Cancel Apply

9. Set the permissions for the folder:
a. In the Permission Entries box, select Administrator.
b. Click Edit.

c. In the Permissions list, select the Allow check box for Full Control.

All the other Allow check boxes are automatically selected.

d. Click OK.
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e. In the Permission Entries box, select Everyone.
f.  Click Edit.

g. In the Permissions list, select the Allow check box for Read and clear the Allow check
box for all the other options.

h. In the Advanced Security Settings dialog box, ensure that the Inherit From Parent...
check box is cleared.

i. Click OK twice to close the Advanced Security Settings dialog box.

10. Click OK to save the permission assignments and close the Properties dialog box.

You have configured the security settings for the Security folder.

Configuring Security Settings for the Database Registry Key

When you run the Database Configuration tool for the first time, the tool creates a Windows
registry key that stores information about the database. To ensure the security of the auditing
database, set the security settings for this registry key so that only the workstation
administrator can make changes to the key.

Note You must configure the database registry key whenever you create a new global
database.
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< To configure the security settings for the database registry key

1. From the Windows taskbar, choose Start > Run to open the Run dialog box.

2. In the Run dialog box, type regedit and click OK.

The Registry Editor dialog box opens.

#." Registry Editor

File Edit

Favorites Help

o

RCRCRONG

¢ B - - B - -

) B

. JavaSoft

. JreMetrics

. Juniper Networks

. Khronos

. MAXSOFT-OCRON

. Mcafee

. Microsoft

. MicroVision

. Mozila

. MozilaPlugins

. Network Assodiates

. MNovatel Wireless

., NVIDIA Corporation

., ODBC

. Policies

. RegisteredApplications
. Roxio

| AP

. SofTech

. SolidWorks

. Sonic

. SystemRequirementsLab
. Thermo Fisher Scientific
. Thermo Fisher Sdentific Inc
. Thermo Fisher Scientific Inc.
. Thermo Instruments

*\}2 Thermo Sdentific

=l | Foundation
. AcgServer

= | Auditing

- |, CFR_Datsbase

* DataSetlist
b 1) Multiser
. InstConfig

| @ ). Instruments

=l

|_Type | Data
] REG_SZ ({value not set)
EﬂEnabIeDabugg\ng REG_SZ o
EﬂUseSecureChannEIs REG_SZ 1

|Compuher\‘-|KE‘F_LOCAL_MACHINEGOFFWAR.E\ThErmc Scdentific\Foundation)\Auditing

3. In the left pane of the Registry Editor dialog box, locate the folder:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE
\Thermo Scientific\Foundation\Auditing\CFR_Database

4. Right-click the CFR_Database folder and choose Permissions from the shortcut menu

to open the Permissions dialog box for this registry key.
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5. Click Advanced.

The Advanced Security Settings dialog box opens.
. Advanced Security Settings for CFR_Database ﬂ

Permissions |Puditing | Owner | Effective Pemissions |

To view or edit details for a permission entry, select the entry and then click Edit.

Permission entries:

Allow Users (USSJO-RHEATH-... Read MACHINENSOFTW ... This key and subkeys
Allow Administrators (USSJO-R...  Full Control MACHINENSOFTW...  This key and subleeys
Allow SYSTEM Full Contral MACHINENSOFTW ... This key and subkeys
Allow CREATOR OWNER Special MACHINEMNSOFTW...  Sublceys only

Add... Edit... Bemove

¥ Include inheritable permissions from this object’s parent

[ Replace all child object pemissions with inheritable permissions from this object

Managing pemission entries

ok | cancel | s |

6. Clear the Include Inheritable Permissions from This Object’s Parent check box.

The Windows Security dialog box opens.

x

Waming: f you proceed, inhertable parent pemissions will no langer
propagate to this object.

D - Click Add to convert and add inherted parent permissions as explicit
permisgsions an this object.

- Click Remove to remove inherted parent pemissions from this object.

- Click Cancel if you do not want to modify inhertance settings at this time.

Bemove Cancel

7. Click Add to copy the inherited parent permissions to the CFR_Database registry key.
8. Click OK to close the Advanced Security Settings dialog box.
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9. On the Security page of the Permissions dialog box, examine what groups or users appear
in the Group_or_User_Names box.

You want only your administrator name (or the administrator group) and the group
Everyone to appear in this box.

* If your administrator name (or the administrator group) does not appear in the box,

add it. (See “Adding Windows Users and Groups” on page 28.)

* If the group Everyone does not appear in the box, add it.
(See “Adding Windows Users and Groups” on page 28.)

* If other users or groups appear in the box, remove them.
(See “Removing Unnecessary Users” on page 30.)

10. Set the permissions for the registry key:

a. In the Group or User Names box, select your administrator name (or the
administrator group).

b. In the Permissions list, select the Allow check box for Full Control.

The Read check box in the Allow column is automatically selected.
x4

Securty |

Group or user names:

Q?J Everyone
%Mministlﬁtors (US5JO-RHEATH- MAdministrators)

Add
Pemissions for Administrators Allow
Full Control
Read
Special permissions O

For special permissions or advanced settings, e |
click Advanced. =

Leam about access control and permissions

ok | cence | popy |

c. In the Group or User Names box, select Everyone.

d. In the Permissions list, select the Allow check box for Read, and clear the Allow
check box for all other actions in the list.
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11. Click OK.

12. Choose File > Exit to close the Registry Editor.

Specifying the Way Users Log On and Off

This section describes the following:
* Turning Off Fast User Switching for Local Workstations
* Automatic Logoff

* Removing and Archiving Files

Turning Off Fast User Switching for Local Workstations

Starting with Windows 7, you can switch between users without actually logging off from the
computer. You can turn off this feature, called Fast User Switching, so that the current user
must log off before another user logs on.

Turning off Fast User Switching is important because if it is allowed, two users could log on at
the same time, which can cause strange behavior when they try to control their mass
spectrometer. The acquisition service can only handle one user logged in at a time. Thermo
Fisher Scientific recommends that all labs turn off Fast User Switching, regardless of whether
secure file operations is important to the user or not.

To maintain secure file operations, turn off the Fast User Switching feature on all computers.
< To turn off Fast User Switching

1. From the Windows taskbar, choose Start.

2. In the search box, type gpedit.msc.

3. Click gpedit.msc in the Programs list.

The Local Group Policy Editor opens.
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4. In the Local Computer Policy pane, choose Computer Configuration > Administrative
Templates > System > Logon to display the Logon options.

File Acton View Help

E Local Group Policy Editor

e F=2eET

LE[ Local Computer Policy =
= & Computer Configuration
Software Settings
Windows Settings
Administrative Templat
Control Panel
Metwork

Printers

System

| Credentials Del
Device Installa’
Device Redirec
Disk NV Cache

oE &
=m0
[0 I [

|
Li

#

Disk Quotas
Distributed CO—
Driver Installat
Enhanced Stor:
Filesystem
Folder Redirect
Group Policy
Internet Comm
iSCSI

Kerberos
Locale Services
Logon

Met Logon -
4 I I 3

=

Hide entry points for Fast User
Switching

Edit policy setting

Reguirements:
At least Windows Vista

Description:

By enabling the policy, Administrators
hide the Switch user button in the Logon
UL, the Start menu and the Task
Manager.

Setting |

|i=| Assign a default domain for logon M
|i=| Exdude credential providers Mt
|=| Do not process the legacy run list M
|=| Do not process the run once list Mt
|=] Turn off Windows Startup Sound Mt

y points for Fast Us i A

|i=] Always use dassic logon M
|=| Don't display the Getting Started welcome screen at logon M
|=| Run these programs at user logon M
=] Always wait for the network at computer startup and logon M
=] Always use custom logon background M

1

Extended 4 Standard /

|11 setting(s)

5. Double-click Hide Entry Points for Fast User Switching.

;:; Hide entry points for Fast User Switching

[] Hide entry points for Fast User Switching

" Not Configured Comment:

% Enabled

" Disabled

Supported on:

Options:

Brevious Setting | Next Setting |

¥

|4

At least Windows Vista

Help:

I

6. Select the Enabled option, and then click OK.

in the Logon UL the Start menu and the Task Manager.

7. Close the User Accounts dialog box and close the Control Panel.
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Automatic Logoff

Automatic logoff cannot occur if a password-protected screen saver precedes it. Automatic
logoff can occur if the screen saver is not password-protected, but you are not notified when it
occurs.

IMPORTANT  Thermo Fisher Scientific recommends that you enable automatic logoff
to help ensure file integrity and access controls.

< To enable or disable automatic logoff
1. Choose Start > All Programs > Thermo Foundation 2.0 > AutoLogoff.

The Thermo Foundation Automatic Logoff Setup dialog box opens.

[@ Thermo Foundation Automatic Logof x|

™ Enable By default, automatic logoff

is disabled.
Auto logoff time (minutes) : |1‘-‘-‘-

ok | Cancel | Hep |

2. Do one of the following:

* To turn on the feature, select the Enable check box and type a value (1-1000) in the
Auto Logoft Time (minutes) box to specify how long the system waits before logging
off the current user.

¢ To turn off the feature, clear the Enable check box.

3. Click OK.

If the Windows screen saver is set to appear on the computer at an earlier time than the Auto
Logoff time, the automatic logoff still occurs at the specified time, even though the user
cannot see evidence of the logoff because the screen saver is active.
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Removing and Archiving Files

You must have proper procedures in place for long-term archiving and retrieving of electronic
records—including raw data, processed data, and metadata. You must also have a procedure
for ensuring that retrieved records can be read. Generally, this requires you to convert records
to a new format or to keep and maintain the tools for reading the records in their current
format.

To archive files, use third-party software designed for this purpose. In addition, to protect the
archived data, develop and implement standard operating procedures for archiving files and
security procedures to protect the archived data.
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Defining Secure User Groups and Permissions

As the laboratory administrator, you control access to the Xcalibur data system and certain
application features by using Thermo Foundation Authorization Manager to define secure
user groups and grant these groups appropriate permission levels. Every member of a secure
user group has the same permissions. Only those users in a designated secure user group can
perform authorized actions. All others are prohibited access.

Follow these procedures to use the Foundation Authorization Manager to configure the secure
groups and set permissions for controlled features in the Xcalibur data system.

Contents

* Using the Authorization Manager

* Setting Up Secure User Groups

* Setting Permissions

* Defining the List of Secure Folders

* Requiring User Comments

* Setting Up Secure Reports

* Locking the Workbook After Creating Reports

* Viewing the Authorization Manager History Log
* Printing the Security Settings

* Saving the Security Settings
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Using the Authorization Manager

With Thermo Foundation Authorization Manager and the security features of the Windows
operating system, define user groups and set permission levels for these groups. The
Authorization Manager ensures that only individuals who have some level of responsibility for
the records can access them.

< To start the Authorization Manager

From the Windows taskbar, choose Start > All Programs >Thermo Foundation 2.0 >
Authorization Manager.

The Thermo Foundation Authorization Manager opens.

Figure 6. Thermo Foundation Authorization Manager

Thermo Foundation Authorization Manager

Available Groups Secure Groups Global Security Features

(&) Domainw orkstation
) Private

AMERNISEIO-Tech Reviewsrs
AMERNUSSJO-Test Builds Access
AMERNISSJO-TFR-ACC-CACHE
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AMERNUSSJO-THE bamt b

AMERNISSJO-TOF
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AMERNUISSIO-TSP-Software

AMERMUSSI0-TWGAmin:
ARAF RS 1SS0 TWWR S nerd drmine

)

CRLC “alidator

Home Page
Inztrument Configuration MET
Inztrument Setup
LCquan

Library Manager
Processing Setup
Qual Browser

Quan Browser

Queue Manager
Subtract Background
Healibur Configuriation
File Corverter
#Report

[] Predefined Comments

|

|

|

|
|

3 R R B e R R e e

[ akK ] [ Cancel ] [HistoryLog...] [ Frirt ] [ Export... ] [ Impart....

44 LCquan Administrator Guide Thermo Scientific



4 Defining Secure User Groups and Permissions
Setting Up Secure User Groups

Setting Up Secure User Groups

To set up the secure user groups in Thermo Foundation Authorization Manager, you can use
either preexisting Windows user groups or create your own private groups in the
Authorization Manager.

The LCquan application places no limit on the number of user groups you can define. For
simplicity, if all users are to have the same privileges, you can define a single user group.

IMPORTANT

* You must define secure user groups; otherwise, the LCquan system is not secure. If no
secure groups are defined, all users can access all features of the software.

* A single user can belong to more than one user group. If the groups have different
permission levels, the most lenient permission level applies to the user.

Defining User Groups

Thermo Scientific

% To define user groups

1. In the Authorization Manager, select the appropriate Available Groups option to specify
the type of user group:

* To use preexisting Windows user groups, select the Domain/Workstation option.
Contact your domain administrator to create or change logon groups.

Continue to step 2.

* To use (or create) a local user group, select the Private option. The lab administrator

can create private groups.
Skip to step 3.

2. To define secure domain/workstation user groups, select a group in the Available Groups
list and click the right arrow.

The group name appears in the Secure Groups box.

Available Groups Secure Groups

(%) Domain/arkstation

O Frivate AMERNJSSJ0 Site
AMER\Csza. service A AMERMISSJ0-Tech \writers

AMERMCustsupport_contract
AMERNDegignRead

AMERNDnzU pdateProsy

AMER\Domain Admins

AMERYDamain Computers

AMER\Domain Controllers

ElguE]

AMFRAMBAFTING
< *

LCquan Administrator Guide 45



4 Defining Secure User Groups and Permissions
Setting Up Secure User Groups

Repeat this step to define more secure groups. When you are finished creating groups, go
to “Editing User Groups” on page 47.

3. To define secure private groups, do the following:

a. In the Secure Groups area, click Create.

The Create Private Group dialog box opens.

Create private group gl

System graup |.~’-‘-.MEF!'\EN|3_.-’-\LL ﬂ Group Name: |<cal users

Ugers in spgtem group |dzerz in private group

AnnA AnnFA
BillPe CharlzzD
EBrianG Daves,
Briantdc Dough
Brucel _ Jeffl
CharlezD SteweB
CherlG
Chuckis
Cugtom
Daves,
DaveP
DavidG
DavidSo

DoueA v 21| |

12

b. In the Group Name box, type a name for the group.
c. In the System Group list, select a domain.
The domain user accounts are displayed in the Users in System Group list.
d. In the Users in System Group list, select a user account and click Add.
The user account appears in the Private Group box.
e. To add users in other domains to the private group, repeat steps c and d.
f.  Click OK.
The new private group appears in the Secure Groups box.

g. To create additional private groups, repeat steps a through f.

Note Private groups are necessary only if the required groups are not available as
Windows user groups.
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Editing User Groups

After you define a secure user group, you can view and (for private groups only) edit the
members of the group.
% Toview and edit the members of a group

In the Secure Groups box, right-click the user group and choose Members from the

shortcut menu.

* If the group is a private group, the Edit User List of Private Group dialog box opens.
To add or remove names from the user group, click Add or Delete.

Edit user list of private group

System group © | AMERYS295300-PICOMMS Group Mame | QA users |

Jzers in syztem group |Jzerz in Private group
USwhal-MxCL501$ AnnP
USwial-M-CLE02E CharlesD
USwhal-MxCL503% Daved,
USwial-M=RT02%

USwalL-M=RTO3%

[ Ok l [ Cancel ]

* If the group is a domain/workstation logon group, the Users in Group dialog box
opens. Because membership in these groups is controlled by the domain
administrator, the lists are read-only. To make changes to domain/workstation logon

groups, contact your domain administrator.

Users in group lz|

AnnR
CharlesD
Draved,

QK. ] [ Cancel ] [ Help
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Setting Permissions

For each secure user group, you can set the permission levels for certain features in the
software. You set permissions in the Permission Level section of the Thermo Foundation
Authorization Manager.

The following table lists the available permission levels. All new secure user groups, whether
domain/workstation groups or private groups, have all features set to Disallowed.

Table 2. Permission levels

Permission Level Description

Disallowed Not permitted. You can specify whether the user interface control
for the disallowed operation is hidden or grayed out.

Signature List Enter the names and passwords of everyone on the required
signature list to perform the authorized action.

In the Signature List Groups area, you specify the groups whose
signatures are required. A representative from each group on the
required signature list must enter the user ID and password before
the action is authorized.

A user who belongs to more than one group on the required
signature list can sign on behalf of each group by entering his or
her user ID and password for each group.

Supervisor Password Enter the supervisor name and password to perform the action.
Anyone who has permission to perform the Allowed or Password
Required actions can sign as a supervisor.

Password Required The user must enter a password before continuing to perform the
authorized action.

Allowed No restrictions.

You can set permission levels by doing the following:
* Changing the Permission Level of a Feature
* Setting All Permissions
* Inheriting Permissions

* Exporting and Importing Permissions
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Changing the Permission Level of a Feature

This section provides a general procedure for changing the permission level for most features.

< To change the permission level of a feature
1. In the Authorization Manager, select a user group from the Secure Groups box.

2. In the controlled features list to the lower left of the Authorization Manager, select the
name of your software application.

3. To show the entire list of controlled features for the application, click Expand Tree.

Fermizzion Lewvel

#- 7 CRC Walidator -~ (%) Disallowed
=™ Horme FPage O si g
| ignature List
=7 Run Application )
@ Operatar Uze Allowed () Supervizor Password
=77 Datasst Selsction () Password Required
_ Datazet Selection Dizplayed at Startup
() Dataset Selection Allowed in Menu O Allowed

() Allows Mew Datasst

4. From the list, select a feature and select one of the following Permission Level options:
¢ Disallowed
* Signature List
* Supervisor Password

* Password Required

e Allowed
Permizzion Lewvel
77 CRC Validator ~ ) Disallowed
=™ Home Page O si ]
| ignature Lizt
=7 Run Application _
‘;" Operatar Uze Allowed ) Supervisor Password
=77 Dataset Selsction () Password Required
_ Datazet Selection Dizplayed at Startup
() Dataset Selection Allowed in Menu ) Allowsed

() Allows Mew Dataset

Note You can set permissions only for individual features, such as Allow New
Dataset. You cannot set permissions for groups, such as Dataset Selection. When you
select a feature, the Permission Level options for that feature are available.

Tip Right-click a feature to select the permission level from the shortcut menu.
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5. If you selected Permission Level: Disallowed, select how the user interface appears for the
disallowed state.

Fermizsion Lewvel

(%) Disallowed

() Signature List

() Supervizor Password
() Password Required
() Allowed

Dizallowed State

(*) Hidden
() Grayed

* To hide the unavailable control, select the Hidden option.
* To gray out the unavailable control, select the Grayed option.

6. If you set the permission level to Signature List, use the
Signature List Groups—Available Groups area to define the signature list groups:

Permizzion Lewel Signature List Groups

Available groups Signatures required

O Disallowed AMERAUSEJ0 Site

(%) Signature List

() Supervisor Password

() Passward Fequired

) Allowed

< *

Maove Group
Current User Must Sign

a. In the Available Groups box, select a user group and click the right arrow. The group
appears in the Signatures Required box.

b. To add other groups to the Signatures Required list, repeat step a.

c. To require that the current user of the application be placed on the signature list,
select the Current User Must Sign check box.

d. To rearrange the order of the groups in the Signatures Required box, select a group
and click the Move Group buttons: Up or Down.
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Note When a user uses a feature with a permission level of Signature List, a series of
password dialog boxes appears, one dialog box for each signature (name and password
of a member of the designated group).

The order of the groups in the Signature List Groups: Available Groups box defines
the display order of the password dialog boxes.

7. If you want the users to enter a comment when they perform an action, select the
Comments check box in the Other Requirements area.

Other requirements

Carrnents

This option is available for all permission settings except Disallowed. When a user enters
a comment, it appears in the audit log for the software.

8. Set the permission levels for any or all remaining features as follows:
* To set the permission level of an individual feature, repeat steps 4 to 7.

* To set the permission levels of the other features in the currently selected application
to the same permission level you just set, select the This Application option and
click Set To Same.

&l Features

() Al Applications

(#) This &pplication

* Ifyou want to set the permission levels of all the features in all the applications to the
same permission level you just set, select the All Applications option and click
Set To Same.

The Permission Level setting, the Disallow State setting (if applicable), and the
Comments setting are copied to all the other features.

9. To set the permission levels for other user groups in the Secure Groups list, repeat
steps 1 through 8.

Note The Authorization Manager retains permission level settings if you move a user
group out of the Secure Groups box and into the Available Groups box. If you move
the group back into the Secure Groups box, the permission settings remain intact;
however, if you delete a user group from the Secure Groups box, all permission
settings are lost.
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Setting All Permissions
You can set every feature to the same permission level in one of two ways.

< To set features to the same permission level

* After you set the permission level for one feature, click the All Applications option
and click Set To Same.

* Right-click the user group name in the Secure Groups box and choose
Globally Set To > permission level from the shortcut menu.

Secure Groups

AMERNMISSI0-Site

Members
Glabally st ta.. 3 | Dizallow
Inherit Franm.. Signature Lisk

Supervisar Passward
Password

Al

Inheriting Permissions

You can copy a complete set of permission levels from one secure user group to another secure
user group.

< To copy permission levels from one secure user group to another secure user group
1. In the Secure Groups box, select the user group to receive the set of permission levels.

2. Right-click the selected group and choose Inherit From from the shortcut menu.

Secure Groups

Ok

AMERSUSSI0-Site

Members Canicel

Globally set ko, 3
Inherit From.. | T

Help
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The Choose Secure Group dialog box opens and displays a list of the secure groups
(minus the currently selected group).

3. Select the group whose permission levels you want to copy and click OK.

Both user groups now have the same set of permission levels.

Exporting and Importing Permissions

You can import the permission list that contains the user groups and permissions from
another computer. Doing this saves time if you have more than one computer in your lab and
you want to allow users access to all computers. Instead of setting up identical user groups on
each computer, you can import the permission list from a computer that has the user groups
and access permissions that you require.

Note To maintain the security of the permission list, you must export it to a secure
location. The Security folder (with proper security settings) on the current computer is an
ideal location.

% To export and import the permission list

1. On the system where the correct users and permission levels are set, start the Thermo
Foundation Authorization Manager.

2. In the Foundation Authorization Manager, click Export.
The Save As dialog box opens.
3. Save the permission list in the Security folder as a file with the file extension .eperm.

(The path for the security folder is \Xcalibur\system\security. The default file name is

permissions.eperm.)

4. Copy the file into the Security folder on the new system.

5. On the new system, start Thermo Foundation Authorization Manager and click Import.
The Open dialog box opens.

6. Select the permission list file (filename.eperm) and click Open.
The user groups and permission levels appear in the Foundation Authorization Manager.

7. Confirm that the user groups and permissions are correct and click OK to save the
settings and close Thermo Foundation Authorization Manager.
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Defining the List of Secure Folders

All electronic records must be in protected folders. To ensure the LCquan root folder is
protected, do not permit users to change the root folder to an unprotected folder.

IMPORTANT  If you have not configured the security settings to protect your root
folders, do so before setting the root folder feature permissions. See Chapter 3,
“Establishing Secure File Operations.”

The Foundation Authorization Manager list of controlled features includes the following two
features for each application:

* Allow Arbitrary Selection of Root Folder—Allows users to change the root folder to any
folder that they choose. You must ensure that the Allow Arbitrary Selection of Root
Folder feature is set to Disallowed.

* Allow Change of Root Folder—Allows users to change the root folder to another secure
folder. You can set the Allow Change of Root Folder feature to any permission level. If
you set the permission level to anything other than Disallowed, you must define a list of
secure folders from which the user can select a new root folder.

Tip To display these two features in the Foundation Authorization Manager, double-click
LCquan in the controlled features list and double-click Root Folder.

< To define the list of secure folders
1. In the Secure Folders box, click Add.

The Browse For Folder dialog box opens.

Tip Define secure folders by using fully qualified path names. Use of mapped drive
paths might result in network disconnection upon auto-logoff.

Select a workbook path

I25) Symankec fad
I25) Symanter Client Security
[25) TechsSmith
= 53 Thermo
Foundation®auditsystemLogs = I3 Foundation
Add... P | AnditSystemlogs
I25) MaonitarMatification

I25) Sequence Archive

I25) Uninstall Information

Secure Folders

I25) webwarks =
4 B2 ) .
= = I23) Windows Media Player
123 Windows NT hd
< N
[ Ok ] [ Cancel

54 LCquan Administrator Guide Thermo Scientific



4 Defining Secure User Groups and Permissions
Requiring User Comments

2. Select the secure folder that you want to add to the Secure Folders box and click OK to
close the dialog box.

The folder appears in the list in the Secure Folders box.

3. Repeat steps 1 and 2 for each folder that you want to add to the Secure Folders box.

After the permission levels and the Secure Folders box have been correctly set up, a user
cannot change the root folder to a folder that is not secure. The user must select the new
folder from the Secure Folders box from within the application. The secure folders
information is saved as part of the configuration in a protected folder. For more information,
see “Saving the Security Settings” on page 61.

Requiring User Comments

Thermo Scientific

For details about how to require users to enter comments when they perform a controlled
action, see “Changing the Permission Level of a Feature” on page 49. When a user enters a
comment, it appears in the audit log for the application. (This option is available for

all permission settings except Disallowed.)

< To restrict users comments to a predetermined list of comments

1. Select the Predefined Comments check box in the Global Security Features area and
click Edit.

The Comment List dialog box opens.

Comment :

This iz a comment

Add New Comment

New Comment

Global Security Features
Enter a new comment :

Predefined Comments |This i another commen |

[ QK. ][ Cancel ][ Help ]

) (s

2. Click Add New Comment.
The New Comment dialog box opens.
3. Enter the comment and click OK.

The new comment appears in the Comment box.
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4. Repeat steps 2 and 3 for each new comment that you want to enter.

The Comment box displays the predefined comments in the order that you entered them
in. You can rearrange the order of the comments by clicking Move Up or Move Down, or
delete a comment by selecting it and clicking Remove Comment.

5. When you are finished, click OK.

IMPORTANT  The use of predefined comments precludes the use of free text comments.

Setting Up Secure Reports

You can limit a user group’s authorization for creating LCquan quantitation reports to the
secure XReport templates that you specify. After you configure the secure XReport templates
feature, the user groups with this permission level can use only the templates from the
specified secure templates folder. Users are limited to saving only, and the file format is limited
to PDF files. In the LCquan Review Reports view, the options to print reports and create new
XReport templates are not available.

About the Secure Reports

56

Users create secure reports when they use the secure XReport templates in the secure
templates folder. The secure reports have the following characteristics:

* The only option available for creating a secure report is to save the report as a PDF file.
The PDF document properties allow for printing only.

The application changes any other preexisting report formats in the given workbook to
PDF and tracks the changes in the audit trail.

* A watermark design appears on the background of each page of a secure report.
* A unique serial number appends to the footer of each page:
workbookName_timestamp_#

where 7 is a counter for the number of reports printed from a workbook.

The serial number increments for each report generated from a given LCquan workbook. If
user groups with different security privileges create reports from the same workbook, both the
secure and non-secure reports are included in the total count of reports when assigning the
serial number.
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Setting Up a Secure Template Folder

Secure XReport templates are available in the designated secure templates folder. You can
specify only one secure templates folder. Templates that are not in the secure templates folder
are not available to the user, even if the templates were previously available in another

workbook.

Use the following guidelines when setting up a secure templates folder:

* To prevent users from adding any unapproved templates to the folder, assign read-only
access to the folder.

* For a locked workbook, make sure to designate the folder that already contains the
templates for the locked workbook.

* Ensure the secure template folder contains only the approved XReport template files
(xrt).

Configuring Secure Reports

% To configure secure reports

1. In the Foundation Authorization Manager, select a user group from the Secure Groups
area.

2. In the list of controlled features (lower left side), select LCquan and click Expand Tree.

3. In the Quantitative Section, select Secure XReport Template.

Figure 7. LCquan Quantitate Section controlled features
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4. In the Permission Level area, select Allowed.
For the Secure XReport Template feature, Allowed is the most restrictive setting.

5. In the Secure Template Folder area, click Browse.

Secure Template Folder

C:*<caliburstemplatesh L Cquan

6. In the Browse for Folder dialog box, select the folder that contains the secure templates

and click OK.

Locking the Workbook After Creating Reports

You can have the LCquan application automatically lock the workbook (not a copy of

the workbook) after you create a report. A locked workbook (and its associated files) is a
workbook that cannot be overwritten. You cannot save any changes made to a locked
workbook, and you cannot acquire data in a locked workbook. You can create new reports,
but the application does not save the report selections. When you open a locked workbook,
[Locked] is displayed in the title bar next to the workbook name and in the status bar.

< To automatically lock the workbook after you create a report

1. Choose Start > All Programs > Thermo Foundation > Authorization Manager to open
the Authorization Manager.

2. In the Authorization Manager, do the following:
a. Select a user group in the Secure Groups list.

b. Click Expand Tree to show the entire list of controlled features for the application
(see Figure 8).

c. From the list, click the plus sign before the LCquan folder.
d. Click the plus sign before the Quantitate Section folder.
e. Select Automatically Lock Workbook after Creating Reports.

The Permission Level options become available.

f.  Select the Allowed option, and click OK.
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4 Defining Secure User Groups and Permissions
Viewing the Authorization Manager History Log
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Viewing the Authorization Manager History Log

Thermo Scientific

Thermo Foundation Authorization Manager automatically maintains a history log to record

all changes made to the security settings. The log records the following events:

* The creation of a private group

The addition or deletion of members from a group

A change in group permissions

A switch between private and domain/workstation groups

The manipulation of the signature list
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4 Defining Secure User Groups and Permissions
Printing the Security Settings

< To display the history log
In Thermo Foundation Authorization Manager, click History Log.

The audit view window opens, showing the history log for the Authorization Manager.

£ C:\Program Files\Thermo\Foundation\Xcalibur, Database.mdb

Eile: About
A“ History | Event | File Tracking | Instrument Error
Date/Time D;l:mﬁ:l [:ch":::;m User Name Full Hame Apal::'::nn Table Type
12/16/2009 16:4... HEALYMTESTE | Administrater Administratar Autherization Ma... | Event
Fecord Range Page 1 0f 1
[ Sat. | [ Fiter. | [Autowidh | [ Rehiesh | [ e | [ Hep |

Each entry in the history log contains the time and date, and the user ID and full name.
You can sort and filter the entries in the history log by field (for example, you can sort and
filter by date and time). You can also print the log.

Printing the Security Settings

You can print a report of the security settings for each secure user group. The report contains
a listing of the members of the group, the controlled features information for each
application, and the names of any secure folders for each application (for example, see
Figure 9).
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4 Defining Secure User Groups and Permissions
Saving the Security Settings

< To print the security settings
1. In Thermo Foundation Authorization Manager, click Print.
The Print dialog box opens.

2. Select the print options, and click OK.
Figure 9. Sample Security Settings printout

wge for assuce goeup ¢ AHERSESSIC-Sics

Manbkars

L laah Thazms' Four an'MsditSyatanlaga
Parmlzsicn Commant Dlsallewsd Signatucs
Baqulrad? Htaka Liwzk
CRC Y AL L ciemd mi afa afa
Hors ALl owmd mi mfa mfa
Hors o | Dakanat Salestlon Dlsplaysd.. Ol Bfa Bfa
Hurs ot | Dakanst Sals lee Allovmad & ns mfe mfe
Hors ow Bew Dakeast mi m'e m'e
Hors im mi =T ] =T ]
Hors im mi =T ] =T ]
Hors im mi T ] T ]
Hures 3 b<H T ] T ]
Hures Devices |Devicexs Standly [T ] [T ]

Saving the Security Settings

After you have defined your user groups, set the appropriate permission levels, and
specified the type of application auditing, click OK to save your settings and exit the
Authorization Manager.

The controlled features information is saved in a configuration file in the following folder:

C:\ProgramData\Thermo Scientific\INI

You must properly set the security for this folder to prohibit access by nonadministrators. If
you have not already done this, go to Chapter 3, “Establishing Secure File Operations.”
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Auditing

This chapter describes how to use the Audit Viewer utility for auditing functions. You can
display all auditable events and changes made to files created or managed by the LCquan
application, view a history of what has been done during data acquisition and data processing
to produce results, and get information about all events that have occurred within the
application.

Contents

* Accessing the Auditing Databases
* Viewing the Audit Viewer Pages
* Filtering the Audit Viewer Entries
* Sorting the Audit Viewer Entries

* Printing the Audit Viewer Entries

Accessing the Auditing Databases

The LCquan application writes to the Global Auditing database and maintains the LCquan
workbook databases to assist in regulatory compliance—though it does not ensure it. The
Global Auditing database stores LCquan start and stop events. All other LCquan events are
stored in the LCquan workbook databases.

IMPORTANT  Before you can access the Global Auditing database, you must configure
the database in the Auditing Database Configuration Manager. For instructions, see

Chapter 2, “Using the Database Configuration Manager.”

IMPORTANT  Each Windows user account must be associated with a user ID, password,
and full description. The system requires these items to store the auditing information in
the designated database.
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5 Auditing
Accessing the Auditing Databases

You can access either of the following types of databases using Audit Viewer:

* The Global Auditing database, which keeps a log of auditable events for all the
Xcalibur-related data files and applications it recognizes. The Xcalibur-related data files
include the raw files that you acquire in the LCquan application.

* The LCquan workbook database, which keeps a log of auditable events associated with
the current workbook, including the entries that have not been saved to the database.
Each workbook database also includes a log about the raw files that are acquired as part of

the workbook.

Accessing the Global Auditing Database

You can access the Global Auditing database when you start Audit Viewer from the
Windows desktop.

< To start Audit Viewer from your Windows taskbar

Choose Start > All Programs > Thermo Foundation 2.0 > Audit Viewer.

The Audit Viewer opens.
E2 Audit Viewer Al
File: About:
All History I Event I File Tracking | Instrument Error
Date/Time Dataset Hame| Computer Hame| User Hame Full Hame Application Hame| Table Hame
1 051 807 151836 K |laurie y i
2 05M807 15:18:36 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
5] 05M807 15:18:36 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
4 05M807 15:18:36 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
g 05M807 15:18:34 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
[ 05M807 15:18:28 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
7 05M807 15:11:40 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
g 05M807 14:43:02 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
9 05M807 14:43:02 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
10 05M807 14:43:02 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
11 05M807 14:43:02 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Ewvent
12 05807 14:43:01 USSJO-LYESSICK |laurie yessick |Yessick, Laurie D | LCguan Event

Accessing an LCquan Workbook Database

Each LCquan workbook has its own database. When you start Audit Viewer from an LCquan
workbook, Audit Viewer displays the saved and unsaved entries for the current workbook.
The unsaved entries are highlighted in yellow in the Audit Viewer window.

Note The Audit Viewer entries can also include unsaved changes from another workbook
if the changes are still in memory.
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2
0.0

1. Open the LCquan workbook.

To access the auditing database for a workbook

2. From the LCquan interface, choose File > Audit Trail.

5 Auditing
Viewing the Audit Viewer Pages

The Audit Viewer opens and displays the entries for the open workbook. Unsaved entries

are highlighted in yellow.

To access the auditing database for a different workbook, repeat steps 1 and 2. A second
instance of Audit Viewer starts and displays the entries for that workbook.

:\Xcalibur\QuanRoot\Example Study\3-Drugs Workbook_613-Drugs Workbook_6.mdb

About
All History | Event | File Tracking | Instrument Error

Date/Time Dﬁt:miet [:ON"::;‘;E' User Hame Full Hame Apﬂ::r:;lun Table Type 2
08/1872008 13:2... | 3-Druas Workboo... | USEJO-LGUZZE-.. | dana.powers Powers. Dana LCauan Ewent
2 08182008 10:1 5-Druas Workboo USSJ0-LGUZZE-... | daha nowers Pawers. Dana LCauan Ewent
3 081572008 11:3... | 3-Druas Workboo... | USEJ0-LGUZZE-... | dana.powers Pawers. Dana LCauan Ewent
4 051572008 11:3... | 3-Druas Workboo... | USSJ0-LGUZZE-... | daha.powers Powers. Dana LCauan Histaru
s 081572008 11:2... | 3-Druas Workboo... | USEJ0-LGUZZE-... | dana.powers Powers. Dana LCauan Histarw
-] 051572008 11:2... | 3-Druas Workboo... | USSJO-LGUZZE-... | daha.powers Powers. Dana LCauan Histaru
7 081572008 11:2... | 3-Druas Workboo... | USEJ0-LGUZZE-... | dana.powers Powers. Dana LCauan Histarw
g 051572008 11:2... | 3-Druas Workboo... | USSJO-LGUZZE-... | daha.powers Powers. Dana LCauan Histaru
il 08152008 11:2... | 3-Druaz Workboo... | USSJ0-LGUZZE-.. | dana.powers Powers. Dana LCauan Historw
10 081572008 11:0... | 3-Druas Workboo... | USSJO-LGUZZE-... | daha.powers Powers. Dana LCauan Ewvent

1 08152008 11:0... | 3-Druos Workboo.., | USSJ0-LGUZZE-.. | dana.powers Powers. Dana LCauan File

12 05/15/2008 11:0... | 3-Druas Workboo... | USSJO-LGUZZE-... | dana.powers Powers. Dana LCauan Ewent
13 05/15/2008 11:0 3-Druas Workboo USSJO-LGUZZE-... | dana.oowers Powers. Dana LCauan Ewent
14 05/15/2008 11:0... | 3-Druas Workboo... | USSJO-LGUZZE-... | dana.powers Powers. Dana LCauan Ewent
15 05/15/2008 11:0 3-Druas Workboo USSJO-LGUZZE-... | dana.oowers Powers. Dana LCauan Ewent
16 081572008 11:0... | 3-Druas Workboo... | USEJ0-LGUZZE-... | danha.powers Powers. Dana LCauan Ewent
17 0&/15/2008 11:0 5-Druas Waorkboo USSJ0-LGUZZE-.. | dana.nowers Pawers. Dana LCauan Ewent
18 081572008 11:0... | 3-Druas Workboo... | USEJ0-LGUZZE-... | dana.powers Pawers. Dana LCauan Ewent
19 051572008 11:0... | 3-Druas Workboo... | USSJO-LGUZZE-... | daha.powers Powers. Dana LCauan Ewvent

20 081572008 11:0... | 3-Druas Workboo... | USEJO-LGUZZE-.. | dana.oowers Powers. Dana LCauan Ewent ™)

Record Range Page 10F 2 [ Fud > ] [ End 3| ]
Sot | [ Fie | [t widh Refresh | [ e | [ Hep |

Viewing the Audit Viewer Pages

The Audit Viewer window contains the following tabs, each with a different function:

 The All tab provides a summary of all entries for the current database.

To display the Audit Viewer page associated with an entry on the All page, double-click
the entry on the All page.

* The History tab provides a chronological listing of all the changes made to method files
and result lists.

* The Event tab lists all user-initiated auditable events. All events that are subject to

Thermo Scientific

authorization control are auditable.
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5 Auditing
Filtering the Audit Viewer Entries

* The File Tracking tab provides the following type of information:

—  Global Auditing database: Lists the changes that are made by any program to the
Xcalibur-created files.

— LCquan workbook database: Lists the changes made within the application to any
LCquan-owned files in the workbook, including the workbook file (.Iqn), processing
method (.pmd), instrument method (.meth), sequence (.sld), and any imported
sample data files (.raw). The File Tracking page does not include the data files (.raw)
acquired from within the LCquan workbook, which are tracked in the Global
Auditing database.

If any of the workbook files are modified outside the system, the LCquan application
displays a file-tracking error message.

Note The LCquan application does not save entries to the database until you save the
workbook. The Audit Viewer headlights the unsaved entries in yellow.

* The Instrument Error tab lists significant events that occur to instruments that the
Xcalibur data system creates or manages.

Filtering the Audit Viewer Entries

By applying a filter, you can display a subset of the entries in the Audit Viewer window. You
can set up two types of filters: filters that are based on dates and filters that are not based on
dates (non-date filters). You can use a combination of the two types of filters.
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5 Auditing
Filtering the Audit Viewer Entries

< To set up a non-date filter
1. In the Audit Viewer window, click Filter.

The Filter Entries dialog box opens.

FilterEntries f'5__<|
&dd Mon-Drate Filer
o v | ¥ equale | | il
Add Date Filter
From | 05-04-08 D8:00:00 s 1o |D5040817.00.00 3l [ aad

AND Uger_Mame EQUALS "Teckl"
AND Computer_Name EQUALS "Computer] 0"
AMD FROM 05/04,/08 & 08:00:00 TO 05/04,/08 &= 17:00:00

Searches for records created by Tech1 on Computer10
between 8:00 A.M. and 5:00 PM. on May 4, 2008.

2. In the Add Non-Date Filter area, selecc AND or OR from the first list.
* AND filters for entries that match ALL the specified criteria.
* OR filters for entries that match ANY of the criteria.
3. Specify a filter in the form of Column Name equals string.
a. From the drop-down list, select a column to filter on.
b. In the adjacent box, type the text string to match.
c. Click Add.
The filter criteria appear in the space below.
4. To add additional filters, repeat steps 2 and 3.

If you select an OR filter, records must match only one of the filters. If you selected an
AND match, records must match ALL the specified filters.

Note The non-date filter accepts partial matches. For example, if you have a user
name of john. doe, then a filter string of john or doe will match entries for that user
name.
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5 Auditing
Sorting the Audit Viewer Entries

< To set up a date filter
1. In the Add Date Filter area, select or type the beginning date and time in the From box.
2. Enter the ending date and time in the To box.

3. Click Add.

< To remove a filter
1. In the Filter Entries dialog box, select the filter statement.

2. Click Remove Filter.

< To search for filter criteria
When you have defined all your filters, click OK.

The Audit Viewer window displays the results on the All page.

Sorting the Audit Viewer Entries

You can sort entries by the column headings on each of the Audit Viewer pages.

< To sort entries on an Audit Viewer page
1. In the Audit Viewer window, click the tab of the page you want to view.

2. Click Sort.

The Sort Entries dialog box opens.

Sort Entries @

Sart Order
Tzt Sort Field -

* Azcending
|DatasetName j " Descending
2nd Sort Field
nd aon Fie & Azcending
|UserName ﬂ " Descending
3rd Sort Field

|Eomputer Marne

ak. | Cancel | Help
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5 Auditing
Printing the Audit Viewer Entries

3. In the 1st Sort Field list, select a column heading and select the Ascending or
Descending option.

Repeat this step for the 2nd Sort Field and 3rd Sort Field.
4. Click OK.

The Audit Viewer page displays the entries in the specified sort order.

Printing the Audit Viewer Entries

The printing options vary depending on whether you are printing the audit trail for the
Global Auditing Database or a workbook database. For a workbook database, you must save
all displayed records on the Audit Viewer page before you can print the entries.

< To print the audit trail for the Global Auditing database

1. From the Windows desktop, choose Start > All Programs > Thermo Foundation 2.0 >
Audit Viewer.

2. In the Audit Viewer, click the tab of the page you want to print.

3. Click Print.

4. In the Print Options dialog box, select your printing options and click OK.

< To print the audit trail for an LCquan workbook database
1. In the LCquan window, choose File > Audit Trail.
If you already saved workbook entries, go to step 3.

If the workbook contains unsaved entries, a View Audit Trail message appears prompting
you to save the workbook before continuing,.

2. In the View Audit Trail dialog box, do one of the following:
e To save the workbook entries, click Yes.

The Xcalibur data system logs the automatic save in the audit trail and starts
Audit Viewer.

* To start Audit Viewer without saving the workbook, click No.

Note If you select the Don't tell me about this again check box, the application
automatically applies the last requested behavior (Save or Not Save) each time you
start Audit Viewer when the workbook contains unsaved entries. To restore the
message, choose Options > Enable Warnings.

3. In the Audit Viewer, click the tab of the page that you want to print.
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5 Auditing
Printing the Audit Viewer Entries

4. Make sure the displayed page contains only saved entries. The rows of unsaved entries are

highlighted in yellow.
If you have a mix of saved and unsaved entries, you can do one of the following:

* In the LCquan Workbook window, choose File > Save to save the LCquan
workbook. In the Audit Viewer window, click Refresh.

* In the Audit Viewer window, click Filter, and then add filter rules so that only the
saved records appear on the page you want to print. For details about adding filter
rules, see “Filtering the Audit Viewer Entries” on page 66.

5. Click Print.

6. In the Print Options dialog box, select printing options and click OK.
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Permission Level Settings in the LCquan
Application

Thermo Scientific

This appendix discusses the different LCquan permission levels and how they interact.

Certain permission level settings override other settings. In addition, some features are

unavailable—regardless of their permission level settings—if a workbook is locked or has been

opened in review mode.

The Permission Level Settings table lists the LCquan features that you can configure in the
Foundation Authorization Manager.

Table 3. Permission Level Settings (Sheet 1 of 6)

LCquan feature Description

Run Application

Operator Use Allowed If you set this feature to Disallowed, the user cannot open
the application. As a result, the permission level settings
for the other features are irrelevant.
If a user whose permission is set to Disallowed tries to
access the system, the LCquan application makes an entry
in the Global Auditing Database history log.

Root Folder

Allow Change of Root Folder

If you enable this feature (set it to Signature List,
Supervisor Password, Password Required, or Allowed),
define a list of secure folders where the user can select a
new root folder.

Allow Arbitrary Selection of
Root Folder

If you set this feature to Allowed, the user can select any

folder to be the root folder of the workbook.

File Tracking

Allow Opening of Workbooks

with Filetracking Errors

If you set this feature to Allowed, the user can open
workbooks with file errors, such as workbooks with
missing files or files that were modified outside of the
LCquan application.
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A Permission Level Settings in the LCquan Application

Table 3. Permission Level Settings (Sheet 2 of 6)

LCquan feature

Allow Opening of Workbooks
Already Marked as Opened

Description

If you set this permission to Allowed, the user can open
workbooks that the application flags as opened.

When a user opens an LCquan workbook, the application
flags the workbook as opened to prevent the workbook
from being opened by multiple instances of the
application. If the application is forced to close
abnormally, the flag might not be removed even though
the workbook is no longer open. To open the workbook,
set this permission to Allow. The next time the workbook
is closed, the open flag is removed.

File

Save

If you set this permission to Disallowed, the user can lock
the workbook only if it has not been changed. If it has
been changed, the user cannot lock the workbook.

Save As

If you set this permission to Disallowed, the user cannot
use the Save As command.

Create New Workbook

(No special information or interactions.)

Create Locked Version of
Workbook

If you set this permission to Disallowed, the user does not
have the option to lock a workbook.

Section Configuration

Show Instrument Setup Section

If you set this permission to Disallowed, the user cannot
display the Instrument Setup Section nor can the user
make changes to the Instrument Methods.

Show Acquisition Section

If you set this permission to Disallowed, the user cannot
create or modify an acquisition sequence nor can the user
acquire data.

Show Explore Section

If you set this permission to Disallowed, the user cannot
explore new quantitation methods.

Show Quantitate Section

If you set this permission to Disallowed, the user cannot:

* Create or change a processing method.

* Create or modify processing sequences.

* Survey and review all the results.

* Create reports from this section and process the data
to produce quantitative results.
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A Permission Level Settings in the LCquan Application

Table 3. Permission Level Settings (Sheet 3 of 6)
LCquan feature Description

Grid Column Settings

Allow Changes to Column If you set this permission to Disallowed, the user cannot
setup info change the number and arrangements of columns in the
Results table.

Acquisition Section

Start Acquisition Dialog If you set this permission to Disallowed, the user cannot
open the Run Sequence dialog box from the Acquisition
view.

Allow Changes to Selected If you set this permission to Disallowed, the user cannot

Sample Info in Acquisition make changes to the sample information, such as Sample

Sequence Name, Comment, Study, Client, Laboratory, and so on,

in the acquisition sequence.

Allow Changes to Column If you set this permission to Disallowed, the user cannot

Labels in Acquisition Sequence  make changes to the column labels in the acquisition
sequence.

Prevent Raw File If you set this permission to Disallowed, the LCquan

Time-Stamping When Doing  application time-stamps the raw files during a remote
Remote Workbook Acquisitions acquisition.

Important The LCquan application can overwrite raw
files of the same name if you turn off time-stamping.

Acquisition Run Dialog

OK Button If you set this permission to Disallowed, the user can view
the Run Sequence dialog box but cannot start a data
acquisition because the OK button is unavailable in the

Run Sequence dialog box.

Explore Section

Allow Import of Peak Lists If you set this permission to Disallowed, the user cannot
import a Peak Name List.

Allow Export of Peak Lists If you set this permission to Disallowed, the user cannot

export a Peak Name List.
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A Permission Level Settings in the LCquan Application

Table 3. Permission Level Settings (Sheet 4 of 6)

LCquan feature

Quantitate Section

Description

Allow Changes to Selected

Sample Info in Processing

If you set this permission to Disallowed, the user cannot
make changes to the sample information, such as

Sequence Sample Name, Comment, Study, Client, Laboratory, and
so on, in the processing sequence.
Allow Changes to Column If you set this permission to Disallowed, the user cannot

Labels in Processing Sequence

change the column labels in the processing sequence.

Allow Changes to Column
Labels in Results

If you set this permission to Disallowed, the user cannot
change the column labels on the Survey or Review All
pages of the LCquan Quantitate section.

Prompt User for Comments
after Manual Integration

If you set this permission to Allowed, the user must enter
a comment before proceeding with a manual integration.
Whenever the user performs a manual integration, the
Chromatogram Comment dialog box opens and prompts
the user for a comment before proceeding.

Normalize Quan
Chromatogram Plots to

If you set this permission to Disallowed, the LCquan
application normalizes the chromatogram plot so that the

Detected Peak highest peak is 100%. If you set this permission to
Allowed, the application normalizes the chromatogram
plot so that the detected peak is 100%.

Allow Results Export If you set this permission to Disallowed, the user cannot

export results.

Allow Manual Integration

If you set this permission to Disallowed, the user cannot
manually adjust the peak integration.

Allow User Integration

If you set this permission to Disallowed, the user cannot
adjust the peak integration settings for an individual

peak.

Allow Calibration Settings to
Be Changed

If you set this permission to Disallowed, the user cannot
change the Calibration settings of a particular
component.

Create Reports

If you set this permission to Allowed, the user can create
two types of reports:

¢ Microsoft Excel™ Workbook with data and results
* XReport report
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A Permission Level Settings in the LCquan Application

Table 3. Permission Level Settings (Sheet 5 of 6)

LCquan feature

Remove Signature Line From
Excel Report

Description

(Required for the Watson file interface) An Allow setting
removes the signature line from the exported quantitation
reports so that the Watson system can import the
exported Excel spreadsheet via the file interface. See
“Recommended Settings for Excel Reports” on page 79 in
Appendix C, “Watson Interface.”

Allow Watson File Interface
Excel Format Reports

(Recommended for the Watson file interface) An Allow
setting fixes the format of the Acq Date column entries in
the exported quantitation reports so that the Watson file
system can correctly import the acquisition date and time.
See “Recommended Settings for Excel Reports” on

page 79 in Appendix C, “Watson Interface.”

Secure XReport Template

The Allowed setting prevents the user from creating
quantitation reports with XReport other than reports that
use the secure XReport templates. After you specify a
secure template folder, users can save secure reports only
as PDF files using the templates from the specified folder.
For details, see “Setting Up Secure Reports” on page 56 in
Chapter 4, “Defining Secure User Groups and

Permissions.”
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Table 3. Permission Level Settings (Sheet 6 of 6)

LCquan feature

Allow Excel Rounding

Description

The Allowed setting restricts the number of decimal
places in the exported Excel reports. The values for Area,
Height, Response, ISTD Area, ISTD Height, and

ISTD Response are restricted to zero decimals. All other
values are limited to three decimals.

The Allowed setting changes the behavior in the LCquan
Column Arrangement dialog box for Excel reports,
preventing the user from changing the precision. Any
previous value settings are overridden with a restricted
number of decimals and the values are not editable. The
Allow setting does not affect the behavior of the LCquan
grid views, the exported results, or the reports generated
using XReport.

Important Before the Excel rounding feature takes effect
for the Watson digital interface, you must start and exit
the LCquan application at least one time. See
“Recommended Settings for Excel Reports” on page 79.

Automatically Lock Workbook
After Creating Reports

The Allowed setting automatically locks the workbook
(not a copy of the workbook) after you create a report.

A locked workbook (and its associated files) is a
workbook that cannot be overwritten. You cannot save
any changes made to a locked workbook, and you cannot
acquire data in a locked workbook. You can create new
reports, but the LCquan application does not save the
report selections. When you open a locked workbook, it
displays [Locked] in the title bar next to the workbook
name and in the status bar.
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Oracle Database

For information about installing and configuring the Oracle Server and Client software,
version 11g or later, refer to the Oracle manuals.

Consult with your Oracle database administrator and your Thermo Fisher Scientific service
representative for advice and instructions about how to install this software for your
application.
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Watson Interface

This appendix describes Thermo Foundation Authorization Manager settings for the
Watson interface.

Note To use the digital gateways, you must install the Xcalibur and LCquan XDK
components.

Contents

* Recommended Settings for Excel Reports

* About the Watson Digital Interface

Recommended Settings for Excel Reports

For the Watson file interface, set the following features in Thermo Foundation Authorization
Manager to ensure that you can correctly import Excel reports from the LCquan application:

* Remove Signature Line from Excel Reports—This setting removes the signature line from
the exported quantitation reports.

* Allow Watson File Interface Excel Format Reports—This setting corrects the format of
the acquisition date and time entries in the exported quantitation reports.

Rounding the Decimal Places

For the Watson digital interface, you can ensure consistency in the number of decimal places
displayed in the Excel reports that the LCquan application exports. To do this, use the Allow
Excel Rounding feature.

If you specify Excel rounding, the exported values are restricted to three decimal places
consistently in the Excel reports. However, if you use this feature, the Excel reports do not
include a full precision value.

To use the Excel rounding feature, set the permission level to Allowed in the Foundation
Authorization Manager (Setting the Excel Features). Before the Excel rounding feature takes
effect for the Watson digital interface, you must start and exit the LCquan application.
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Setting the Excel Features

80

2
0.0

To set the Excel features for LCquan reports

1. From the Windows taskbar, choose Start > All Programs >
Thermo Foundation 2.0 > Authorization Manager.

Thermo Foundation Authorization Manager opens.

Thermo Foundation Authorization Manager
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2. In the Secure Groups area, select the group.
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3. In the controlled features list (lower left side), select LCquan, and click Expand Tree.

The LCquan list of controlled features appears (see Figure 10).

Figure 10. LCquan quantitate section features list

= Quantitate Section P
& Allow changes to selected zample info in
& Allow changes to column labels in proces:
& Allow changes to column labels in results
& Prompt user for Comment after manual inte
& Allow Fesults Export
& Allow Manual Integration
@ Allow User Integration
& Allow Calibration Settings ta be changed
& Create Reports
v Remove signature line from excel report
v Allow W atzon File Interface Excel Format
& Secure ¥Report Template

Allow Ewcel Rounding

™ Libram Manager

™ Proceszing Setup

™ Qual Browser

™ Quan Browser

™ Queue Manager

™ Subtract Background

™ Healibur Configuration

™ lrebrirnamt T amfion e sbioes

4 *

Disallow

4. Under Quantitate Section, right-click the feature and choose Allow from the shortcut
menu for each of the following:

* Remove signature line from Excel report
¢ Allow Watson file interface Excel format

* Allow Excel Rounding

Figure 11. LCquan quantitate section features list

= _' [uantitate Section
_ Allow changes to selected sample info in
_ Allow changes to calurin labels in proce:
_ Allow changes to calurin labels in results
_ Praormpt uzer for Comment after manual inl
() Allow Results Export
_ Allow Manual Inteqration
() Allows User Integration
. Allow Calibration Settings to be changed
() Create Reports
.‘/I Remove zsignature line from excel report

f Allow Watgon File Interface Excel Formal
6 Secure #Report Template
.‘/I Allow Excel Rounding

A check mark appears next to each allowed feature.

5. Click OK to apply the changes and close the Foundation Authorization Manager.
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About the Watson Digital Interface

The following fields are exported to the Watson application using the digital interface for each
sample/analyte combination:

e Peak area
* DPeak height

* Retention time
See “Rounding the Decimal Places” on page 79.

To use the digital interface with Watson 7.2 or later, refer to Installing and Using the Peak View
Gateway Between Watson and LCquan for instructions.

82 LCquan Administrator Guide Thermo Scientific



IT Considerations

To ensure that both the Xcalibur and LCquan applications work propetly, review these
IT issues.

Contents

* Avoid Antivirus Scanning During Data Acquisition
* Do Not Delete the Xcalibur System Account

* Ensure that a Firewall Exception Exists for the Instrument

Avoid Antivirus Scanning During Data Acquisition

Schedule utilities that actively scan the hard drive—such as antivirus, defragmenting, and
backup utilities—to run at times other than during data acquisition. These utilities can
monopolize computer resources, interfere with data acquisition, or cause loss of
communication with the instrument.

These directories are typically used during data acquisition:
* C:\Users\user name\AppData\Local\Temp

* C:\Xcalibur\methods or the directory where the instrument method (.meth) and
processing method (.pmd) files are stored

* C:\Xcalibur\Quanroot or the directory where raw files (.raw) are stored

* C:\Xcalibur\system\programs\

Do Not Delete the Xcalibur System Account

With sequential user logon, a user can log on, start an acquisition, and then log out. When
Foundation is installed, a user account—Xcalibur System—is created under the
Administrators group. This account runs in the background during data acquisition. Do not
delete this account.
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Ensure that a Firewall Exception Exists for the Instrument

Firewall settings must include an exception for the instrument in use. If the firewall exception
is not configured, the computer is unable to communicate with the instrument. During
installation, instrument software now automatically configures the required exception for the
Microsoft Windows firewall.
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