thermoscientific

Smart-Vue Pro Monitoring Solution

Web Application for
Smart-Vue Pro Duo / Quatro Data Loggers

User Guide

331676HO1 « Revision B ¢ 6/11/2021

ThermoFisher
SCIENTIFIC



IMPORTANT Read this user guide. Failure to follow the instructions in this user guide can result in damage to
the unit, injury to operating personnel and poor equipment performance.

CAUTION All internal adjustments and maintenance must be performed by qualified service personnel.

Material in this manual is for informational purposes only. The contents and the product it describes are
subject to change without notice. Thermo Fisher Scientific makes no representations or warranties with
respect to this manual. In no event shall Thermo be held liable for any damages, direct or incidental, arising
from or related to the use of this manual.

© 2021 Thermo Scientific. All rights reserved. Thermo Scientific, the Thermo Scientific logo, Smart-Vue Pro
Duo and Smart-Vue Pro Quatro are the exclusive property of Thermo Scientific. All other brands mentioned
are the property of their respective owners. This is a non-contractual document. Features and specifications
mentioned here are subject to change.



Contents

Safety INStruCtioNS ..o, 1
INtrOAUCTION Lvvvcii e 2
About this Manual ............ccoiiiiii 2
Overview of Smart-Vue Pro........cccoooveiiiiiiiiccnn, 3
INtended USE........oiiiiiiii e, 3
Getting Started ... 6
Smart-Vue Pro LOGiN........ovviiiiiiiiiiiiiiiiiieee e 6
Automatic System Logout after Inactivity.................. 7
Creating your Smart-Vue Pro Company Account ..... 7
Forgot your Password? .........ccoevieiiiiiiiiiieeecieeeeee, 9
Using Smart-Vue Pro.......ccoooviiiiiiiiiiiee 11
Presentation of the User Interface.................ccoovnnii. 11
Home Screen OVENVIEW ........ccovvviiiiiiiiiciiieeeceeee, 15
Plan VIEW ... 15
Watch MOde ..., 15
USBIS it 18
Authentication Modes .......cccccoeeiiiiiiiii e, 18
USEr ACCOUNTS ...viiiiiii e 20
Summary of Profiles, Permissions and Roles............ 23
Editing an ACCOUNT........ooiiiiiiiiii e 25
Assigning Application Permissions to “User” Profile
ACCOUNTS ..t 25
Changing your Own Password (with Integrated
Authentication) ........cccooveiiiiiii e 27

Adding User ROIES .......vvviiiiiiiiii e 30



Your Organization ........cooovvvvviiiiiiiiiiee e 32

Updating Company Information............ccccoecevvineinnnn. 32
Organization with Sites and Departments................. 35
Viewing Equipment and Infrastructure in your
Organization ......oovvveveeeie e 38
Site Plan Images ... 38
Infrastructure DeviCes .........ccoovveiiiiiiiiiii 40
Adding InfrastruCture.........ccoooeviiiiiiiii 40
Editing Infrastructure ........cccoovvviiiiiii i, 41
Adding a LoRaWAN Receiver as Infrastructure......... 41
Data LOGOEIS .. iiiiiieiiiie et 42
Adding Data LOGgErS ....ovvviiiiiiiiieieeiiii e, 42
Viewing the Data Logger List.......ccocoviiiiiiiiiiiiiiinn, 44
Viewing Data Logger Details...........ccccovveiiiiiiiiiiinnn, 45
Data Logger ACTIONS ....coovvviiiiiiiieeieii e, 46
Editing Data Logger Details .........ccooovviiiiiiiiiiiiiiin, 47
SENSOIS ittt 48
Viewing the Sensor List .........cveviieiiiiiiiiiecieeeeee, 48
Individual Sensor Details...........cceeiiiiiiiiiiiiiiii, 49
Calibration Parameters.......c.oooovvviiiiiieiiiiiiiieeeiinn, 49
Importing CSV File with Calibration Information ........ 51
Error Messages when Importing a
Calibration CSV File.........coviiiiiiiiiii e 52
Exporting Sensor Information ..........ccceevvevviiiiiinienee, 52
Using the Smart-Vue Pro Dry Contact
INPUL SENSOF vveiii e, 53
4-20 MA, 0-5V LOOP SENSOIS ....cvvvveeviiieeiiiieeeciinn. 53
Simulating a Sensor Alarm for Testing .........coeeevvveen, 54
Removing @ SENSON ......iiiiiiiiiiieeeeeie e, 55

Disabling / Enabling a Sensor........ccccoovvevvvviiiinieeee, 55



EQUIDMENT ..o 56

Adding EQUIpMENt ... 56
Viewing Equipment Details ........ccoooevviiiiiiiiiin, 58
Modifying / Managing Equipment ............ccccvnn. 59
Deleting Equipment .......cccoiiiiiiii e 59
Data LOgING ..o 60
How does it WOrk? .......cooiiiiiiiiii e, 60
Setting Up Data Logging .....cooeevvvviiiiieiiiiiiiiceeceeiiinn, 60
Dry Contact Input Sensors
(Smart-Vue Pro Duo / Quatro Data Logger Only)...... 62
Starting Data LOgging .....vvvvieeiiiiiiiiiieeeeiiiieeeeeeiiinns 63
Stopping Data LOgging .....uvvveeeiviiiiiiiieecviiie e, 64
Note Regarding Reading Interval vs
Transfer Interval ..., 66
Viewing Sensor Data........ocovveiiieiiiiiiiiie e 67
Displaying Sensor Graph ..........cccooeevvviiiieiiiiiieci, 67
Displaying Corrected Limits on Graphs..................... 67
List of Sensor Readings ........covvveiiiiiiiiiiieiiiiiieeee, 70
Creating REPOrtS ... 70
Dry Contact Input Sensor Listing.......cccocevvvviiiineeen, 71
Alert DEVICES ....cvn i, 73
SMA SIFEN ..eieeie e 73
Smart Remote Contact .........cooeveviiiiiiiiiniecieeee, 75
Alarms & AIBIS o 79
Handling Alarms ..., 79
Alarm Types and Sources in Smart-Vue Pro Web
APPIICAtION ...evc 80
Acknowledging AlarmsS........ccooevviiiiiiiiiii e, 81

Editing Acknowledged Alarms.........cccoevveiiiiiiiinieneee, 82



Alarm Report SUbsCriptionS.........cc.cvveivieeiiiiiieeee, 82

Alert Notifications .......c.oeeviiiii e, 85
Alert Rules with USers ........cccooovviiiiiiiiiii, 86
TIME SIOtS ..o, 88
Getting Help. oo, 90
User ManualS .........cooviiiiiiiiic e Q0
Viewing Smart-Vue Pro Version Release Notes ........ 90
APPENTIX i 91
AlarMS. . 91
FAQ oo 91
WEEE ComplianCe.......ccoooeiiiiiiiiiiiiiiiiiee e 93

Contact INformMation .......oveeei e 94



Safety Instructions

for any other application that involves protecting people and/or property. This product is designed for use in
environments where children are not likely to be present. Customers and users of Thermo Scientific products are
responsible for ensuring that the product is fit for the intended usage. Do not open the product casing and do not
disassemble or modify internal components in any manner. Thermo Scientific products do not contain any internal
components that require user intervention or repair. If the device shows signs of improper operation, disconnect it
immediately from its power source or remove the battery and contact Thermo Scientific technical services.

ﬁ IMPORTANT NOTE: Do not use this product for protection or as part of an automated emergency system or as
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Introduction

This user guide describes how to use the Smart-Vue Pro web
application to manage and monitor Smart-Vue Pro data
logger featuring LoRaWAN™ |ong-range wireless
connectivity.

Smart-Vue Pro data loggers collect data automatically from
connected sensors and transmit the data to the Cloud.
These data loggers are part of Thermo Scientific’s latest
generation of wireless loT (Internet of Things) devices.

About this Manual

This user guide describes how to use the features offered by
the Smart-Vue Pro application. Before using Smart-Vue Pro,
LoRaWAN™ connectivity for your devices must be configured
to use a private (on-premises) network with a Thermo
Scientific LoRaWAN™ receiver. LoRaWAN is supported by
Smart-Vue Pro Duo / Quatro data loggers. See Thermo
Scientific LoRaWAN receiver user guide for more details.

Table 1. Terminology used in this document

Terminology Description

An alarm occurs when the system
observes a sensor reading that is
out-of-bounds, such as a
temperature reading or humidity level
or 4-20 mA / 0-5 V reading that is too
high or too low with respect to
programmed range limits.

The system can notify users when
alarms occur by sending alerts.

Alarm

An alert is a notification sent by the
system to users when the system
observes an alarm condition or
potential problem. Alerts can be sent
by e-mail, SMS or voice calls.

Alert

The material or space that you are

Equipment monitoring with a data logger.

Bluetooth Low Energy, also known
as Bluetooth Smart® or BLE, offers
point-to-point wireless connectivity
with a practical range of up to about
30 meters (about 100 feet).

Bluetooth®
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Table 1. Terminology used in this document

Terminology

Description

Data logger

Refers to Smart-Vue Pro

Duo / Quatro and/or other Thermo
Scientific wireless data logger
devices.

LoRaWAN

Very-long-range wireless
communication protocol available
with public or private network
connectivity. Free-field wireless
range can reach up to nearly 10 miles
(about 15 km).

Cloud

Internet-based platform on which
data from data loggers is stored and
accessed via the Smart-Vue Pro
application.

Organization

Refers to your company and its
organizational structure based on
sites and departments created within
the solution.

Profile

In Smart-Vue Pro web application,
the term "profile” refers explicitly to
Application Manager and User
profiles. Every account is assigned
one of these two profiles. Accounts
with an Application Manager profile
can control every aspect of the
system; accounts with a User profile
start with view-only permissions, and
additional application-wide
permissions can be added to their
individual account as well as to a
“role” (see below) assigned within the
organizational structure.

Role

The “role” is a very customizable
feature that grants further
permissions so users can perform a
variety of day-to-day tasks at their
organizational level.

Smart-Vue Pro Monitoring Solution



Overview of Smart-Vue Pro

The concept of Smart-Vue Pro is based on managing sensors
that are assigned to entities called “equipment”.

Equipment refers to any assets (such as refrigerators and
freezers), rooms or locations in/on which sensors may be
placed.

The overall process of using Smart-Vue Pro Web is divided
into the following steps:

1. You must first order a license key to cover the number of
sensors you will be using. Contact the Thermo Scientific
sales representative for more information.

2. Then, use Smart-Vue Pro web app to create your
company account, add users and set up your
equipment.

The process for configuring Smart-Vue Pro is shown in the
following figure:

3. Configure data logging &

1. Describe equipment R

2. Add data loggers
& sensors

Figure 1. Process Overview

1. Describe equipment: The notion of equipment is the
central principle for sensor monitoring with Smart-Vue Pro.
This approach is based on the idea that you are more
likely concerned about the assets you are monitoring
than the tool used to accomplish the task.

For example, you monitor equipment such as a cold
room, refrigerator, deep freezer or incubator.
You therefore must add this equipment to your system.

2. Add data loggers and sensors: Equipment is
monitored by one or more data loggers with sensors that
record temperature or humidity or 4-20 mA/0-5 V etc. at
regular intervals. Sensors are added automatically when
the data logger to which they are attached is added to
the system.

3. Configure data logging and monitoring: As different
pieces or equipment may have different needs in terms of
monitoring, sensors must be configured to monitor
different ranges at different reading frequencies with
different alert strategies, etc.

Smart-Vue Pro Monitoring Solution

Intended Use

The Smart-Vue Pro Duo / Quatro data logger (module) is
intended to monitor and record a range of physical
parameters such as temperature, humidity, 4-20mA
depending on the sensors connected to it. The data logger
supports digital and PT100 sensors, 4-20mA sensors.

The information collected using the sensors can then be
transmitted to a database server or cloud using a
very-long-range or short-range wireless communication
protocols like LoRaWAN or Bluetooth wireless connectivity
respectively. The data can be accessed via a mobile
application (Smart Connect) or via a web application
(Smart-Vue Pro), additionally, Smart Connect permits the user
to push the data to the cloud. The Smart-Vue Pro

Duo / Quatro data logger and the Smart-Vue Pro Web
application enables the user to manage the entire Smart-Vue
Pro Solutions. The system can also support audio and visual
signaling devices such as Smart Remote Contact (module)
and Smart Siren (module). Refer to the user guides of these
modules for more information.

The Smart-Vue Pro Solutions is intended to monitor and
record critical physical parameters in life science,
pharmaceutical and agri-food sectors and perfect for
monitoring several pieces of equipment simultaneously that
are used in a typical laboratory or in a storage facility.

These products should only be used by authorized and
adequately trained personnel. It is not considered as a
medical device or accessory to a medical device and has
therefore not been registered with a medical device regulatory
agency.

The Smart-Vue Pro Solutions is 21 CFR Part 11 compatible
system and can be used as a document management system
in a regulated environment, when the entire solution is
controlled through the web application (Smart-Vue Pro).

[t is the user’s responsibility to develop verification and
validation protocol based on the record keeping
requirements.

Introduction | 3



Smart-Vue Pro Feature
Highlights

Smart-Vue Pro enables you to visualize your Smart-Vue Pro
data logger’s sensor status and data with a management
interface for configuration and system administration.

Key application features include:

User and License Management

e Creating company and user accounts.

e Managing users, roles and access rights.

e Managing activation keys (license voucher).

e Managing your company’s different sites and
departments.

e Compatibility with FDA 21 CFR Part 11 requirements.
e Readings and settings stored in secure database
e Password protection

Data

e Configuring sensors, receivers and infrastructure
elements.

e Viewing data recorded by Thermo Scientific data loggers.

e Monitoring equipment and associated sensors.

e Managing data transmitted by Thermo Scientific
Smart-Vue Pro data loggers.

e Viewing detailed sensor readings, history and more.

e Managing sensor calibrations and calibration reminders.

e Importing / exporting sensor calibration information.

e Detailed audit trail.

Alarms

e Configuring and sending alerts when alarms are
detected.

e Managing alarms: high and low limits, technical alarms
(sensor or communication problems), alert devices, and
more.

e  Setting up flexible scheduling for days, nights, and
weekends according to user level and desired contact
methods.

e Receiving notification by e-mail by default; SMS/text
message and voice call with optional Smart-Vue Alert
subscription.

e Schedule alarm reports.

4 | Introduction

Sensor Reading
e Viewing detailed sensor readings, history, and graphs.

e  Generating reports for all key parameters, including
configuration, status, events, and alarms.

Prerequisites

Smart-Vue Pro is a web application designed to work with
standard web browsers.

The minimum system requirements are as follows:
e Personal computer
e Internet connection
e Screen resolution 1280 x 900 pixels minimum

e Recommended browsers: Web browser applications
evolve quickly, and we do our best to keep the Smart-
Vue Pro web application compatible with the latest
releases. The following were used to test the current
version:

e Google Chrome v87

e Mozilla Firefox v84

e Microsoft Edge version v44
e Operavr3

Note: The Smart-Vue Pro web application does not support
Internet Explorer.

Smart-Vue Pro Monitoring Solution



Cloud Access Requirements

When using Smart-Vue Pro in Cloud mode, the following ports must be open:

Table 2. Ports
Purpose URL Ports Protocol
For users: L e
Smart-Vue Pro web application smart-vuepro.thermoscientific.com | 443 https
For infrastructure: LoRaWAN receiver connection | smartvueconnect.com 1700 UDP

These ports are used for two-way communication between the Smart-Vue Pro web application running in your browser and the

server platform.

Smart-Vue Pro Monitoring Solution
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Getting Started

This section describes how to:

1. Create an account on the Smart-Vue Pro web
application.

2. Login to Smart-Vue Pro.
CAUTION: This section assumes that you have
A purchased a license key that is available.
Contact the Thermo Scientific sales
representative for more information.

Smart-Vue Pro Login

You must connect to the Smart-Vue Pro web platform to use
the software.

1. Launch your internet browser application.

2. Enter smart-vuepro.thermoscientific.com. in the address
bar.

The application detects your browser language automatically
and displays the login window either in English, French,
German, ltalian, Spanish or Portuguese. For all other
languages, English is used:

thermoscientific

Smart-Vue Pro

Username *

Password*

Forgot password
New company?

Figure 2. Authentication window (login)
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Login Authentication

Smart-Vue Pro supports several authentication methods
depending on the type of solutions used. The application can
either use its own integrated user management platform or it
can connect to an external authorization platform
(on-premises solutions only).

To use the integrated Smart-Vue Pro authentication:
1. Enter your assigned user-name and password.
2. Click Log in to enter the application.

Passwords are case sensitive and encrypted. If you forget
your password, click Forgot password.

As a security measure, the account will be locked if you enter
an incorrect password three consecutive times. The only way
to unlock the account is to reset the password. Proceed with
the Forgot password procedure or contact an Application
Manager to have them initiate the reset (which you must then
complete in order to actually change the password).

To use an external authorization platform (such as
LDAP) for Smart-Vue Pro Server (on-premise server)
solution:

1. Enter your credentials in the form
“authentication_mode/username” and enter the
password.

2. Click Log in to enter the application.

CAUTION: For specific information on

A Authentication modes, see Authentication
Modes. For more information on how to create
user accounts, see Users.

Changing the Display Language:

The initial language used for Smart-Vue Pro depends on your
browser configuration.

Once the Smart-Vue Pro is connected, you can change the
application to a supported language at any time:

1. Click your user account image (avatar) at the top
right-hand corner of the screen.

2. Click My account =» Options(3 vertical dots)=> Edit
localization settings.

3. Click the Language and select the desired language
from the list. For the language change to be effective,
you must logout and log back into the system.

Smart-Vue Pro Monitoring Solution



Automatic System Logout
after Inactivity

By default, the user session will disconnect from Smart-Vue

Pro automatically after one hour of inactivity. To reconnect to
the platform, enter the login credentials in the authentication

screen.

CAUTION: The Smart-Vue Pro application
A version is shown at the bottom of the login

window. Move your mouse cursor over the

version number for more information.

This information may be requested from the

technical support team.

Creating your Smart-Vue
Pro Company Account

You must create a Smart Vue Pro account to interact and
manage Smart-Vue Pro data loggers. You may add users to
an existing account at any time (see Authentication Modes
for details).

CAUTION: When you first create your company
A account in Smart-Vue Pro, you also create the
first user. The user has Application Manager

rights and can create additional users.
See Users for more information.

To create your company account and the first Application
Manager user:

1. Enter smart-vuepro.thermoscientific.com in the address
bar of your web browser.

2. Click New company? as shown in Figure 3.

R TG Y

Username *

Password *

Forgot password
New company?

I et OV N LT N N R N s AW

Figure 3. Authentication Window (login)

Smart-Vue Pro Monitoring Solution

Company Information

Smart-Vue Pro includes a 2-step setup process for creating
your company account and a first user account. That account
has Application Manager rights and can configure the entire
system and add other user accounts. The fields marked

with * are required.

Smart-Vue Pro

thermoscientific

Create a new account

o 2

Ampany User

Company name* Platform®

Company address
City Postal code

Country t

Language
English ~ (UTC) Coardinated Universal Time -~

dd/MM/yyyy 12h AM-PM ‘C e ,(comma) v

| accept the Subscription Terms

Figure 4. Filling in the company information

Back to login page

Fill the required fields (marked with *) as appropriate.
You can change or update this information later if necessary:

Company name: Enter the name of your company.
This name cannot be changed later.

Platform: This unique company identifier is filled in
automatically based on the company name you enter.

Company address: City, Postal code, Country, International
phone number: enter the relevant information for your
company.

CAUTION: Make sure you enter the telephone
A number in international format, with the prefix

“+[country code]”, such as: +14153817894.

Do not include any extra digits or leading zeros.

Getting Started | 7
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The following settings apply as a default for your system.
They can be overridden by each individual’s settings for local
operation and display purposes, but this information is used
as a common reference for the company in case people have
conflicting profile settings for shared actions.

Example: If you have e-mail alerts sent to people in different
regions, English could be the default company language for
the same alert message.

Language: Choose the desired default language for your
company. You are free to choose your personal preference at
any time.

Time zone: Select the time zone based on the primary
geographical area for the company.

Date format: Choose the date format to be displayed in the
application.

Hour format: Choose the time format to be displayed in the
application. Readings can be displayed in the 12-hour (AM/
PM) or 24-hour format.

Unit: Choose the unit of temperature (degree Celsius (°C)
or Fahrenheit (°F)).

Decimal separator: Select the character to use as a decimal
separator in numerical values.

License key: Enter your license key in this field. Based on
the number of measurement points (sensors) in your system,
this key is provided when you subscribe to Smart-Vue Pro.

License management is discussed in further detail in
Updating Company Information.

After completing all the company information, you must click
the check box to accept the Subscription Terms, then click
Next to fill in your user information as described in the next
section.

User Information

Continue with the setup process by entering basic information
for the first Application Manager user (with permissions to
control the entire solution).

CAUTION: The e-mail address you enter here is
A the only information that you cannot change

subsequently for your company account.

We recommend using an e-mail address that is

not strictly tied to a single person, such as
“smart-vuepro@your_company.name”.

8 | Getting Started

Smart-Vue Pro

thermoscientific

Create a new account

! 2

Company User

Last name™*
E-mail *

Job title
DI accept the Terms of Use and the Privacy Policy Terms

Back to login page

Figure 5. Entering user information

Fill in the required fields (marked with *) as appropriate:
First name / Last name: Enter the first name and last name.

Email: Enter the e-mail address that is used to login to the
system. The e-mail alerts and confirmations by the system are
sent to this email address. The e-mail address may only be
used once into the system and may not be edited once
entered. A message is displayed if the e-mail address is
already in use.

Job title: Enter the user’s job function within the company.

After completing the information, select the checkbox

“I accept the Terms of Use and the Privacy Policy
Terms” at the bottom of the screen (you may click Terms of
Use and/or Privacy Policy Terms to see the detailed text) and
then click Proceed.

Smart-Vue Pro

thermoscientific

v

Aecourt created suce2ssiully!
You may log inusing the link sent to you by e-mail at this addiess
xem51 454@gmail.com

Back to login page

Figure 6. Smart-Vue Pro confirmation of
account creation

Smart-Vue Pro Monitoring Solution



Your account is created and a confirmation e-mail is sent to
the address entered. Click the link in the e-mail to activate the
account.

First Connection to the
Application

A

CAUTION: This section applies to systems using
Smart-Vue Pro’s integrated authentication
(based on the user-name and password).

For external authentication platforms, notably
LDAP, use your regular corporate login
credentials.

If your system uses Smart-Vue Pro’s integrated
authentication mode, you can change the initial password the
first time you login to the application.

1. Check the confirmation e-mail in your inbox and click the
link provided. If you do not see the e-mail, check the
spam or junk e-mail folders in case your application
filtered it automatically.

2. After you click the link, the following window opens to set
your password:

thermoscientific

Smart-Vue Pro

Create password

E-mail *

Choose password *

Confirm password*

Figure 7. Changing a password upon first
connection

3. Enter a new password. Passwords must be at least 8
characters long and contain a combination of upper- and
lower-case letters with at least one number and one
special character.

4. Confirm the new password by re-typing in the field below.

5. Click OK. The password is reset successfully.

Smart-Vue Pro Monitoring Solution
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Smart-Vue Pro

v

Password reset successfully!

You can now login using your new password

Back to login page

Figure 8. Successful password change

6. Click Back to login page to connect to the application

using your e-mail address and the password you created.

Forgot your Password?

A

CAUTION: This section describes password
recovery for systems using Smart-Vue Pro’s
integrated authentication (based on the user’s
e-mail address and password). For external
authentication platforms, notably LDAP, check
with your system administrator to recover or
reset a forgotten password.

If you are unable to access Smart-Vue Pro or if you cannot
remember your user-name or password, the system can
send password reset instructions to you by e-mail. Follow
these instructions if you must reset your Smart-Vue Pro
password:

1. Use your browser to open the address:
smart-vuepro.thermoscientific.com

2. Click Forgot password on the login screen.

3. Enter your Smart-Vue Pro account email address and
click OK.

Password recovery 2

Enter your e-mail address to receive a new password.

E-mail %

Figure 9. Entering an e-mail address to receive a
new password

Getting Started |
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4. Check your e-mail in-box and click the link in the email
you received to set a new password.

thermoscientific

Smart-Vue Pro

Reset password

E-mail *

Choose password *

Confirm password *

Figure 10. Resetting a new password

5. Enter the new password in the first field, then retype it in
the second field to confirm.

6. Click OKto change your password, or on Cancel to keep
your old password.

10 | Getting Started Smart-Vue Pro Monitoring Solution



Using Smart-Vue Pro

Presentation of the User
Interface

The Smart-Vue Pro interface consists of the following main
zones:

Alarm notifications and

reminders \
1%

Slide-out Menu

LD}

themoscindfc Smart-Vue Pro

Watch mode (27) Bk

5 s

4 B & & 4 )

| &2
/]

s

ld}

&1
| 4

I 89
ks .1 ' ﬂ

Data display and access to
features and details

Figure 11. Overview of Smart-Vue Pro User
Interface

The watch mode screen shown above provides direct access
to key features in your monitoring system.

Main Menu

The main menu is located on the left-hand side of the screen
that slides open or close when you hover the mouse on the
menu icon [ Click Menu to access Smart-Vue Pro features.
Depending on the context, the menu item displays a statistics
pane or a sub-menu with additional features or information
(See Figure 12):

Smart-Vue Pro Monitoring Solution

s
thermoscientiic  Sm#

» 4 EQUIPMENT

AL

B Company
19 Last alarm
48 Users

A Profiles

AL

=% Organizations
B3 Time slots

f Days off
7 Last 24 hours

ﬂ Unmonitored

A Alerts

B Data logging templates
B Plans

[ Authentication modes

M@ License keys

AR AN AR A A SN A

NAMANAA AN A T T T T e e N A AT A

Figure 12. General layout of Smart-Vue Pro Main
Menu
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Table 3. Main menu features
S.No |Description
1 Menu slide open

Navigation menu:

. Home
. Equipment
.Alarms
. Reports
2

. Data Logger
. Sensors
. Infrastructure
. Configuration
. Help

Sub-menu of additional features or Statistics
pane depending on the context.

Toggle the thumb tack to Pin or Unpin the menu
4 (keep it open or allow it to slide back

automatically).

The background color changes as you move your mouse over
each feature and when you select a feature.

12 | Using Smart-Vue Pro

Sub-Menu Indicators

Your system constantly monitors the health of all its
components to take an action if necessary. As you slide the
main menu on the left-hand side of the screen, sub-menus
with key indicators are displayed. Some icon colors vary
according to status, such as (Alarms) To acknowledge,
which turn from green to red when alarms need your
attention.

Equipment: This information pertains specifically to the
status of your equipment.

EQUIPMENT

Last alarm £k

Date and time last alarm
occurred on monitored
equipment

Number of pieces of
equipment with alarms

Alarms

Number of alarms on all
equipments within the past

24 hours

Number of pieces of equipment
currently not monitored

Last 24 hours

Unmonitored

Figure 13. Equipment

Smart-Vue Pro Monitoring Solution



Alarms: This information pertains specifically to alarms
detected by the system.

Number of technical
alarms in progress

Ongoing technical

Number of limit alarms
in progress

Ongoing limit

L " Number of alarms on
e o <_dry contact input

Sensors

Number of alarms to
be acknowledged

To acknowledge

Figure 14. Alarms sub-menu indicators

Data loggers: This information pertains specifically to the
status of your data loggers (i.e. not their sensors or equipment
to which they are assigned).

DATA LOGGER

Date and time of the last
alarm occurred on a data
logger

Last alarm

Number of data loggers
with alarms

Number of data logger
alarms within the past

Last 24 hours 24 hours

Unused

Number of data loggers
currently not used

Figure 15. Data logger sub-menu indicators
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Sensors: This information pertains specifically to the status of
the sensors on your data loggers.

Last alarm 4

Date and time of the
last alarm occurred on
a sensor

Number of sensors
with alarms

24 b Number of sensor alarms
Last 24 hours within the past 24 hours

Unused Number of sensors used
for data logging out of

the total configured

Number of sensors to
calibrate within the next

To calibrate 3 months

Number of sensors
currently used with
respect to licenses
allowance

License key usage

Figure 16. Sensor sub-menu indicators

Infrastructure: This information pertains specifically to the
status of your infrastructure devices, such as receivers and
smart remote contact or siren alert devices.

INFRASTRUGTURE

Number of
infrastructure
alarms within the
past 3 months

Number of
infrastructure
devices with an
alarm

Last 3 months

Figure 17. Infrastructure

CAUTION: If you pin these side-bars open and

A make changes in the main screen, such as
acknowledging an alarm or updating a license,
you must refresh the page (press the F5

or () for the changes to be reflected by the
various indicators
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Using Filters

Many Smart-Vue Pro screens include a Filters option at the
top of the display. You may use various fields and search
criteria to adapt lists displayed on screen or sort data in
different ways. Filters can be very useful for finding specific
information quickly or limiting long lists.

The Filters feature always works as described depending on
the context.

To use Filters:

1. Click Filters (1) and use the drop-down menu to choose
the information you want to display. The following examples
show the filters options on the Equipment and Sensors
screens:

Equipment (4) & "1 ()
Y Filters

Types Cticalty
VoAl v oAl v

Organizations
All

Display disabled equipment Q
R I N e e N SV Y NN Y SV AN eV SN SN SN VT O S VS S SV N N W A Y
Sensor: %)
Y Filters
Type Alarm status Calibration status Search
Al v Al o m o Display disabled

sensors

AT 2B SSRGSt PSS I s OSSP I L g P PN SN it gt P s f N 0SS

Figure 18. Filters

2. You may filter by entering text in the Search field.

3. Apply the filters by clicking the search icon (Q).
The list only displays items related to the criteria you
specified.

4. To clear the active filter(s), simply uncheck the selected
options and click the search icon (Q).

14 | Using Smart-Vue Pro
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Home Screen Overview

The Smart-Vue Pro home screen contains the equipment
monitoring dashboard which provides quick access to
information about the system. The home screen features two
display modes:

Plan View: Displays an image of the facility’s floor plan to
place the equipment you are monitoring according to its
physical location (see Placing Equipment on the Plan).

Watch mode: Allows you to visually check the status of all
the equipment and information such as the last recorded
reading, sensor status, alarm status and more.

You may choose your default view using the “Favorites”
bookmark, as shown below.

To pin your preferred view to your home screen, click the
desired bookmark (1) as shown:

thermoscientific  Sm

At At M @\ 4

B Plan view

Figure 19. Customizing Smart-Vue Pro home
screen

Watch Mode

The selected view is opened automatically the next time you
login to Smart-Vue Pro.

Plan View

Smart-Vue Pro enables you to load a floor plan for a quick
visual indication of where your equipment and devices are
located. The following is an example showing equipment at
various locations on the floor plan (1). For more details, see
Adding Plan Images.

thermoscientific  Smart-Vue Pro

Plan view  (ab2nd floor v BAutorefresh Lastrefresh 1

Figure 20. Viewing your sensors on a floor plan of

The Watch Mode screen shows the status of all the equipments your profile allows you to view. The thumbnails on the
dashboard provide an instant view of your equipment as well as the physical parameters recorded by your data loggers.
Enable Auto refresh (1) to update the data on your dashboard automatically every five minutes.

thermoscientiic Smart-Vue Pro a ‘@
1
4 Ve
Watch mode (4) B Auto ref®sh Lastrefiest: 11/19/2019 at 7:03 M ()
Y Filters
Cold room 1 Downstairs Samples Upstairs
Samples S Freezer Cold storage Ll Ambient roo
Los Angeles. - Southern M E Southern M Southern M
i 213z,
CO, S3% & -402 ¢ g 6o-c ==
6 935 %RH
6:48 AM 614 AW E:49 AM 6:48 AM

Figure 21. Overview of the Watch Mode

Smart-Vue Pro Monitoring Solution
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CAUTION: Actions and updates with respect to
A remote data loggers may not always be visible
instantaneously. For example, data transfer is
based on the configured transfer interval. You
may observe a reading on a Smart-Vue Pro data

logger screen that has not yet been transferred to
the system.

The color of the thumbnail reflects sensor status:

e Green: Equipment with sensors enabled and functioning
within programmed high and low alarm limits (if
configured).

e Red: All alarms are indicated in red. This includes low
limit alarms, high limit alarms, faulty sensors, and
technical alarms (low battery or wireless transmission
issues).

e Sensors that are not currently logging data are shown
with a hyphen in place of the sensor value.

Each piece of equipment is represented as a tile showing the
key details at a glance:

; >

Upstairs

Ambient [00. 5

Southern M...
3_’3 213 ce—-:
B4 A
6 53 .8 %RH
GcdE Abd

Figure 22. Equipment tile with key details

1. The color coding reflects the status of the overall
equipment. Green indicates that there are no alarms; red
indicates an alarm state.

2. Equipment name, type and associated organizational
structure.

3. Measurement icon displayed in color according to the
sensor status.

4. Latest reading with the color indicating sensor status.

e Thetime of the latest reading is indicated if within the
past 24 hours. Otherwise, click the tile for more
details.

e A““is shown in place of a value if the sensor could
not be read.

16 | Home Screen Overview

The same color-coding is also used in the detailed pop-up
pane described below. Click a tile to open equipment details
or sensor details:

1 2 3 6

P %

@) FOox-03k=
»

] . Ambient V
Thermo ING

ECX1-03

CX1-03 - E50F03000003
Min: 14.27 °C
Max: 26.91 °C

o
H 22.89 C Avg:19.05°C
MKT: -
11/19/2019 414 PM \
4 5

Figure 23. Summary display of selected equipment
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Table 4. Equipment Details

S.No |Description

Equipment name, type and associated
organizational structure.

Click the graph icon to view readings recorded

by the sensor(s) associated with this equipment
2 (measurements and events) or to download the
report in PDF, CSV or Excel format

(see Viewing Sensor Data).

The first line (top) indicates data logging name
3 and second line (bottom) indicates data logger
name.

Visual indicator of the connected sensor and
latest reading displayed in color according to

4 status (with or without an alarm). The date and
time of the latest reading are displayed as well as
the date and time of the alarm (if present).

Sensor Tile Display for Dry
Contact Input Sensors
(Smart-Vue Pro Duo / Quatro
Only)

In Watch Mode, dry contact input sensor tiles shows an icon
indicating the current configuration (as defined on the
Smart-Vue Pro Quatro data logger) with alarm colors
depending on the open-close state. Normal and triggered
states both show the icon corresponding to the “normal”
configuration.

If the dry contact input sensor is defined as “normally closed”:

Displays the detailed sensor graph or download
5 reading reports in PDF, Excel or Word format
(see Viewing Sensor Data).

If there are no alarms, a green \/ is displayed.
Otherwise, the number of alarms is shown in red
(low limit, high limit, technical alarm):

a1

6 The number increments with the number of
detected alarms.

Click the alarm counter to get more information,
acknowledge one or more alarms, or generate an
alarm report. This leads you directly to the alarm
management page (see Alarms & Alerts).

Click the detailed equipment pane to close the equipment
window.

If the system detects an alarm while you are checking your
dashboard, an alarm panel appears on the right-hand side of
the screen (1), with counters to indicate the number of pieces
of equipment with alarms. This feature alerts if there are any
critical incidents. Click the alarm panel to open the alarm
management window (see Acknowledging Alarms):

Watch mode (4) B Auto refresh Lastretresh: 25/03/2020 at 405 ()

Y Filters
Incubator Nitrogen level Nitrogen -Temp Refrigerator
o Interior Level NO2 E Standard
-.—-/ Commsense Commsense * Commsense Commsense
A EQUIPMENT

’ 85 - h 51 o Limits
Co; 2.7% o & -593<¢ o

i -°C 0 1 .l e

59PM 406PM 35PN O

Technical

Figure 24. Pop-up for alarm notification
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Freezer Freezer
§@ Site 23 §@ Site_23
R 1
or
e—e Normal Triggered

15:09

15:18

Figure 25. Normally closed

If the dry contact sensor is defined as “normally open”:

Freezer Freezer
§@ Site 23 §@ Site_23
[T M .-I

o~o Normal

16:02

or

oet+] Triggered

16:40

Figure 26. Normally open

Dry contact sensor configuration is covered in more detail in
Using the Smart-Vue Pro Dry Contact Input Sensor.
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Users

Smart-Vue Pro includes a complete user management
interface. When you create your company account in
Smart-Vue Pro (described in Creating your Smart-Vue Pro
Company Account), you also create the first user account.
That account has an “Application Manager” profile and is thus
allowed to control every aspect of the system,

its organization, and other user accounts.

Authentication Modes

Smart-Vue Pro supports several user authentication modes:

e Smart-Vue Pro’s own integrated user
authentication platform identifies users by their
user-name and password.

e An external authorization platform, namely
LDAP (Lightweight Directory Access Protocol)
identifies users by their corporate, network or system
login name and password. Generally used by large
organizations, this option provides consistent and
non-redundant user management while offering a
broader range of user permissions and password
control within corporate IT tools.

Default User Authentication
with Integrated Platform

In a default system, only the Smart-Vue Pro internal
authentication platform is used. To see the authentication
mode(s) used by your system, click Configuration Q - >
Authentication modes:

Authentication modes (1) ® )
Y Filters

Name = Description Type URL Users &

Internal internal Authenticati. Internal 1

Figure 27. Default Smart-Vue Pro authentication
platform

CAUTION: The internal authentication mode
A may not be disabled or edited in any way.
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Adding an External
Authentication Platform: LDAP

For your system to access an external LDAP authentication
platform, you must add a new authentication mode to
Smart-Vue Pro and configure it as described:

1. In the main menu, click Configuration 'a'ﬁ 2>
Authentication modes:

2. Click @ (Add mode) and the following screen is
displayed:

xCreate authentication mode
Name #
NewMode
Description

Your authentication system

URL*

https://othercustomdomain.com:5004

Figure 28. Adding an external authentication
platform

Name: Assign a name for the authentication mode.

This name is used as a reference by Smart-Vue Pro only
and must be unique within your entire Smart-Vue Pro
system. If the name is already in use, you will receive an
error message.

Description: Enter optional information in this field.

URL: Enter the exact URL for connecting to your
platform’s LDAP authentication agent.
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3. Click Connect. If the URL is correct and connection to
the LDAP authentication agent was established,
additional information is displayed:

i NN A INAN A LR AR A N LTSN,
URL*
https://othercustomdomain. com:5004

Type
LDAP

Options
Auto create users

Auto update users

LR AN Y APV oV BV SV Al ¥ PV NV W T W IV AT S e ¥ Y S e

Figure 29. Automatic options with LDAP

In this example, the authentication agent was identified as
LDAP, which has the following two options:

Auto-create users: \When users who do not exist in the
system try to login for the first time, the system creates them
automatically. They can login to Smart-Vue Pro and continue
with their regular credentials. Their user profile then shows
which authentication mode is being used (i.e. the name
assigned above in step (2)).

Auto-update users: \With this option, information from user
profiles is automatically updated based on information in the
external directory.

CAUTION: The user’s e-mail address must be:
A 1. Entered into the LDAP directory, otherwise
the user will not be imported.

2. Unique in the system (the same address
cannot be used more than once).

Editing an External
Authentication Platform: LDAP

You may edit an authentication mode that you have added to
the system (but not Smart-Vue Pro’s native authentication):

1. Click Configuration £} . =>» Authentication modes.

Smart-Vue Pro Monitoring Solution

2. To change information, click the Edit button ( ) on the
line containing the authentication mode you want to edit.

x
Edit authentication mode

Name *

LDAP

Description

URL*
http://localhost:5004

Type Hash
LDAP TGZGVmSYTUSHWKNIVXd2aU12emtnYS3gMkV
Options

Auto create users

Auto update users

Figure 30. Editing an external authentication
platform

If you change the URL to the authentication agent, the system
checks to make sure that the new URL corresponds to the
same agent as before. If not, an error message informs you
that the changes will not be taken into account.

Options for External
Authentication Platforms

Several options are available when you have configured one
or more external authentication platforms.

A

To access options for external authentication platforms
(LDAP):

CAUTION: You cannot edit or delete the
system’s internal authentication mechanism.

1. Click Configuration Qﬁ => Authentication modes.

Authentication modes (2) @
¥ Filters

Q

Name Description % Type URL

Internal Internal Authenticati. Internal 4

Figure 31. Editing an external authentication
platform
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°
2. Click the vertical dots ( @ ) (1) to access options:
[ ]

Synchronize: This option connects to your LDAP agent and
fetches all the users configured as Users or Application
Managers for Smart-Vue Pro and creates them automatically.
This allows you to include users in alert rule definitions even if
they have not yet connected to Smart-Vue Pro (which would
create those users upon their first login if you enable the
Auto-create option described previously). A message is
displayed to confirm the operation, informs you if any required
information is missing from any LDAP profile, or if the
connection could not be established.

Users T|

&
e |0 | -t

‘? Synchronize
-

@ Disable

@ Delete

Figure 32. Synchronize

Note: If, Auto-create user and Auto-update users are not
selected (see Figure 29), the synchronize button only
updates the status of already-existing users (Enabled,
Disabled, Expired).

Disable: Prevents associated users from connecting to the
system.

Delete: You may only delete an existing authentication mode
if there are no associated users.
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User Accounts

Creating a New Account

To add a new user account, login to Smart-Vue Pro with your
Application Manager account, or as a user whose application
permissions include Manage other users, and follow these
steps:

Users (1 <’
VICIO; )
Y Filters /
Last name = First n

Pt e st b 5 gt g AL g gL
Figure 33. Add new user

1. In the main menu, click Configuration Qa = Users.
You may either: Click @ (Add user) or click a user-name in the

list and then (Create from selected) to use an existing user
as a template for creating a new one.

2. The Create user window opens as shown below, with
fields either empty or already containing information,
depending on your choice in step 1:

x
Create user
ame ®
| Last name*
E-mail *
Username™

Internal ~

Job title User w

ves @l

PIN code
English ~ (UTC) Coordinated Universal Time ~
dd/MM/yyyy ~ 12h AM-PM ~ ‘c ~ , (comma) ~

Figure 34. User details
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3. Enter information to identify the user. The fields marked

with a red asterisk (*):
First name / Last name: Enter the first and last names.

E-mail: The user’s e-mail address, which is used to login
to the system and receive e-mail alerts and confirmations
sent by the system. Email id must be unique as per

21 CFR.

User-name: If you are using Smart-Vue Pro’s integrated
authentication, the user-name can either be the same as
the e-mail address or it may be a name that you enter
here.

CAUTION: When logging in, you must use
A the information in the User-name field.

If you are using an LDAP authentication agent, the
user-name is your regular corporate system user-name
(in the format: authentication_mode /username).

Authentication mode: This field enables you to choose
whether to use Smart-Vue Pro’s internal authentication
(based on user-name and a password) or an external
LDAP platform using the regular corporate system
credentials. The option specified when creating the
company account is displayed here by default.

When you select LDAP, a confirmation button is displayed
to test access directly from this screen.

Job title: Enter the role within the company.

Smart-Vue Pro Monitoring Solution

International phone: Enter the telephone number in
international format, with the prefix “+[country code]”,
such as: +14153817894. Do not include any extra digits
or leading zeros.

Expiration date: \When using Smart-Vue Pro’s integrated
authentication mode, you may set a date at which this
user account will expire. For external authentication
platforms, you may not change the expiration date here.

Expired accounts are indicated by this icon in the user
list sy

Profile: Two profiles form the foundation for defining user
control in the Smart-Vue Pro system:

e Application manager: Can control all aspects of
the entire system for your entire organization.

e User: This profile is assigned to all other accounts.
Most accounts in your system will be User accounts.
Additional control abilities are then assigned by an
Application manager or other authorized user on an
as-needed basis by activating system-wide
application permissions and/or creating organization
specific roles in sites and departments.

(See Organization with Sites and Departments),

offering flexibility.

CAUTION: When using external authentication
A platforms, you may not change the role directly

via Smart-Vue Pro.

Authorize PIN code: This option allows you to deter-
mine whether the user is allowed to perform actions that
require a PIN code:

e Acknowledging alarms via the Smart-Vue Pro data
logger screen.

e Acknowledging telephone alerts.

e Accessing advanced settings menus on the
Smart-Vue Pro data logger screen.

Indicates that you can have a PIN code.

Indicates that you will not have a PIN code.

PIN code: If you are authorized to have a PIN code, enter
4 digits into this field. For additional security, the system
will complete the PIN code with 2 additional random
digits after you close the window.

CAUTION: To see the full 6-digit code, open
A your account and select PIN code = Show.

Only the account holder can see their own full
6-digit code in their account. No other system
users, including Application Managers, can see
another user’s full PIN code.

Users | 21



Language: You may change the application language at
any time. Select your default language from the
Language pull-down menu.

Time zone: Select the time zone based on the
geographical area when first logged in.

Date format: Choose the date format to be displayed in
the application.

Time format: Choose the time format to be displayed in
the application. Readings can be displayed in 12-hour
(AM/PM) or 24-hour format.

Unit: Choose the unit of temperature to be displayed in
degrees Celsius (°C) or Fahrenheit (°F).

Decimal separator: Select the character (period or
comma) to use as a decimal separator in numerical
values in the Smart-Vue Pro display.

4. Click Save to create the user account or Cancel to
return to the previous screen.

5. The new user will receive an e-mail with a link to create
their new password. Upon their first login, they must
accept the Terms of Use and Privacy Policy Terms to
continue.

Terms and Conditions acceptance

I accept the Terms of Use and the Privacy Policy Terms.

Close

Figure 35. Terms and Conditions acceptance
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Summary of Profiles, Permissions and Roles

The table below summarizes system access according to account profiles, as well as functionality that can be granted using
roles and individual permissions.

Table 5. Access differences between Application Manager and User profiles

Profiles
User
Main-menu Sub-menu
Application | Default | Can be Can be
Manager added by added by
permissions | roles
Plan view n/a n/a
Home
Watch view n/a n/a
Equipment n/a n/a
Alarms n/a n/a
Operations Not Implemented
Reports Audit trail n/a n/a
Report Subscriptions n/a n/a n/a
Data Loggers n/a n/a
Sensors n/a n/a
Infrastructure n/a n/a
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Table 5. Access differences between Application Manager and User profiles

Profiles
User
Main-menu Sub-menu
Application | Default | Can be Can be
Manager added by added by
permissions | roles

Company n/a n/a n/a
Users n/a n/a
Roles n/a n/a n/a
Organizations n/a n/a
Time slots n/a n/a
Configuration Days off n/a n/a

A n/a
erts

Data logging templates Not Implemented

Plans n/a n/a
Authentication modes n/a n/a n/a
License keys n/a n/a n/a
Online help n/a n/a
About n/a n/a
Help
Release notes n/a n/a
Legal n/a n/a

Users may have view-only access to certain menu options without being able to perform actions related to them.
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Editing an Account

To edit any information in your Smart-Vue Pro system:

1. Click Configuration Qa = Users.

2. Click a line in the table to open the account.

3. The user identification window is displayed:

1

thermoscientiic  Smart-Vue Pro

x

Users (4
W@ Alfred Parsons
Y Filters
General Manager
Last name = Firstname $

Information
Anystown Jane

Role Authentication mode @  Username
Modjo Michael Application Manager Internal Alfred
T prne

Richards Robert a.parsons@southernmonitoring.com

Creation date Expiration PIN code

10/22/2019 2:37 AM - Show

Localization settings

Language Time zone

English (UTC-08:00/-07:00) Pacific Time (US & Canada)

Date format Hour format Unit

MM/ dd/yyyy

Figure 36. Details for selected user

4. The account status is indicated next to the

name (1): Indicates green if the status is OK; red if the
account is expired or blocked; or grey if the account is

deactivated.

Blocked account: If the account is blocked because the

2 8Q

Decimal separator
12h AM-PM c (Period)

user entered an incorrect password three times,

a padlock is also displayed next to the user’s name in the

user list:

User 8 svP

Figure 37. Account blocked after three failed

password attempts

You must reset the password to reactivate a blocked

account.

Expired account: If an account’s expiration date has
been reached, an icon is displayed next to the user’s

name and they will no longer be able login.

Users (6) (+)
¥ Filters

Last name 1=
A-User P

Figure 38. Expired user account
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To set a new expiration date for this user, you must login
with an Application Manager account, or as a user with
Application Permissions to manage other users, then Edit
the account.

5. To edit any information, click the button

in the top

right-hand corner of the window and edit the fields as

needed.

6. Click Save to save your changes or Cancel to exit this
screen without saving changes.

CAUTION: Changes made to an existing user:
A 1. The user's e-mail address cannot be

changed, as it serves as a unique identifier
for this user in the system.

If an external authentic mode (LDAP) is being
used by the system, and the option “Auto-
update users” is activated, then some user
information presented here may not be
modified. If you change the Authentication
mode, test the user’s account validity by

clicking on the test button:.

Changes take effect the next time the user
logs in to the system.

An account cannot be deleted, it can only be
disabled (and then hidden). For traceability
reasons, it is not possible to delete a user
account from the system.

Assigning Application
Permissions to “User”
Profile Accounts

“Application permissions” enable people with User profile
accounts to perform a variety of different application-wide
actions that apply to the entire system. These permissions
may be assigned by an Application Manager to a limited
group of people within an organization, as they enable
significant changes to be made regarding global operation.
Application permissions are therefore assigned at the
individual account level and generally only on an as-needed

basis.

CAUTION: People who do not require these
A global application-wide permissions can be
granted rights to perform many other “day-today”

actions within their site or department within the
organization (described in Adding User Roles).
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To assign application permissions to an account with a User
profile:

1. Login with an Application Manager profile.
2. Click Configuration =»Users.
3. Click a line in the list open a user’s account.

4. Click Options =» Edit application permissions.

x
Edit application permissions

F\)JC ication permissions
Manage data loggers
Manage infrastructure
Manage users
Manage plans
Manage time slots

Manage days off & weekends

Figure 39. Editing application permissions for a
user account

You can assign the following application permissions:

Manage data loggers: Adding, deleting and modifying data
loggers.

Manage infrastructure: Adding, deleting, and modifying
infrastructure devices such as receivers/gateways, wireless
sirens, and wireless dry contact controllers.

Manage users: Adding, deleting, and modifying user
accounts, including contact information and password reset.

Manage plans: Adding, deleting, and modifying floor plan
images used to identify equipment locations.

Manage time slots: Adding, deleting, and modifying the
time slots used in alert rules.

Manage days off & weekends: Adding, deleting, and
modifying workdays and other days used in alert rules.
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Note Regarding Notifications
Related to Account
Permissions

The above permissions grant application functionality on a
system-wide level to a specific user. Smart-Vue Pro web
application displays a warning message if that user makes
changes that represent a potential conflict with current
configuration elsewhere in the system. Nonetheless, the
system does allow the user to make the change.

For example:

e Ateam in your California laboratory uses a plan image to
identify data logger location at their site.

e Auserin Sweden with “Manage plans” permissions can
delete that plan image from the system, but a warning
message is displayed.

The same principle applies to the other application
permissions, which could enable users to impact current
configurations elsewhere in the system.

The benefit of this feature is that it enables the main
Application Manager(s) to grant limited administrative roles to
some user accounts. As with any computer system, these
permissions must be granted only on an as-needed basis to
qualified people.

Updating Contact Details

CAUTION: If you want the user to receive alert

A notifications by e-mail and/or SMS, you must first
assign the user to a Call Group as described in
Alert Rules with Users.

To edit contact details for a user associated with an alert rule:
1. Click Configuration = Users.
i 9 &,

2. Click aline in the table to edit that user’s account.

3. The user details appear at the right of the screen.
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4. Click Options e =»Edit contact information.
™

X
@ Test ., @ Edit application permissions
Qb Edit localization settings
nformation %, Edit contact information
Profile Authent
User Internal G Edit photo
E-mail

B Reset password
testautomationsvp@gmail.com

Expiration PIN codt Turn on Out of Office

13/04/2021 5:35 AM )
@ Disable

Figure 40. Accessing contact information

Enter the telephone numbers and/or e-mail addresses for the
different types of alerts you have configured, as described in
Configuring Alert Rules.

Edit contact information

E-mail

testsvp@gmail.com

> @ shift] - Shift1a

Save

Figure 41. Editing contact information

Table 6. Editing Contact Information

Sl. No |Description

All time slots used in alert rules for this user are
1 displayed. In the above example, there are
three time slots.

An icon is displayed wherever required
information is missing. The user in the above
screen is associated with an alert rule for voice
2 and SMS/text message, so that information
must be entered here. Telephone numbers
must be entered in international format using
the “+” sign and country code prefix.

You may add up to 3 email addresses for each

time slot by clicking on Add ('3}3').
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Smart-Vue Pro Alert notification via voice
messaging works with all types of phones in
many regions. SMS/text messages are
supported on most mobile phones.

A

2. Remember to enter the “+” sign and country
code prefix for both your mobile and land-line
phone numbers.

3. You cannot disable a user account if that
user is associated with an alert rule.

CAUTION: These fields are independent from
A any external authentication (LDAP) platform

information.

Changing your Own
Password (with Integrated
Authentication)

CAUTION: This section does not apply to users
A in systems using external authentication (LDAP).
The audit trail is updated to reflect a password

change, unless the new password and existing
password are identical.

Users can change their own passwords.
To change your own password:

1. Click your user profile in the upper right-hand corner of
the screen then click My Account.

2. Your account window opens directly.

°
3. Click Options (e) in the top right-hand corner of the
™
window and select Change password.

4. Enter the new password and re-type it in the second field
to confirm.

5. Click OK to save your changes or Cancel to return to the
previous screen.

CAUTION: Passwords should be at least

A 8 characters long and contain a combination of
upper-case and lower-case letters with at least
one number and one special character.
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Resetting Another User’s
Password (with Integrated
Authentication)

Users with Application Manager rights can initiate a password
reset for other people but cannot set the password for
someone else. In all cases, users must set up their own
passwords.

To change a password:
1. Click Configuration (QQ) = Users.

2. Click the user profile for which you want to reset the
password. The user details appear at the right of the
screen.

°
3. Click Options (@) at the top right of the form and select
[ ]
Reset password.

4. Inthe password reset window, click Yes to proceed with
the change or No to return to the previous screen:

Reset password *

Sending the password recovery e-mail does not reset the password until
instructions are followed
Send anyway?

Yes

Figure 42. Password reset confirmation

5. The password recovery email is sent to the user with
instructions to reset the user password as shown below:

thermoscientific

Smart-Vue Pro

Reset password
Email *

user@your_companyname.com
Choose password *

Confirm password *

Figure 43. Resetting a user's password

6. The change is taken into account when the user clicks
OK.
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7. The regular login screen is displayed the next time the
user logs in and user is prompted to enter the new
password. The user cannot login without changing the
password.

Note: If the user’s account is not locked or expired, it is still
possible to connect even if the password has not been
reinitialized.
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Personalizing an Account
Picture

Smart-Vue Pro can personalize your display with a profile
picture when you are logged in to the system. The picture is
shown in the upper right-hand corner of the screen.

Picture recommendations:
e  Maximum size: < 1 MB
e JPG or PNG format

To add a picture:

1. Click your user image (| ) in the upper right-hand

corner of the screen, then click MyAccount to open your
profile directly (or click Users in the left-hand menu and
select your name in the user list).

°
2. Click Options (@) in the top right-hand corner of the
°
window and select Edit photo.
3. Click Choose file:

x
Edit photo

Figure 44. Selecting a profile picture

4. Browse your computer to locate the image you want to
use and then click Open.

5. Theimage is uploaded and displayed in Smart-Vue Pro.

x
Edit photo

+ Choose file

Figure 45. Deleting a profile picture
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6. Click Send to save your changes and update your
account.

7. To delete the picture linked to the user account,

click ( ) in the screen shown above.

User Details Overview

To view/edit your general account information:

1. Click your user account image @ in the upper

right-hand corner of the screen, then click My Account.
The screen contains two main sections:

Information: This section indicates the status of your
account (Active / Inactive), its creation date and expiry
date (if entered), your user level, the language selected
and the PIN code to be typed on a Smart-Vue Pro data
logger screen to acknowledge alarms. You may edit this
information by clicking on the Edit icon ( ).

Localization settings: Display format for time zone,
time format, date format, measurement unit, and decimal
separator. You may edit this information by clicking

Options (:) =>» Edit localization settings.
°

2. Click Save to record your changes, or Cancel to return
to the previous screen without saving changes.
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Adding User Roles

Overview: Role Permissions vs. Application Permissions

As mentioned previously, most user accounts in your system are created with a “User” profile. This account profile starts by
giving people view-only access to specific parts of the application. Remember, the “Application manager” profile is generally
limited to a few super-users who need complete access to every aspect of the application.

CAUTION: Users with a user profile must be given rights within the organization in order to view and manage
A configured equipment or data logging information.

For individual users, you may assign application-wide permissions as described in Assigning Application Permissions to
“User” Profile Accounts in order to give those people more administrative abilities in terms of system set up and
management.

Nonetheless, people with a “User” profile account often need to manage a variety of day-to-day tasks, typically within their part
of the organization (described in detail in Your Organization). Smart-Vue Pro web application therefore enables you to create
different roles that can be assigned to those accounts for this purpose.

Role permissions enable you to fine-tune responsibilities and application access within your organization for:
e Managing the organization

e Start and stop data logging

e Acknowledge alarms

e Manage alert rules

e Manage metrology parameters
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Creating New Roles

Roles are used to allow people with user-level accounts to
perform to a variety of different actions that can be
considered as “daily” types of actions. Roles are assigned to
people as they are associated with sites and/or departments,
and a person may have different roles in different parts of the
organization. For example, they could be limited to viewing
information in one department and only be allowed to
acknowledge alarms in another.

Smart-Vue Pro starts with three default roles: Manager,
Acknowledger and View only. Only Application managers
can add or customize user roles.

To add a new user role and assign permissions:

1. In the main menu, click Configuration aﬁ => Roles.

2. Then click @ (Add Role):

Roles (3) %)

O

Name 2 Description T}

Acknowledger Authorized to acknowledge alarms 7
Manager Authorized to manage equipment and data logging /7

View only Authorized to view items without making changes /

Figure 46. Available user roles

3. The Create Role window opens as shown here:
x
Create role

Mame *

Description

Permissions

Manage organization / equipment
Start data logging

Stop data logging

Acknowledge alarms

Manage metrology parameters

Manage alert rules

Figure 47. Adding a new user role
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Fill in the fields as required:
Name: Enter a name for the new user role.
Description: Enter a description for the user role (optional).

Permissions: The permissions listed here define what a user
is allowed to do in one or more parts of the organization.

To grant permissions, check the permission(s) you want to
assign to the role:

Manage organization: The user can set up and configure
the system’s organizational structure and include other users
as allowed.

Start data logging: The user can start data logging for
equipment.

Stop data logging: The user can stop data logging for
equipment.

Acknowledge alarms: The user can acknowledge alarms.

Manage metrology parameters: The user can update
calibration settings.

Manage alert rules: The user can create, edit, and update
alert rules.

To assign all these permissions at once, click the check box
above the rights list, which selects all check boxes.

4. Click Save to apply your changes or Cancel to discard
your changes. Here is an example after adding a
“Calibration” role.

Roles (4) #)

Q

Name 12 Description 14

Acknowledger Authorized to acknowledge alarms e
Manager Authorized to manage equipment and data logging rd

View only Authorized to view items without making changes rd

Calibration horized to manage calib ]

Figure 48. Custom role displayed in role list
Once the role is created, you may use it when assigning users

to sites and departments in your organization, as described in
Adding a Site.
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Your Organization

Updating Company
Information

You may update all company information at any time, except
for the main contact e-mail address.

General Information

To update your company account:
1. Click Configuration Qﬁ = Company.

Company

123456

Figure 49. Company account information

2. Fillin the required fields (marked with *) as appropriate.
Company name: Enter the name of the company.

Platform: This unique company identifier is filled in
automatically based on the company name you enter.

Company address: City, Postal code, Country, International
phone number: enter the relevant information for your
company.

CAUTION: Make sure you enter the telephone
A number in international format, with the prefix
“+[country code]”, such as: +14153817894.

Do not include any extra digits or leading zeros.
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The following settings apply as a default for your system.
They can be overridden by each user’s individual settings for
local operation and display purposes, but this information is
used as a common reference for the company in case users
have conflicting profile settings for shared actions.

For example, if you have e-mail alerts sent to user in different
regions, English could be the default company language for a
same alert message.

Language: Choose the desired default language for your
company. Users are free to choose their personal preference
at any time.

Time zone: Select the time zone based on the primary
geographical area for the company.

Date format: Select how dates are displayed in the
application.

Time format: Select how time is displayed in the application.
Readings can be displayed in the 12-hour (AM/PM) or
24-hour format.

Unit: Temperature can be displayed in degrees Celsius (°C)
or Fahrenheit (°F).

Decimal separator: Select the character to use as a decimal
separator in numerical values.

Logo: If you want to add a logo image for your company,
click Choose file (JPG or PNG format, maximum size 1 MB).
This image will be used in a future release to personalize
application features.

3. Make the desired changes directly in the form and then
click Save to save the information.
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Managing License Keys

Access to Smart-Vue Pro is based on one or more service
subscriptions linked with the number of sensors in your
system. The following services require a subscription:

e Smart-Vue Pro web application and all integrated
features (including 24/7 alerts by e-mail only) for a
specified number of measurement points.

e Smart-Vue Pro Alert notification system, an
additional service that provides 24/7 alert notification
by telephone voice call and/or SMS-text message
(to a cellular telephone).

CAUTION: Contact an authorized Thermo
A Scientific representative for more information.

When you sign up for one (or both) of these subscriptions, you
will receive the associated voucher number(s) to enter in
Smart-Vue Pro.

Smart-Vue Pro Monitoring Solution
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To view information about your Smart-Vue Pro Solution
or add a new license key:

1. Click Configuration (QQ) = License keys.

This page shows information related to your licenses,
such as activation key codes and expiration dates. The
Thermo Scientific technical support team may ask you to
provide this information if you contact them for
assistance.

2. To enter a new voucher number, click (@) (Add

license key).

License keys (1) # <

License key Product Description Expiration |=

29/01/2022

XXX XXXXXXXXX-GWDAA-YGSCU Smart-Vue Pro | 20 measurement points

Figure 50. Adding a new license key

3. Enter your new voucher number in the pop-up window:

Add license key x

License key *

Save

Figure 51. Entering the new license key humber

4. Click Save to register your license or Cancel to discard
changes and return to the previous screen.

5. Once the license key is registered, the activation key
number is shown in the table along with the license type
and expiration date.

License keys (1) @ )

License key Product Description Expiration |

OO XXX-CWDAA-YGSCU Smart-Vue Pro | 20 measurement points 29/01/2022

Figure 52. Monitoring system’s licenses
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Renewing or Expanding your
Current License

If you need to renew one of your licenses or upgrade your
current license (such as to expand the number of authorized
measurement points), simply click Add license key and enter
the new license number as described earlier in Managing
License Keys.

License Expiration Email
Reminders

As the expiration date for any of your licenses draws closer, a
reminder is displayed in the Notifications menu (‘)) as
shown here:

Py o
A 0 to acknowledge
-
: i 0tocalibrate J

v P 1torenew b

“Pro | 20 meast

VeI pon i stmasd ™ Pt 15 st s .. FHOHZPR s+ 1
Figure 53. Reminder to renew license

Q 13/20 measurement points 1

This reminder is displayed, and the first e-mail is sent starting
90 days before the license expiration date.

The e-mail reminders are no longer sent after 7 days following
expiration.

Lines containing license keys that have reached their
expiration date are shown in Grey with italic text:

License keys (2) ® ()

Licence key Product Description Expiration «

XXXXKXXKXXXXXXK-XXXXX-CWDAA-YGSCU Smart-Vue Pro 20 measurement points 10/21/2020

XXXXXXXXXXXXXXXXXXXX-LMDAA-QN3FU SmartVueAlert 10/29/2019

L A Y Y Y SN o VSV GV S AV S eI SN A I e S e eV e Y e e

Figure 54. Expired licenses indicated in Grey

CAUTION: E-mail reminders are sent regularly
A up until the expiration date, and slightly after, as
follows:
e 90, 60, 30, 21, 14, 7 days before expiration.
e On the expiration date.

e Once a day for 7 days after expiration.
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Renewing an Expired
Smart-Vue Pro License

If your Smart-Vue Pro license expires, you will not be able to
connect to the system unless you enter a new license key.

If you attempt to log in to a company account whose license
has expired, you will see this screen, prompting you to enter a
new license key:

License keys(2) @ 0

Licence key Product Description Expiration «

XXXKKXXKXXKXXKXXKXX-GWDAA-YGSCU

Smart-Vue Pro 20 measurement points 10/21/2020

XXXXEXKXKOXKXKOXXXXCLMDAA-QNFU | SmartVuedlert 10/29/2019

(VAN AY VN Y Y LR eV VI VAV WY N Y U S VL Y YN VT A VA

Figure 55. Entering a new license key for an
expired company account

To continue, you must enter a new license key.
Contact the Smart-Vue Pro representative to obtain a new
key. Enter the new key and click Save to login.

Organization with Sites
and Departments

The Smart-Vue Pro monitoring system is comprised of one
Organization, which may be sub-divided into Sites and
Departments. This feature enables you to create a logical
hierarchy for managing your system based on geographical,
operational or any other criteria that may be useful to you.

For example, you could create a hierarchy as shown in the
following figure:

-
Organizations €3 ¢ ’/:
A4 =] Southern Monitoring \
~ € Los Angeles laboratory i
“asEngineering ?
“a>Upstairs /(

~ € New Jersey facility (:
“asLogistics ;
asMetrology ;f

€ Paris hub j

€, Stockholm offices ;

ROV Y S SN ST NS S S L WA

Figure 56. Creating a hierarchy that is appropriate
for your organization
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Users, equipment and infrastructure devices are assigned to
the various entities in the overall organization. Users may even
have different roles in different parts of the organization such
as someone who is a manager in the Los Angeles laboratory
but has view-only rights for the facility in New Jersey.

CAUTION: Equipment and infrastructure devices
A (such as receivers) can only be assigned to one

entity in the hierarchy.

An organization can have from one to three levels
(Organization, Site and Department). There is no requirement
to create sub-divisions with this feature, though it tends to
make management much more intuitive than a “flat” structure.
You may associate users at whichever level of the
organization works best for you. Here are three examples:

|

Figure 56a. Sample organizational structures with
users assigned at level 1

s User 1

e User 2

Organization

User 3

7

S User 4

Figure 56b. Sample organizational structures with
users assigned at level 2

Department 1

Organization

Figure 56¢. Sample organizational structures with
users assigned at level 3
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Adding a Site

To add a new site:
1. Click Configuration (QO) =>» Organizations.

2. Click the name of your company account and then click
Add site (1).

Organizations (-2 ¢

Ad -J Southern Monitoring Users (2) Equipment Infrastructure
+ € Los Angeles laboratory
Name = Email & Profile & 9

‘& Engineering

‘& Upstairs Alystown Jane j.anystown@southernm_. | Acknowledger ,®
~ € New Jersey facility

Parson\Alfred a parsons@southernmo... | Manager
“&Logistics
“&Metrology
€ Paris hub 1

€ Stockholm offices
Figure 57. Adding a new site

3. Enter a name for the new site in the pop-up window and
click Save.

Parent: & Southern Monitoring

Name*

Save

Figure 58. Entering the new site name

The new site appears in your organization’s tree structure.
You may click ¢3) G2 or the triangles (W) in the tree to
expand and contract the view.

Adding a Department

1. Click Configuration (Qﬁ) =>» Organizations.

2. Inthe organization’s tree structure, click the site and then
on Add department (2):

Organizations 3 (2 1
~ [ Southern Monitoring /
[#] Los Angeles laboratory S0
» € New Jersey facility
€ Paris hub

€ Stockholm offices

Figure 59. Adding a new department
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3. Enter a name in the pop-up window for the new
department and click Save:

Add department &

Parent: € Los Angeles laboratory
Name *

Anaheim

Cancel Save

Figure 60. Entering the new department name

The new site is listed in your organization’s tree structure:

Organizations 2 G2
-8

¥ €» Los Angeles laboratory
“arAnaheim

2 7 o, NP RSO FAPUTAL o oo piset st it o

Figure 61. Organizational structure

Editing / Deleting a Site or
Department

To manage different sites and departments, click the desired
node in the organizational structure and use the available
options:

New To add a new site or department, click .
Delete To delete a site or department, click @

Edit To edit a site name, click . Modify or enter a new
name and click g to confirm your changes.
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Assigning an User in your
Organization’s Hierarchy

When you first start, you have one organization with the
Application Manager — the user who created the

account — listed as Manager (roles are discussed in the
previous chapter). Application managers are associated

automatically with all the nodes in the organizational structure.

Those users cannot be removed.
Other users must be added here.

You must first create users (see Users) in order to add them
to your sites and departments.

To associate a user with the organization or a site or
department:

1. In the Configuration =» Organizations menu,

click Associate users (@) (1).

Organizations ¢ ¢ 1
~ @ Souther Monitoring Users (2) Equipment astructure
re
+ © New Jersey facilty Name = Email ¢ Profile ¢ [+)
& Logistics Anystown Jane j )
& Metrology
© parishub Parsons Alfred aparsons@southernmonitori.. | Manager
© stockholm offices

Figure 62. Adding a user to a department

The Associate user window opens as shown here:

Associate users *

Selected users will be associated with Los Angeles laboratory with selected role.
Role *

Acknowledger ~

Available Selected

Q ) Q
>

Modjo Michael (com@wanadoo com)
»

Richards Robert (r.richards@southernmonitor..

<

«

Figure 63. Associate user window

2. Depending on the department to which the user is
assigned, select the role you want to assign to them
using the Roles drop-down list. A role determines the
actions that the user can perform and the objects that
they can manage in Smart-Vue Pro.
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There are three user roles by default:

e Acknowledger: This user profile allows you to
acknowledge alarms issued by the system for the
sensors they are monitoring. You may also disable
those sensors, if necessary.

e Manager: A Manager can access all application
features and manage other users.

e View only: User rights are limited to viewing only.
These users do not have access to management and
configuration windows.

Other roles may be added, as described in Adding
User Roles.

Add users to your organization:

Available: Select a user from the list of Available users.
Then click » to move the user to the list of Selected users
on the right-hand side.

To select multiple users at a time, press and hold the Ctrl
key and click each of the users you want to select. Click
» to add them to the list of Selected users. To select all

available users, click yy.

Selected: To remove an user from your organization,
click that user in the list of Selected users and then click
¢ to move the user to the list of Available users on the
left-hand side.

To remove multiple users, press and hold the Ctrl key
and, while holding down the key, click each of the other
users you want to remove. Click ¢ to move them to the
list of Available users on the left.

To remove all users, click ¢¢.

Click Save to save your changes or Cancel to exit this
screen without saving changes.
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Viewing Equipment and
Infrastructure in your
Organization

The table on the Organizations screen also contains tabs (1)
that you can use to list Equipment and Infrastructure assigned
to sites and departments.

The example below shows the equipment and infrastructure
elements assigned to the “APAC_Site” site:

Organizations

~ @ Thermo-Vandv Users

Equipment (2) Infrastructure
A #] APAC Site /40 Designation ~ \Jype ¢

&5Cold Storage

Chamber_1 LN2
48sLab 01
O Freezer Refrigerator
v Atlanta
Organizations
- E Thermo-VandV Users Equipment Infrastructure (1)
A #] APAC Site /40 Designation = Type ¢

“&»Cold Storage Infrastructure_1

@ smartVue Pro LoRaWAN
0008004A6A06

2a8Lab 01

Figure 64. Listing the equipment and infrastructure
in your organization

Site Plan Images

Smart-Vue Pro allows you to visually place your equipment on
floor plan representing the layout of your organization.

Plans are useful for identifying the locations of the sensors
associated with the equipment you are monitoring. You may
add as many plans as required.

To add a plan:

1. In the main menu, click Configuration Qﬁ => Plans.

2. Click Add plan (@) to import a plan image.

Plans (1) ®

Q

Name = Equipment Description

Lab 2nd floor 0 7®

Figure 65. Managing plans
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The create plan window opens as shown here:

x
Create plan
Name*

Description

Figure 66. Adding a new floor plan

3. Enter a name for the floor plan in the Name field.

4. You may add a description in the Description field
(optional).
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5. Click Choose file and select the desired image of your
premises (JPG, PNG or GIF format up to 1 MB maximum
size). A preview image is displayed after you load the floor
plan:

x
Create plan

Name *

Building 1 Floor Plan

Description

Save

Figure 67. Adding a new floor plan

6. You may click the thumbnail image to open the enlarged
floor plan.

7. Click Save to add the floor plan to your system, or Cancel
to close this window and discard your changes. You may
add as many floor plans as required.

Editing or Deleting a Plan

You may edit (replace) or delete plan images from your
system by clicking on the icons on the right-hand side of the
screen:

Plans (1) @ )

Name 1= Equipment Description

Ground floor 0 7®

Figure 68. Editing or deleting an existing plan

Edit: Allows you to change the name, description, or plan
image as described in the previous section.

Delete: Allows you to delete the plan from your system.
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Placing Equipment on the Plan

Once you have loaded one or more floor plan images, place
the equipment on the image according to its physical location.

To place equipment on the plan:

1. Inthe main menu, click Equipment (E).

2. Select the equipment you want to place on the plan.
The equipment details are shown on the right-hand side
of the screen.

°
3. Click Options (@) in the upper right-hand corner of the
°
equipment window and then click Edit location.

4. Select the desired floor plan using the Plan drop-down
list to display a larger image.

5. Place your equipment by clicking the desired location on

the image. The blue location pin (9) moves to show the

new position (1). The grey pin represents the previous
equipment position, which disappears after you save the
new equipment location.

x
Edit equipment location

Plan

Building 1 Floor Plan

AN NN G N N

Figure 69. Placing an equipment on the plan
If you want to remove the equipment from the image, you may
click the Remove association button (a).

6. Click Save to save the equipment location (or removal) or
click Cancel to return to the previous screen without
saving the changes.
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Infrastructure Devices

This section allows you to add different infrastructure
components that comprise your monitoring system such as a
LoRaWAN receiver, Smart Siren (alert device) and

Smart Remote Contact (alert device), etc,.

Your LoRaWANT™™ receiver connection must be up and
running in order to interact with data loggers and other
infrastructure devices. That is, your receiver must be installed
and configured to communicate with your Smart-Vue Pro
system as described in the appropriate user guide.

Adding Infrastructure

Follow these steps to add a new component to the system
manually:

1. Click Infrastructure in the main menu and then

click @:

<
Infrastructure (1) @ <
4

Y Filters 7
- /

Designation = Ident}

R N N e B Y AW Y AV eV ey S

Figure 70. Click to add infrastructure
The Create infrastructure window opens as shown here:

>
Create infrastructure component

Type

Mode ID * Smart-Vue Pro LoRaWAN ~

Name * Inventory code

Organization *

Southern Monitoring ~

Description

Trigger alarm after minutes without communication.

Save

Figure 71. Adding infrastructure details
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2. Enter the details of the infrastructure element.
Fields marked with a red asterisk (*) are required:

Serial number/Node ID: Enter the serial number on the
back of your infrastructure element (device).

The system identifies the element based on its serial number.
If you enter an incorrect serial number, a red exclamation
mark is shown in front of the corresponding field. Check the
serial number and try again. If the problem persists, contact
technical support.

Type: For infrastructure elements, the Type is selected
manually. It is therefore essential to enter the correct identifier
(e.g. serial number, node ID). If the type does not correspond
to the entered identifier, the application cannot communicate
with the device.

CAUTION: If you enter an incorrect serial

A number, the system automatically changes the
selected Type as needed upon the first
connection.

Name: Enter a name for the infrastructure component.
This name is used as the reference in all lists.

Inventory code: (Optional) Enter the inventory code of the
infrastructure element for information purposes.

Organization: Use the drop-down list to select the
department to which the infrastructure element is associated.
It may be helpful to associate topology with an infrastructure
element to target precise alert management and alarm
acknowledgment rights.

Note: To add other departments, follow the procedure
described in Organization with Sites and Departments.

Description: (Optional) You may enter a description of the
component for information purposes.

Trigger alarm after: Check this option and enter the delay
(in minutes) after which the system will trigger an alarm if the
infrastructure component is not responding. This mechanism
ensures early notification in case of problems or a
communication error.

3. Click Save to save your infrastructure component, or
Cancel to close this window without saving changes.
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Editing Infrastructure

To manage existing infrastructure, use the following options:
1. In the main menu, click Infrastructure.

2. Click aline in the table to view or edit the desired device.

J E51100000000

Clean room siren

Type Inventory code

Smart Siren

Figure 72. Editing infrastructure details

3. Click Edit (
edit information directly as necessary.

) on the right-hand side of the screen and

°
4. Several other functions are available under Options (e):
™

Options | Category Description

@ Alarm

history Click to disable the

siren’s functionality (in
the Infrastructure list, a
filter enables you to
display or hide disabled
infrastructure).

You may use this
function to simulate an
alarm as described in
the previous section

‘ Simulate

an alarm

Opens the Alarm list to
see any alarms involving
this device (a filter is
applied to show
“Infrastructure” with the
siren’s serial number)

@ Disable

Options

(o)
[ ]

Click to remove the
siren from your system.
The siren is marked as
“removed” in the
Infrastructure list. If you
wish to restore the same
siren, you must create it
again by entering the
serial number.

® Remove

Refreshes the
infrastructure

( ) Refresh |’ ) .
information window.
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5. Click Save to keep your changes or Cancel to return to
the previous screen without saving changes.

Adding a LoRaWAN
Receiver as Infrastructure

LoRaWAN wireless technology is a key feature of the
Smart-Vue Pro system.

In terms of configuration, the LoRaWAN receiver is entirely
configured on the receiver itself, as described in the
Smart-Vue Pro LoRaWAN Receiver User Guide, which you
may access online via the Help menu of the Smart-Vue Pro
web application. That is, the receiver contains its own
configuration interface, which includes information on sending
data to your Smart-Vue Pro system.

You are not required to configure the receiver via the
Smart-Vue Pro web application. However, if you do not add
the receiver to your Smart-Vue Pro infrastructure via the web
application, then you will not receive alerts in case a technical
problem arises.

CAUTION: Even if it is not technically required to
A add your LoRaWAN receiver as infrastructure via
the Smart-Vue Pro web application,
we recommend that you include it along with

your other infrastructure devices in order to
receive technical alerts in case of any problems.
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Data Loggers

The features described in this section are reserved for
application managers.

Adding Data Loggers

Adding a Data Logger
Manually

Follow these steps to add a Smart-Vue Pro data logger to the

system manually:

1. In the main menu, click Data Loggers (a) and click @

to enter all the details for a new data logger, or ‘ to use
the selected data logger as a template for the new one

(1):

-

Data loggers (4) ® @ ® j
N b
Y Filters <
hS

2

Type = >

lSmarT-Vue Pro Quatro | SVP-1 ;
D R o T B A > o™ L AT asr)

Figure 73. Data logger management window

The Create data logger window opens as shown here:

x
Create data logger

Serial number * Type

[

Name * Inventory code

Organizations *

Description

Save

Figure 74. Data logger management window
before entering the serial number
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2. Asyou type in the data logger serial number, additional
fields are displayed:

Create data logger

Serial number * Type

ES0C100

Name *

SVP-Quatro-2 Inventory code
Organizations *
~
Description
Trigger alarm after minutes without communication.
Trigger alarm after minutes in battery mode.

Figure 75. Adding a new data logger

3. Fill the data logger details as required. Options are
displayed according to the type of data logger. The fields
marked with a red asterisk (*) are required.

Serial number: Enter the serial number from the from
top of data logger / from the information screen of data
logger. If you enter an incorrect serial number, a red
exclamation mark is shown in front of the corresponding
field. Check the serial number and try again.

Contact technical support if the problem persists.

Type: This information is assigned automatically by the
system based on the serial number you enter.

Name: Enter a name for the data logger. This name is
used as the reference in all lists.

Inventory code: (Optional) You may enter an inventory
code for the data logger for information purposes.

Organizations: Data loggers must be assigned to one or
more nodes in your site organization. If you assign them
to the root of your organization, all users can see them.
If you assign them to a specific node, only the users
assigned to that node will see them. This helps keeps
individual people’s dashboards relevant for their daily
work. Site organization is described in Organization
with Sites and Departments.
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Description: (Optional) You may enter a description of
the data logger for information purposes.

Trigger alarm after: These settings help ensure early
notification in case of communication errors or power
failure:

[##] minutes without communication: This option
determines how long the system waits before triggering
an alarm if the data logger is not communicating.

[##] minutes on battery mode: This additional
checkbox is displayed if the type device you are creating
also runs on battery power. The alarm is triggered after
the specified number of minutes after the device switches
to battery power (i.e., due to a power failure).

CAUTION: Alarms are always sent in real-time,
A without waiting for the programmed transfer

interval.

CAUTION: It is a general practice to allow
A 3 communication failures before triggering an
alarm. You may then control how to handle

notification for communication problems as
described in Alert Notifications.

4. Click Save to save the data logger in the database.

Before any communication takes place, the data logger is
shown as follows, without any sensors:

* ‘E” E40C01045

Smart-Vue Pro Quatro - Test

Waiting for data logger communication

v 20 min
Sen30|s(03@<—1

Designation Ranges @ Latest value

No results

Figure 76. Freshly added data logger

5. On your Smart-Vue Pro data logger: Tap the screen to
open the menu and click Sensors =» Refresh sensors
to detect physically connected sensors and ensure that

the data logger is up-to-date internally before continuing.

Smart-Vue Pro Monitoring Solution

6. Inthe Smart-Vue Pro web application: Click Refresh

sensors on device @ icon (1) (above) to communicate
with the data logger and update the screen with the latest
information.

(mm| E40C0104576F
L 7
e mart-Vue Pro Quatro - Lab 1st floor

Firmware version Last activity Last receiver
240 10/22/2019 6:46 AM

Vv @§100: 20 min

Sensors () ©)

Designation ¢ Ranges @ Latest value
" gﬁ’i‘?ZOOODGDMM E i ;gggg R ®
I 2o mee B F o ®
[ ikaivie it Z\ § e ®
[ =

Figure 77. Example of data logger information
after refresh

Adding a Data Logger with the
Same Settings as an
Existing One

If you are setting up a data logger with settings that are
already configured, you can save time by clicking the icon
to use the selected device as a template for the new one.
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Importing a Batch of Data
Loggers

If you would like to set up several data loggers at once, you
may import a TXT or .CSV text file with values separated by a
semi-colon character (;). You must include at least the device
serial number and name, as shown in the following figure:

serialNumber;Name; ;
E4BC818484#] ; Incubator 1 {\
E48C818MHHE2 ; Incubator 2 b
E48C818MHHES ; Incubator 3 ré
E4BCB18444%4 ; Incubator 4 e
E48C@104#4##5 ; Incubator 5 T
E48C81084HHI6 ; Incubator & -
E4BC818448£7 ; Incubator 7 j
E48C0108HHHE ; Incubator 8 5
E4BC81844449 ; Incubator 9 4
E48C@104##18; Incubator 18 <
E48C@104##11; Incubator 11 5

P TSR oV NN SN SN

Figure 78. Sample .CSV import file with data logger
serial numbers and names

You may also include the inventory code and data logger
description as shown here:

SerialNumber;Name; InventoryCode;Description;

E4BCA1845760; Incubator 1;123451;Lab data logger
E4BCA1845731; Incubator 2;123452;Lab data logger
E4BC8184576F; Incubator 3;123453;Lab data logger
E4BCA1B45776; Incubator 4;123454;Lab data logger
E4BCA184577A; Incubator 5;123455;Lab data logger

[

T

[

[

\‘\-.z'«“a\./\\ 1"\1."“{\.-

-f’q.r"r/\'.f\.lf-\.‘f\ffﬂ-\.f/\\f\f.f\“,f—"'\m,/?\‘/ﬂhf-‘fj
Figure 79. Sample .CSV file with additional

information

1. Click @ to import a batch file.

2. Browse to locate the. TXT or .CSV file on your computer.

3. Click Open to import the list.
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Viewing the Data Logger
List

All the data loggers you add to the system are shown in the
Data loggers screen:

thermoscentific  Smart-Vue Pro

2

Data loggers (4) @ (o) (®

¥ Filters
Type & '

Designation + Serial numbe

Smart-Vue Pro Quatro AVL_LoRa_429 [E Esocio000429

Smart-Vue Pro Quatro J AVLLoRa_d51 £ Eesoci0000451

Smart-Vue Pro Quatro AvL_Lora1234 [ Eesocoono04ss

| Smart-Yue Pro Quatio AvL_SmartConnectd34 E_ ES0C10000434

Figure 80. List of data loggers stored in Smart-Vue
Pro

This screen displays all data loggers in the system, with
columns containing the information below. The data logger’s
status is indicated by red-green color coding on left-hand
edge of the table (1) (this does not indicate alarms related to
readings, just the data logger itself).

Grey indicates that the data

Smart-Vue Pro Quatro logger is not yet configured.

Green indicates that the data
logger is configured and

Smart-Vue Pro Quatro operating correctly.

Red indicates a technical
issue, such as a sensor
failure, low battery, or
communication problem.

Smart-Vue Pro Quatro

You may click the up/down arrows (¢) in the column
headers to change the list for ascending/descending order.

Type: Type of data logger

Designation: A name you assign to the data logger.
You may click the graph icon (E) to see a data graph and
other sensor information.

Serial number: Data logger serial number.
Version: Version of Firmware running on data logger.
Sensors: Number of sensors connected to the data logger.

Last activity: Date and time of last communication with the
data logger.
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Power status: Plugged into AC adapter (*) or battery level

(.

CAUTION: The number of sensors that you may

A use in your system is determined by your license.
You can only use the allowed number of sensors
simultaneously.

Viewing Data Logger
Details

Regardless of your Smart-Vue Pro user level, you may always
check the data for the data loggers you are authorized to
view.

To view the graph for a given data logger:
1. Click Data loggers in the main menu.
2. Select a data logger.

The data logger details are shown on the right-hand side of
the screen, with several sections:

E50C10000C2A
Smart-Vue Pro Quatro - 1_C2A_LORA

., -

2020-04-15 10:23 AM

all
zla. 1" o ¢2
v
nsors (20 @

Designation %

Ve B
Cynt_MM_LoRa ¢
* @ss5- T 20 min

3 4

\l
100.00 %RH  2020-04-15 10:23:21 AM e

0.00 %AH 3523 %AH e
12500°C 20200415 102328 AM || o o)
-4000°C  3218°C =

6 7 10

CACGII50000071 341 _H :

) C2a-Li20-85 7 A
SmatHygD 2020-04-15 336 \M
[T LEON (Er  Low limit alarr - Leved 1

) caaTLi2sas 0 7 £ d

SmartHygro
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8 9
Ranges @ ; LaLesL;Iue

E50C11000331
L

Smart-Vue Pro Quatro - 331scKC-5

Last activity
241 2020-04-08 3:30 PM

A ¥§100- > 4

020-03-27 12:55 PM.

Technical alarm: Low battery

Designation ¢ Ranges @ Latest value

Figure 81. Data logger details

Table 7. Data Logger Details

SNo. |Description

Data logger’s serial number, name, and
inventory code (if present). The LoRaWAN
wireless signal quality is shown next to the data
logger icon.

(:' "_\
| |
| |

Y -

Alarm counter indicating data logger status
(sensor related alarm and unexpected stop
indication are not shown in data logger alarm
status). In case of alarm, the icon changes color
and shows the number of alarms, for example:

NN T U W

Al | ¥hs7-

Y Y N T W s WA SN A AW S W eV L T AV

(/
/

20 my

Figure 82. Alarm counter in data logger
details

Hover over the alarm counter with your mouse to
view alarm details. If there are no alarms, the
indicator 4/ is shown.

Click the alarm counter to get more information,
acknowledge one or more alarms, or generate
an alarm report. You will be directed to the alarm
management screen (see Alarms & Alerts).

Indicator showing the power source being used
and estimated remaining battery level.
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Table 7. Data Logger Details

SNo.

Description

For LoRaWAN communications, the Transfer
interval indicates the frequency with which data
is transmitted by the data logger to the
Smart-Vue Pro system. That information is not
relevant for Bluetooth communications, in which
case BLE only is displayed instead:

3

Alarm triggering and repeat rules, as defined
when adding the data logger. Hover over the
alarm counter with your mouse to view alarm
details.

Number of sensors associated with the data

logger. The active icon (Q')) indicates sensors
with data logging in progress.

Sensors not yet programmed are greyed out, as

indicated by the inactive icon (I I).

Click the graph icon to view readings of sensor
over time (measurements and associated
events.) or download the report in PDF, Excel or
Word format (see Viewing Sensor Data).

Sensor operating range.

Latest values read by sensors with data logging
active. The field is empty if data logging is not
active.

10

Icons to start (=), stop (M) data logging, or
remove a sensor from the data logger.
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Data Logger Actions

You may use the options available in the data logger details
screen to manage your data loggers.

1. Click Data loggers (@) in the main menu and select a
data logger in the list.

°
2. Click Options (@) (1) in the upper right-hand corner to
°

access available options:

(‘-1 E40C0104576D
‘.:,_,:,,‘ Smart-Vue Pro Quatro - Incubator 1 ) Alarm history
Firmware version Last activity A Simulate an alarm
240 10/31/2019 7:54 AM
£+ Communication settings
@ Disable
V4 $§ 295 2
® Remove

Nl TR VN o N N it A s W LV VOV AV e VoV N S VNN NV T 4T L e AN AW VL oW Y

Figure 83. Data logger options menu

Alarm history: Opens the alarm page for the selected data
logger (see Viewing Alarm Details).

Simulate an alarm: Allows you to simulate the occurrence of
an alarm on this data logger for testing purposes. The
simulation generates a Technical alarm (Communication lost,
Device mismatch, Lost power supply, Low Battery) that is
listed in the Audit Trail as an “Alarm simulation”.

Communication settings: This menu provides technical
information regarding data logger communications. Reserved
for qualified technicians. Incorrect use of data logger settings
could cause your system to malfunction. Contact Thermo
Scientific technical support for more information.

Disable: Enables you to effectively turn this device off and
stop data logging.

Hard reset: This function completely resets the data logger, if
necessary. Data logging and any current alarms are stopped,
regardless of the current status; sensors are refreshed; and
the data logger configuration is updated. Non-transmitted
data is cleared.

Remove: Enables you to completely remove this data logger
from your system and stops data logging. You may need to
do this in the event of a data logger swap or hardware
problem. If you choose this option, you must enter your
password to confirm the operation.
CAUTION: You may remove a data logger even if
A data logging is active. We recommend doing this
. only if there is a problem with the data logger and
you cannot stop data logging via Smart-Vue Pro
web application. The action is tracked in the
Audit Trail.
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Click Save to keep your changes, or Cancel to return to the
previous screen without saving changes.

Editing Data Logger
Details

Follow these steps if you need to modify the information or
default values for your data logger:

1. Click Data loggers (a) in the main menu and select a
data logger in the list.

2. Click Edit ( ) icon. This opens a window identical to
that described in Adding Data Loggers.

Note: You may not edit the serial number or data logger type
fields.

3. When editing a data logger, there is some information
present that was not displayed earlier:

*
Edit data logger

Serial number * Type

Name *

Room 1 Inventory code
Organizations *
Southern Monitoring A
Description
Firmware version: 2.6.2 Last activity: 01/04/2021 10:42 PM
Transfer interval * Retransfer interval
20 minutes 10 minutes

Trigger alarm after minutes without communication.

Trigger alarm after minutes in battery mode.

Figure 84. Editing data logger details

4. Firmware version: Indicates the data logger firmware
version number (not editable).

5. Last activity: Indicates the last time the data logger
communicated with the server (not editable).
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6.

Transfer interval: For LoRaWAN communications,
you may specify how often the data logger should
transmit its data via the LoRaWAN network.

The minimum duration is 10 minutes for all Smart-Vue
Pro Duo / Quatro data loggers.

Retransfer interval: For LoRaWAN communications,
you may specify how long the data logger should wait to
try again in case data was not transferred successfully.
The minimum duration is 5 minutes for all Smart-Vue Pro
Duo / Quatro data loggers.

Click Save to keep your changes or, Cancel to return to
the previous screen without saving changes.
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Sensors

Sensors that are connected physically or wirelessly to your
Smart-Vue Pro data loggers are added to the Smart-Vue Pro
web application automatically.

For Smart-Vue Pro to recognize the sensor(s) that are
physically connected to a Smart-Vue Pro data logger,

click Refresh Sensor and Synchronize in the data logger’s
Sensors menu. Once detected, these sensors are shown in
the sensor management window. From the sensor
management window, you may:

e Access detailed information about the sensor.

e Display readings in a graph, along with various other
information about the selected sensor.

e Manage calibration parameters.

Viewing the Sensor List

Sensors connected to the Smart-Vue Pro data loggers are
listed in the Sensors screen (3):

£eQ

thermoscientiic  Smart-Vue Pro

Sensors (23) () KO

¥ Filters

Type 1l Designaticn 2 Datalogging Equipment Celibration Latest value

34A3005000201741_C E ]

3173°C

€02 srercor &

i z:ﬁf&él}ﬂ?m”'j E Nl @

6 zxgg&si]ﬁ?ﬂﬂd'j E Nl @

3'531?36000001641 E 1l Gro.equiom.. |- @ ?3/03/202142205 PM
| i S'ZALIEEEUUI?O‘Z?‘;Q 0 E © Cryo_equion . | Cryo_equiament @ 29/03/2021 12:35:47

29/03/202112:35:33

B © cyoequipm. | Cyoequipment 33p1°C

1 6A00000B4BE97528
& Dsi6220 oy dtalogger

Figure 85. Sensor list in Smart-Vue Pro

This screen displays all sensors with the following information:

Type: Visual indication of sensor type.

Designation: Sensor serial number, sensor type and
associated data logger.

Data logging: Data logging status: running (@) oridle
(||). Move your mouse over the icon to see data logging
settings.

Equipment: The equipment associated with the sensor.
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Calibration: Hover your mouse over the field to see
calibration parameters or click to open the calibration
management window.

Latest value: Date and value of the most recently recorded
reading.
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Individual Sensor Details

Regardless of your user level in Smart-Vue Pro, you may
always check the data for sensors you are authorized to view.

To view detailed information about a sensor:
1. In the main menu, click Sensors.
Select the desired sensor.

3. The sensor details are shown on the right-hand side of
the screen, with several sections:

1

3 6 2
‘ i
A655443322110028
0 125.00°C
H -55.00°C o
Equipment Device
Samples 4_2 Room 1 4—
\J
V ¢ V (\E) Running 5.00“()
|
4

Data logging 4— 8

Name
Samples

Latest value date
11/21/2019 8:52 AM

Start mode
Immediate

Start End
11/21/2019 7:35 AM

Reading interval Limits
1 min 1:2.00°C|8.00°C

Figure 86. Sensor details

Table 8. Sensor Detail Parts

Table 8. Sensor Detail Parts

SNo. | Description
7 Last recorded reading.
8 Data logging configuration parameters.

SNo. Description

1 Sensor serial number and type.

5 Name.of the equipment with which the sensor is
associated.

3 Name of the data logger on which the sensor is

attached.

Limit alarm indicator (excursions with respect to
4 programmed limits). Click this indicator for
detailed information or to acknowledge an alarm.

Technical alarm indicator for the sensor.
5 Click the indicator for detailed information or to
acknowledge an alarm.

Data logging status for this sensor: Running or
Idle.
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Calibration Parameters

It is important to calibrate the sensors on your Smart-Vue Pro
data loggers to fine-tune the accuracy of readings.

The calibration procedure is typically handled by Thermo
Scientific’s in-house metrology laboratory, which determines
precise correction coefficients.

Smart-Vue Pro users are also free to manage calibration
according to their own standard operating procedures.

CAUTION: Calibration parameters are stored

A directly in smart-sensors. This means that all
sensor readings are adjusted for maximum
accuracy, though you may edit calibration
parameters if necessary. However, you may not
use Smart-Vue Pro to change calibration
parameters on remote (Bluetooth wireless)
Sensors.

Updating Parameters for
Calibrated Sensors

Smart-Vue Pro allows you to correct the parameters and
calibration information of your Smart-Vue Pro data loggers
from the information provided by sensor calibration
certificates.

CAUTION: Calibration parameters may be
A corrected for your sensor(s) only when data
. logging is disabled. If data logging is currently
running on a data logger, you must first stop data

logging before you can change calibration
parameters.

To update calibration information:

1. Login to Smart-Vue Pro as an Application manager or
with a user account whose role includes “Manage
metrology parameters” access (as described in Adding a
New Role).

2. In the main menu, click Sensors and click the sensor
you want to update.
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3. If calibration information has already been provided, you
) DEdit ().

Otherwise, click Add (=) to enter and save new
information. '

may click Calibration (

Create calibration parameters

Sensor

Serial number Unit
A655443322110028 °C
Parameters
Coefficient A Coefficient B Coefficient C
1.0000 0.000
Drift Uncertainty
0.00 0.00
Certificate
Laboratory Identifier Date
Unknown v MMA 11/26/2019

Save

Figure 87. Creating or adding data logger
calibration parameters

4. Here, you may enter the information provided on the
sensor calibration certificate:

Coefficient A, B, C: Enter the correction coefficients in the
A, B and C fields. To ensure the accuracy of readings, enter
only valid parameters in these fields.

Drift: This value represents the loss of reading accuracy over
time. Values may drift lower by a few hundredths per year,
which can impact programmed data logging limits. Enter the
Drift value provided on calibration certificate.

Uncertainty: Uncertainty is the loss of calibration accuracy
with respect to the reference sensor (which has an impact on
alarm emission). Enter the value provided on calibration
certificate.

Laboratory: Using the drop-down list, select the calibration
laboratory that issued the calibration certificate.

Identifier: Enter the certificate reference number.

Date: Click in the Date entry field and choose the date on
which the sensor was calibrated from the calendar.
The current date is displayed by default.

Note: If calibration certificate information had been entered
previously for this sensor, the date you enter here must not be
earlier than that of the previous certificate.
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Calibration and Reminder
Frequency

Once you have added calibration information, you may
choose to receive naotification as a reminder to recalibrate the
sensor by a given date.

In the calibration screen, click Edit ( « ) and enter the
number of months after the certificate date at which the

system will remind you to recalibrate the sensor:
x
Calibration parameters

Sensor

Serial number Unit

0334120000001041 °C

Parameters

Coefficient A Coefficient B Coefficient C
1.0099 0.009 0.000100
Drift Uncertainty

0.00 0.00

Certificate

Laboratory Identifier Date

2 BABA 02/01/2018

Reminder notification

No reminder notification. ¢ T

AANAA

; Show calibration notification = 6 months after certificate date.n/ &)

Y YN N YN NS S N SN S SV N S Y PV S e

Figure 88. Sensor calibration parameters

Click Save (¢ ) to update sensor information, Cancel (®)
to undo any changes you may have made, or Delete ([jj) to
remove notification.

CAUTION: Calibration is not used for dry contact
A input sensors (on Smart-Vue Pro Duo / Quatro
data loggers), as the only two possible sensor

values are “open” or “closed”, as described in the
next section.

Smart-Vue Pro Monitoring Solution



Importing CSV File with
Calibration Information

You may import calibration information from a CSV format
text file. This feature offers a practical way to update batches
of sensors without having to manually edit each one.

Note: You must be logged in with an Application Manager
account, or as a user whose role includes “Manage metrology
parameters”. Data logging must not be currently using the
sensor(s) to be updated.

Sample text file:

Here is text from a sample CSV file with the required header
line and details for one sensor:

ProbeSerialNumber;Number;CalibrationDate;Certificateld;
CoefA;CoefB;CoefC;Drift;Uncertainty
8634120000001741;3;2020-12-15;John;1.2;0.1;0;0.25;0.3

Field names must be separated by a semi-colon ( ;).
All the fields below must be present:

Probe Serial Number: The serial number of the sensor to be
updated. If a probe has several sensors, its serial number is
displayed in Smart-Vue Pro web application with a suffix of

“ T, " _H, or“_C” (e.g., 8634120000001741_T).

Do not include the suffix in the CSV file.

Number: Identifies the specific sensor with these numbers,
notably for multi-sensor probes:

Single sensor probes: 1

Dual temperature + relative humidity probes:
T°=1RH% =2

Triple CO, + temperature + relative humidity probes:
CO,=1T°=2RH% =3

Calibration Date: The date the calibration was performed.
This date must be more recent than the previous calibration
date.

The date format is YYYY-MM-DD.

Certificate Id: An identifier to indicate the document
(certificate) containing calibration information.

CoefA: Correction coefficient A, using a period ( . ) as the
decimal separator.

CoefB: Correction coefficient B, using a period (. ) as the
decimal separator.

CoefC: Correction coefficient C, using a period ( . ) as the
decimal separator.

Drift: Drift value
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Uncertainty: Uncertainty value.
To import a CSV file with sensor calibration parameters:

1. Login to Smart-Vue Pro web application using an
Application manager account, or as with a user account
whose role includes “Manage metrology parameters”
access (as described in Adding User Roles).

2. In the main menu, click Sensors (R) and click @

Sensors (23) (p)

¥ Filters
Type 1} Designation 1= Data
COs §i§38326000201741,0 E 1]
% §i§33326000201 4T E T}

Figure 89. Click to import a CSV file with sensor
calibration parameters

3. Browse to locate the CSV file on your computer.

4. Enter your password to import the file.

5. Confirmation is displayed on the screen if no errors are
encountered. Each updated sensor has a temporary icon
in the Calibration column to indicate that calibration is
pending.

Sensors (19) (B [ ]

¥ Filters

Q

Type 11 Designation 12 Data logging Equipment Calibration Latest value

29/03/2021 2:48:47 PM

i 6247125000001041
PTI00] Cryo_datalogger & a2t

E 11 cryo_equipm . Cryo_equipment
Figure 90. After import but before synchronization
with data logger

6. Calibration parameters are updated automatically on the
data logger upon the next schedule data transfer interval.
For the update to be taken into account right away, you
may use the Synchronize function on the data logger.

The normal calibration icon & is displayed in the
Calibration column once the update is complete.

Sensors (19) (B [ ]
¥ Filters

Q

Type 14 Designation 12 Data logging Equipment Calibration Latest value

29/03/2021 2:48:47 PM

6247125000001041
PTI00] Cryo_datalogger 3327°C

E 1l cryoequipm.. | Cryo_equipment &

i

Figure 91. After synchronization with data logger.
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Error Messages when
Importing a Calibration

CSV File

Errors may occur when you import a CSV file with calibration
parameters. In that case, each error is indicated with the
corresponding line number in the CSV file, as shown here:

Sensor calibrations import

Some sensor calibrations could not be imported

Line number. 2

« The new calibration date must be later than the previous one.

Figure 92. Example of error while importing CSV

file

Possible errors are as follows:

Table 9. Possible errors while uploading CSV file
with calibration parameters

Message

Description

Access denied.
Sensor is not
plugged into a data
logger.

The sensor must be physically
plugged into a connected data
logger in your system.

Not allowed. Sensor
is currently being
used for data

logging.

Calibration parameters may not be
loaded for a sensor that is currently
being used for data logging.

Action not allowed
for this probe type.

The probe does not support
correction parameter management
from Smart-Vue Pro web
application.

Sensor not found.

The sensor is not present in your
Smart-Vue Pro system.

The new calibration
date must be later
than the previous
date.

The calibration date provided in
the CSV file cannot be earlier or the
same as the previous date.

Invalid file content

The fields and/or data in the CSV
file do not respect the required
format.
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Table 9. Possible errors while uploading CSV file
with calibration parameters

Message Description

Access denied,
sensor is not
plugged to a data
logger.

The sensor has been removed
from operation and is no longer
valid.

The data logger firmware does not
support correction parameter
management from Smart-Vue Pro
web application.

Action not allowed
for this data logger
firmware version.

Exporting Sensor
Information

From the sensor list you may export detailed sensor
information, including calibration parameters, in CSV file
format with values separated by a semi-colon ( ;).

To export sensor details:
1. In the main menu, click Sensors.

2. Click Download in the upper right-hand corner.

Q

Sensors (19) (& [ )
¥ Filters

Type 11 Designation 12 Data logging Equipment Calibration Latest value

29/03/2021 3:45:03 PM

i 6247125000001041
PTI00] Cry, 3346°C

00 ry.datloager EZ 10 cryo_equipm.. | cryo_equipment I

29/03/2021 4:25:33 PM

1 Al 34 )7 AP

Figure 93. Creating a CSV file with complete
sensor details.

3. Choose the desired download location on your computer
for the CSV file. By default, the file name is presented as
follows:

Sensors - 01-12-2021 1235 PM.csv

4. Click Save to download the file.
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Using the Smart-Vue Pro
Dry Contact Input Sensor

The Smart-Vue Pro dry contact input sensor is used with
Smart-Vue Pro Duo / Quatro data loggers to provide fast dry
contact loop detection for a variety of situations. Typical uses
include door open-close monitoring systems and specialized
equipment such as ultra-low-temperature freezers that offer a
dry contact output terminal.

The dry contact input sensor is different from sensors that
monitor ranges of different readings, such as temperature or
humidity. The dry contact sensor simply shows the
open-close status of a low-current loop, with the data logger
configured to detect either a “normally closed” or “normally
open” state to correspond with the device or equipment to be
monitored.

Note: For more details on dry contact sensor usage, cabling,
and data logger configuration, see the Smart-Vue Pro Quatro
User Guide.

In the Sensors, Data loggers and Equipment menus,
dry contact sensors are shown as follows
(with slight variations depending on the context):

1

E5S0C10000C21 E T}

Internal Sensor

<&
ey E50C10000C21 E T}

Internal Sensor | Chamber

Figure 94. Dry contact sensor display

Note: For each physical dry contact sensor, you will see two
sensors listed. This is done to ensure traceability in case you
use both configuration options. The sensor with the @ icon
and “Internal Sensor” label corresponds to the current setting
on the Smart-Vue Pro Duo / Quatro data logger. Data logging
is described in detail Data Logging.

Configuration is indicated by the following icons (1):

The electric current loop is configured for
“normally closed”.

The electric current loop is configured for

o070 “normally open”.
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4-20 mA, 0-5V Loop
Sensors

The Smart-Vue Pro sensor for 4-20 mA (current) and 0-5 V
(voltage), for Smart-Vue Pro Quatro data loggers, is physically
the same product. You will therefore see both sensors listed
in Smart-Vue Pro and you must choose the right one for your
needs.

e The 4-20 mA sensor is indicated by “_I” in the serial
number.

e The 0-5V sensor is indicated by “_U”.

Sensors (2) ©)
Designation T! Ra
B774115000001441_U
Il cryo_equipment E i
4-20mA/ -0V
B774115000001441_1
Il ciyo_equipment E f

420mA/ 0-5v/0-10V

Figure 95. Selecting the 4-20 mA /0-5V
Smart-Sensor.

Description

4-20 mA current and 0-5 V voltage Smart-Sensors can be
connected to industry-standard devices that generate
appropriate output signal. The signal can be measured to
provide status information for a variety of applications,
including wind monitors, particle counters, ultra-low-
temperature (ULT) freezers and temperature, gas, VOC, and
relative humidity devices, and more. Read values are
converted into useful information by the Smart-Vue Pro web
application, then displayed both in the web application and on
the Smart-Vue Pro data logger display.

Figure 96. 4-20 mA / 0-5 V Smart-Sensor
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Table 10. Sensor wiring

Black | Common ground
Red 0-5 V input
White | 4-20 mA input

Connect the wires according the type of device you want to
monitor.

CAUTION: Do not connect all three wires
A A sensor may only monitor one of the two input
parameters (red or white wire, but not both).

The maximum voltage on the 4-20 mA input wire
is 2 V. Exceeding this value will damage your
sensor.

Mapping Values for Meaningful
Readings

For sensor readings to be relevant in your context, you must
map the low values (0 V or 4 mA) and high values

(5 V or 20 mA) to match the limit values produced by your
connected device. For example, on a 4-20 mA device, the
low 4 value could correspond to a CO, level of 0% and the
high 20 mA value could correspond to 10% CO,. In that case,
you would map 4 to 0 and 20 to 10 in Smart-Vue Pro. You
may use other units to meet your needs.

To do this:

1. Click Sensors in the left-hand menu.

2. Select the sensor you wish to modify from the sensor list.

3. Click Calibration ((c).

4. Edit the values in the Range zone (1) (below) to meet
your needs.

Low: The lower value output by your device.

High: The higher value output by your device.

Unit: The measurement unit you would like to display in
Smart-Vue Pro.
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5. Click Save to save your changes or Cancel to close this
window without saving changes.

x
Edit calibration parameters

Sensor

Serial number Unit
DF34120000001441 mA
Parameters
Coefficient A Coefficient B Coefficient C
1.0499 0.050 0.000500
Drift Uncertainty
0.00 0.00
Range ff—— 1
Low (4 mA) High (20 mA) Unit
0.00 100.00 %RH
Certificate
Laboratory Identifier Date
Oceasoft Lab v BBA 12/01/2019

Figure 97. Mapping 4-20 mA / 0-5 V values

The unit you specify here is shown in the Smart-Vue Pro web
application as well as on the data logger.

CAUTION: The mapping from 4 to 20 mA or O to
A 5 Vs strictly linear.

Simulating a Sensor Alarm
for Testing

You may trigger a limit alarm on a sensor for testing purposes
to ensure that related alert rules and user contact work
properly. To test a sensor alarm:

1. Login to Smart-Vue Pro as an Application manager.

2. Inthe main menu, click Sensors for a list of the sensors
in your system.

3. Click the sensor you want to test.

°
4. Click Options (e) and select Simulate an alarm from
°

the drop-down menu. You will then be able to see the
alarm in the Alarm list and Audit trail (indicated as
“Simulation” in both places). Any related alert rules for the
sensor are triggered, such as, e-mail or telephone alerts.
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Removing a Sensor

You may remove sensors from the system, for example if they
are no longer used or if they have been replaced on the
Smart-Vue Pro data logger. To remove a sensor:

1. Login to Smart-Vue Pro as an Application manager.

2. In the main menu, click Sensors for a list of the sensors
in your system.

3. Click the sensor you want to remove.

°
4. Click Options (@) and select Remove from the
°

drop-down menu. To remove a sensor, data logging must
not be running.

CAUTION: Smart-Vue Pro data loggers update
A sensor information in Smart-Vue Pro
automatically based on the physically connected
sensor(s). When you plug in a new sensor (or
even plug the same one back in if it had been

removed accidentally), the sensor(s) will appear
again in the Smart-Vue Pro web application.
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Disabling / Enabling a
Sensor

You may disable a sensor so that it cannot be used for data
logging or you can enable a sensor that has been disabled.
To do this:

1. Login to Smart-Vue Pro as an Application manager.

2. Inthe main menu, click Sensors from a list of the
sensors in your system.

3. Click the sensor you want to disable or enable.

°
4. Click Options (@) and select Disable (or Enable) from
™

the drop-down menu. To disable a sensor, data logging
must not be running.

CAUTION: Disabled sensors are no longer
A shown in the sensor list. To enable a disabled
sensor, use the Filter option in the sensor list and

select Display disabled sensors. You may then
choose to enable it as described above.
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Equipment

This chapter describes managing equipment in the
Smart-Vue Pro system and assigning data loggers and
sensors to that equipment.

It is important to remember the underlying notion in
Smart-Vue Pro web application that your goal is to monitor
equipment, rather than just activate data logging using
sensors. With that understanding, you must define your
equipment and then assign sensors to monitor it.

The “equipment” in Smart-Vue Pro refers to the temperature
controlled chambers, cabinets, refrigerators, tanks,
enclosures, and other spaces you may choose to monitor
with Smart-Vue Pro data loggers.

Adding Equipment

1. Click Equipment (B) in the left-hand menu. There are
two options for creating new equipment:

e C(Click @ to enter details manually
Or

e (Click to select an existing piece of equipment and

click to use that equipment as a template to
create new equipment:

Equipment (2) @ @)

Y Filters

Designation =

&8
[T

I, Cold Room 1

s, Storage 1

&
g ¥
\l\m‘\,, A AN

-
i
B T Y A VT N Y N L S st e N N LRI S Sy S

Figure 98. Equipment management window
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The Create equipment window opens as shown here:

x
Create equipment

Name*

Inventory code
lcon

£ e
Organization *

Southern Monitoring v

Critical Not critical

Save

Figure 99. Adding new equipment

2. Fill the equipment details. The fields marked with a red
asterisk (*) are required:

Name: Enter a name for your equipment. This name is
used in all lists.

Inventory code: (Optional) You may enter an inventory
code for the equipment for information purposes.

Type: Enter a type of equipment in the field.

Icon: Click the icon and select the most appropriate
symbol to visually represent the equipment.

Organization: Equipment is assigned to sites and
departments.

You must assign an organization to your equipment using
the pull-down menu. To add a department to this list,
click Configuration OQ Organization and follow the
instructions provided earlier in Organization with Sites
and Departments.

Critical / Not critical: Determine the criticality level for
the equipment by clicking on the appropriate option.

This information is used to fine-tune the data logging
mode and alert rules based on equipment criticality.

Mobile / Static: Indicate whether the equipment is
dedicated to a static environment (refrigerators, freezers,
water-baths) or a mobile environment (coolers,
packages).
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3. Click Save to save the equipment or Cancel to close this
window without saving changes.

The equipment is listed in the equipment management
screen:

Equipment (2) @ 'ﬂ
Y Filters

Q

Designation = Type Sensors ¢ Organization 4 Plan ¢

:S Cold Room 1 E 0

) Southern Monitori K<)

_:E Storage 1 E 0 Southern Monitori.. S ®

D A AP e Y A Y A A N VY N A S VA VAV e S SV T Y SV VA BN e e

Figure 100. Equipment list in Smart-Vue Pro

Associating Sensors with
Equipment
This section describes assigning one or more sensors to

monitor equipment.

To associate a sensor with equipment:

1. Click Equipment (B) on the left-hand side of the menu
to see the list of equipments you are allowed to manage.

2. Click the equipment to which you want to add a sensor.

3. Click Add (@) (1):

Storage 1
i
i
Organization 1
Southern Monitoring

® Enabled

v Static

Sensors (0) Plan v

Designation %

Data logging Latest value

No results

Figure 101. Equipment details
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4. Tick one or more check boxes to select the
corresponding sensor(s):

Associate sensor X

Selected sensor will be associated with equipment Storage 1.

Device = Designation %

DF34120000001441_|

Lab 1st Floor ’
4-20mA/0-5V/0-10V

Smart-Vue Pro Quatro

DF34120000001441_U

Lab 1st Floor ’
4-20mA/0-5V/0-10V

Smart-Vue Pro Quatro

Lab 1st Floor 0334120000001041
Smart Vue Pro Quatro el

Lab 1st Floor H © E40C0104576F_T
Smart Vue Pro Quatro

Sensor

Save

Figure 102. List of available sensors

5. Click Save to complete the association or Cancel to exit
this screen without saving changes.

Dissociating Sensors from
Equipment

CAUTION: You may only dissociate sensors

y from equipment if they are not being used for

\ data logging. If the sensor is being used for data
logging, you must first stop data logging as
described in Stopping Data Logging, and then
dissociate the sensor from the equipment.

To dissociate a sensor from equipment:

1. Click Equipment (B) in the main menu to see the list of
equipment you are authorized to manage.

2. Click the equipment from which you want to remove a
sensor.
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3. Click Remove association (®) (1) next to the sensor
you want to remove:

x
Storage 1
)
L]
Organization 1
Southern Monitoring
v Static ® Enabled
Sensors (2) Plan
Designation Data logging Latest value -+
0 03341200000071041
&  PTI00/Lab 15t Floor = " B B >
0 < E40C0104576F.T »
&  Sensor/tab 1stFloor = " - - ®

Figure 103. Dissociating a sensor from equipment

4. Click Yes and confirm the operation when prompted,
or click No to return to the previous screen:

Remove association x

Are you sure you want to remove the sensor 0334120000001041_1 from the
equipment Storage 1 ?

Yes

Figure 104. Confirming sensor dissociation

Viewing Equipment Detalls

Regardless of your user level in Smart-Vue Pro, you may
always check the data for the equipment you are authorized
to view.

For a complete view of all equipment details, including sensor
readings:

1. Click Equipment (E]) in the main menu.

2. Select the desired equipment.
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3. The equipment details are displayed as shown below:

x
1 — Downstairs

- 4
reezer
2 —> Organization
Southern Monitoring
S A .I Static @ Enabled
Sensors (2) |5 @ Plan 8
Designation & alogging Asl valu* @
\J
0334120000001041 T B2 | g0y Samples 11/26/p019 2:52 AM
| i PT100 | Lab 1st Floor L E Q)w 30.00°C 20151c o
| i BF36120000001041 E ODDWHS(QITS i 11/26/p019 2:57 AM
PT100 | Freezer 1:-90.00 °C | 30.00 °C 80.141C

©o —p-"

Figure 105. Equipment details

Table 11. Equipment Details

SNo.

1 Equipment name and type.

Description

Organization and department (if configured) to

2 which the equipment is associated.

Current alarm indicator. An alarm is an “out-of-
bounds” state or other error detected on a data
3 logger or sensor. Hover your mouse over the
indicator or click it for details or to acknowledge
an alarm.

Mobility indicator (Mobile or Static) and
equipment status (Enabled or Disabled).

5 Opens a graph with all sensor readings.

Programmed upper and/or lower limits for the
sensor and indication of data logging status.

If you have placed the equipment on a plan, click
7 Plan to view the exact location of the equipment
on the map.

Shows most recent values reading for this
8 sensor. A dash ( -) is displayed if no readings are
available.

@Click to associate other sensors with the
selected equipment.

®Click to remove the sensor from its current
equipment.

’Click to set sensor settings and start data
logging (password required).

.Click to stop data logging (password
required).
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Modifying / Managing
Equipment

You may use the options available in the equipment details
screen to manage the equipment in your Smart-Vue Pro
system.

1. Click Equipment (E]) in the main menu.

2. Select the desired equipment.

°
3. Click Options (@) in the upper right-hand corner of the
°
screen and then click one of the available options:

x
Samples

H Cold storage @ Alarm history

Organization @ Editlocation

Southern Monitoring
@ Disable

Static

V ‘1 JL @ Cnaprea
Wi oy G o ey v i v v A o A i ey L e T v b Al e i S v e Al i e e ST L

Figure 106. Equipment details

Alarm history: Opens the alarm page for the selected
equipment (described in Viewing Alarm Details).

Edit location: This option is only available for "Static"
equipment, allowing you to locate the equipment on a
floor plan or change its position on the plan

(see Placing Equipment on the Plan).

Note: Disable / Enable: Select this option to disable
equipment or enable equipment that has been disabled.
Disabled equipment is no longer shown in the equipment
list or as a tile in the Watch Mode display.

Note: Equipment cannot be disabled if data logging is
currently running on one of its sensors. To enable
disabled equipment, use the Filter option in the
equipment list and select Display disabled equipment
to enable it.

Delete: Removes the selected equipment from the sys-
tem.

Edit: To modify the information for existing equipment,
click Edit ( ¢ ). Click Save to keep your changes, or
Cancel to return to the previous screen without saving
changes.

Refresh: Click Refresh (
in this window.

) to update the information
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Deleting Equipment

You may delete equipment only if the following conditions are
met:

e The equipment must not be associated with a sensor.

e [f one or more sensors are associated with the
equipment, you must first unpair the sensor(s) before
deleting the equipment. See Dissociating Sensors
from Equipment for more details on this feature.

To remove equipment:

1. Click Equipment (B) in the main menu.

2. Select the desired equipment.

3. Click Delete (®) (1) to remove the selected equipment:

Equipment (6) ) L W]
¥ Filters
Designation Type Sensors & Organization & Plan &
’*e ColdRoom1 £ Samples 0 Los Angeles labora.. | Lab2nd floor U/ @
/A\ Control Room E 2 Southern Monitoring s
— ~ .
ROt NG 15557050 21 s e S5 s Pt NP L

Figure 107. Equipment management window

4. Click Yes to confirm the operation when prompted, or
click No to return to the previous screen:

Delete equipment *

Are you sure you want to delete the equipment Cold room 1 ?

Yes

Figure 108. Confirming equipment removal
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Data Logging

To use your Smart-Vue Pro data logger, you must first
program data logging.

CAUTION: Data logging is configured at the
A equipment level. Once you have assigned a
sensor to equipment (described in Associating

Sensors with Equipment), you may set up data
logging.

Data logging consists of recording physical parameters (such
as temperature and humidity) over time. Sensor readings are
recorded based on a set of configuration options that are
used to manage your data logger while data logging.

Data logging parameters include:
e The sensor reading frequency.

e High and low alarm limits.

How does it work?

Here is a quick overview of the data logging flow with
Smart-Vue Pro:

1. The Smart-Vue Pro data logger equipped with sensors is
installed on the equipment to be monitored.

2. Sensor readings are collected by the Smart-Vue Pro data
logger, which then sends the data to the Cloud or your

server via LoRaWAN wireless connectivity.

3. Smart-Vue Pro enables you to manage every aspect of
your system, equipment, users, and data. When limits are
exceeded or other anomalies are detected, an alert is
displayed on the Smart-Vue Pro data logger. You can
receive alerts 24/7 from the Smart-Vue Pro system.

Smart-VuePro
data loggers

Smart-Vue Pro
services on Cloud
or local server

. . ‘@ \\ Ethernet
——— \\\\ ‘\\ %
e

N @.
.,,,,/,_/HL§RBWAN' (—-'-/,

36/46“\\
= @B
=
Figure 109. The Smart-Vue Pro data logger
communicates with Smart-Vue Pro via an
on-premises LoRaWAN receiver

Smart-Vue Pro
Web application
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Setting Up Data Logging
CAUTION: A sensor must be associated with
A equipment in order to start data logging.

To configure data logging:
1. You can start data logging either via Equipment (E]) or

Data Loggers (a) in the left-hand menu as long as the

sensor is associated with equipment. The instructions
below are identical for both cases.

2. Click the name of the equipment (1) (or data logger) for
which you want to start data logging:

thermoscientiic Smart-Vue Pro I ¥ IOV
Equipment (3) @ h >
¥ Filters 1
Designation / Type Sensors ¢ Organization ¢ Plan ¢
»3% cold Room 14 EZ | samples 1 Los Angeles laborato. 7
M samples [/ cold storage 4 Southern Monitoring 7
Upstairs [/ cold room 0 Southern Monitoring 7®

Figure 110. Click a piece of equipment to set up
data logging

3. Details and available sensors are shown on the
right-hand side of the screen. Click Start data logging

button (») (2) to access sensor settings:

x
Samples
H Cold storage

Organization
Southern Monitoring

v Static @ Enabled
Sensors (4) Plan
Designation $ Data logging Latest value @
03341200000071041
& Frionjiab ist oo Z 1l - 22— >0
A655443322110028 s
& 0518820 Incubator 1 = " B B >®

PP TV VRV ST AV AN SN AV SV L GV NN SV S S AV AWV SV S S W TSPV aE NN Y LV Ve

Figure 111. Choosing a sensor for data logging
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4. Enter your system password and click Send to continue.

Start data logging *

Password*

Figure 112. Entering password to enter data
logging settings screen

The Start data logging window opens, with several zones (in
the image below):
e General sensor properties (1).

e Choosing to create a new data logging configuration or
selecting an existing configuration (2).

e Entering specific parameters (3) the information in this
zone varies according to sensor type.

Start data logging x

Gonfiguration name *

Cryo_equipment

2 -

(®) New data logging configuration

Reading interv

1 min v s

Allow ACK from data

Use

drift/uncertainty logger buzzer

Low limits (+) High limits (+)

Figure 113. Defining data logging settings
(example with temperature sensor)

5. Define the settings for a new data logging session as
described in the next section or select an existing
configuration.

The feature to create and load data logging templates will be
included in a future release of the application, so new data
logging configuration is selected by default.

Previous settings are displayed if the sensor has already been
used.
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Environmental Sensors
(Temperature, Humidity, etc.)

For sensors that take readings across a range of values, such
as temperature or humidity, the data logging options in the
Start data logging window shown above are as follows:

If there are no templates, the New data logging
configuration field is selected by default. Previous settings
are displayed if the sensor has already been used.

1. Set the following information:

New configuration: This option is selected by default
(configuration template feature not yet implemented).

Reading interval: The frequency with which the sensor
records a reading. Use the drop-down list to select the
value that meets needs.

Use drift/uncertainty: Select this check box if you want
to take into account the deviation and uncertainty values
provided for the sensor (see Updating Parameters for
Calibrated Sensors).

These values will diminish read value tolerance:

for example, if you set low and high limits at 2°C and 8°C,
with drift of 1°C and uncertainty of 1°C, the effective
target range is considered by the system as being as the
“worst case scenario”, or 2°C to 6°C). Drift and
uncertainty values can be shown on sensor graphs
(described in Displaying Sensor Graph)

Allow ACK from data logger: [Smart-Vue Pro

Duo / Quatro only] Select this checkbox if you want users
to be able to acknowledge alarms via the Smart-Vue Pro
Duo / Quatro screen. If you deselect this checkbox,
acknowledgment cannot be performed via the data
logger screen.

Use buzzer: [Smart-Vue Pro Duo / Quatro only] Select
this checkbox if you want the buzzer on your

Smart-Vue Pro Duo / Quatro data logger to buzz in case
of an alarm. The data logger must be running on AC
power for the buzzer to function.

2. You may set low and high limits to ensure that the
physical parameter(s) in the monitored environment
remain(s) within a specific range of values.

A

CAUTION: You may enter up to three high
limits and three low limits to benefit from
multiple warnings if limit excursions persist.
You may enter the limits in any order that you
choose. The first one you enter is displayed
on the Smart-Vue Pro data logger display.
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Low limits: The lowest acceptable sensor reading (lowest
temperature, lowest humidity level, etc). Any readings below
the limit(s) will trigger an alarm. Click to set up additional
limits or to remove limits you may have added.

Low delay: Indicates how many readings lower than the low
limit can be observed before triggering an alarm.
The maximum number for this field is 200 readings.

The corresponding duration in terms of time is simply the
number of readings indicated here, multiplied by the read
interval. This information is shown in a tooltip that is displayed
when you hold your cursor over the icon.

High limits: The highest acceptable sensor reading.

Any readings above the limit(s) will trigger an alarm. Click @
to set up additional limits or ® to remove limits you may
have added.

High delay: Indicates how many readings above the high
limit can be observed before triggering an alarm.
The maximum number for this field is 200 readings.

The corresponding duration in terms of time is simply the
number of readings indicated here, multiplied by the read
interval.

The feature to create and load data logging templates will be
included in a future release of the application, so New data
logging configuration is selected by default.

Previous settings are displayed if the sensor has already been
used.

CAUTION: When configuring delays as

A described above, you may hold your mouse over
the & icon next to the Delay field to see a tooltip
showing the exact duration in terms of time.

The value indicated here is updated to reflect any
changes you make for Reading interval or Delay.

Start data logging

Cryo_equipment

(®) New data logging configuration

Allow ACK from data Use

Readingnterval
Use

10 min v v
e logger buzzer

drift/uncertainty

Low limits () High limits (+)

1- 9 “c 2 v Value corresponding to 2 reading excursion(s), i.e. 20 min before triggering an alarm

Figure 114. Dynamic calculation of time before
alarm occurs.
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If a reading exceeds these limits when data logging is running
(and the delay is reached, if configured), you will be notified of
the alarm by a color change on the data logger screen and
outer ring, and via the system’s alert mechanism.

While the data logger is in an alarm state, the Smart-Vue Pro
data logger buzzer will also emit an audio alarm when
plugged into AC power.

Dry Contact Input Sensors
(Smart-Vue Pro Duo /
Quatro Data Logger Only)

To start data logging for a dry contact input sensor on a
Smart-Vue Pro Duo / Quatro data logger:

1. Click the desired item in the Data loggers or Equipment
menu.

2. Click the Start data logging button (1).

x
Cryo_equipment
Organization

Southern Monitoring > New Jersey facility > Logistics

@ Enabled

| v Static

Sensors (1) Plan

Designation 14 Data logging QD)

< E50C100002D8 2
o ot apo.dasogger 2| I >®

Figure 115. Defining data logging settings for dry
contact sensor
Enter your system password and click Send to continue.

4. The Start data logging window opens, with several zones
(shown below):

e General sensor properties (1), including indication of
current sensor configuration (NO = Normally Open;
NC = Normally Closed).

e  Specific parameters for this data logging session (2).
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Start data logging x

Door

Allow ACK from data logger Use buzzer

1 min

|5 min - =
start

Figure 116. You may configure up to three alarm
delay times

Define the settings as described for the fields as follows:

Configuration name: Assign a name for the data logging
session.

Delay(s) before alarm: Choose the desired time from the
pull-down list (from O seconds to 60 minutes). You may click
(+) to add up to three delay levels. Each delay may be
assigned to a different alert notification (as described in
Configuring Alert Rules).

CAUTION: If you do not set any delay, the sensor

A never enters an alarm state. The tile in Watch
Mode does not turn red when the sensor state
changes.

Reading is continuous, with every loop opening and closing
action recorded in data logging. That information is sent to the
server at the programmed transfer interval.

If the loop remains open for a period of time specified for an
alert, then the alert is sent immediately upon detection.

For example, if data logging is set with a 1-minute alarm
delay, and the loop remains open for 1 minute, then the alarm
condition is transmitted right away to Smart-Vue Pro web
application and the alert notification is sent by the system as
defined by alert rules.

CAUTION: If you want to change the

A configuration from “Normally closed” to “Normally
open”, or vice versa, you must first stop data
logging in Smart-Vue Pro web application before
making the change on the Smart-Vue Pro data

logger.
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Starting Data Logging

1. Click Start in the lower right-hand corner of the details
screen to begin recording sensor readings. The system
sends the command to the data logger and then waits for
communication to be established.

x
Samples
M cold Storage

" Organization
Southern Monitoring

@ Enabled

v ‘ Static

Sensors (1) Plan

Designation 1} Data logging )

6A00000B48E97B28

7 | sy Samples

Figure 117. Equipment with data logging in the
process of starting

2. Datalogging begins at the next programmed transfer
interval and the information on the screen is updated:

x
Samples

B Cold storage

Organization

Southern Monitoring

v Static @ Enabled
Sensors (1) 1 Plan
Designation % Data logging @

AB55443322110028
DS18620 | Room 1

- Samples
E @]E-UI]‘CIZSECC .

Figure 118. Equipment with data logging started
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Data logging in the process of being started is indicated by a 3. Sensors for which data logging is in progress have a

timer icon (:D) in equipment details screen (1). The timer Stop data logging button (.). Click the button (2) to

changes to (&)) when data logging is running. stop data logging:

CAUTION: Once data logging is running, a s
\ tooltip with complete details is displayed when Samples

you hold your mouse over the data logger name B cold storage

corresponding to the sensor, in several places in Organization

the application: Southem Monitoring

e Sensor list associated with a piece of

equipment (E]) v Static @ Enabled
e Main sensor list (). sensors (1) Plan
L . Designation % Data logging 'Z:-EZ'
e Sensor list in data logger details (a). -
] Samples 1
| i e E O e | W
For example:
Ao e B e . Figure 120. Stopping data logging
DS18820 | Room 1 1:5.00 "C | 40,00 °C
Name: Sampies 4. Confirm your action by entering your password in the
Status: Running ind .
Start mode: Immediate POpP-Up window:
Start: 30/03/2021 12:17:56 PM
End: - . x
Reading interval: 1 min StOP data IOleng
Use drift/uncertainty: Yes
Allow ACK from data logger. Yes .
oo busaer Yoo Are you sure you want to stop the data logging ?
Limits: 1: 5,00 *C (2 min) | 40,00 °C (2 min)
Force stop @
Figure 119. Information shown in pop-up window Password*

Stopping Data Logging

Figure 121. Entering your password to stop data
CAUTION: Data logging can be stopped either logging
A via the Equipment or Data logger menu. If you select Force stop, data logging is stopped at the
next programmed transfer interval without retrieving the
latest information from the data logger (readings or any
You may stop data logging that is currently running: other information). Any unretrieved information is lost.

If you do not select Force stop, data logging is stopped
at the next programmed transfer interval, but all the infor-
mation is retrieved from the data logger. The operation
2. Click the name of the equipment for which you want to may take longer with this option.

stop data logging
CAUTION: Do not confuse the data logger’s
A wireless data “transfer” interval, with the sensor

“reading” interval configured for each sensor.

1. In the main menu, click Equipment (E]) or Data
loggers (icon to be provided).

5. Click Send to stop data logging, or on Cancel to return to
the previous screen without making any changes.
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Note Regarding Reading Interval vs
Transfer Interval

With LoRaWAN wireless communications, do not confuse the data logger’s wireless data “transfer” interval, with the sensor
“reading” interval configured for each sensor.

Sensor data is first stored in the data logger’s internal memory and then transferred wirelessly to the Smart-Vue Pro web
application platform at programmed intervals. To preserve data logger battery life under normal operation, transmission to the
server occurs periodically, but not at every reading.

If you modify settings in Smart-Vue Pro web application platform, the values on the data logger screen are updated when the
next transfer interval occurs.

The wireless transfer interval refers to the frequency with which the data logger sends its collected information to the server.
The reading interval refers to the frequency with which the data logger reads its connected sensors.

For example, the data logger could read its sensors every
5 minutes and then send the data every 20 minutes.

Reading intervals can also depend on the data logger type and transfer interval. Here are some specific cases:

e |n Bluetooth (BLE) mode, the minimum sensor reading interval for some sensors on Smart-Vue Pro Duo is 5 seconds
(Pt100, 4-20 mA).

e |n Bluetooth (BLE) mode, the minimum sensor reading interval on Smart-Vue Pro Quatro is 15 seconds.

e |In LoRaWAN mode: the minimum reading time depends on the transfer interval: minimum read time = transfer interval/20
(results are rounded up to the nearest minute). For example, with Smart-Vue Pro Duo / Quatro:

e Atransfer interval of 40 minutes supports a minimum read time of 2 minutes.
e Atransfer interval of 20 minutes (default value) supports a minimum read time of 1 minute.
e A transfer interval of 15 minutes (the minimum value), the minimum read value is 1 minute, due to rounding.

Note: The minimum transfer interval with LoRaWAN connectivity is 15 minutes.
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Viewing Sensor Data

Sensor data is first stored in the data logger’s internal memory
and then transferred wireless to the Smart-Vue Pro platform
at programmed intervals. To preserve data logger battery life
under normal operation, transmission to the server occurs
periodically, but not at every reading. If you modify settings in
Smart-Vue Pro, the values on the Smart-Vue Pro data loggers
screen will be updated when the next reading interval occurs.

There are several ways to access data collected by a sensor:

Equipment details: Provides equipment details, including
graphs.

Sensor list: Sensor readings displayed in a table with data
export options.

To access the list of the readings recorded by a sensor:

1. Click Readings (E) in the Equipment, Data Loggers or
Sensors screens.

2. Acolor graph is displayed showing readings recorded by
the selected sensor:

Readings - 3E22000000001041

© 103120190931 AM E 11/07/2019 09:31 AM Ho

Graph Data (120953)

3£22000000001041 . v Q 'ﬂ

Low limit alarms High limit alarms. Technical alams ===~ Events

Max:29.24°C

Figure 122. Example of a sensor graph

The Readings window contains two tabs (1):

Graph: The graph shows readings in a visual format over
time. You can display information from several sensors
running data logging in a given piece of equipment at the
same time:

Measuring points

2 items selected

v Q
= ° *

5A34120000001341 (%RH)
5A34120000001341 (°C)

Figure 123. Readings window
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Data: A list is displayed showing all data and events that
occurred throughout the data logging session (readings,
time-stamps, start, stop, limits exceeded, technical alarm,
etc,.).

Displaying Sensor Graph

All sensor readings are shown in graph to track variations over
the entire data logging cycle:

e The vertical axis shows the reading value.
e The horizontal axis shows the time scale.
e High limits are represented by red horizontal lines.
e |ow limits are represented by red horizontal lines.

e Limits can be displayed with Drift and Uncertainty
corrections.

e Alarms (high and low limits) and events (technical alarms)
are displayed in color. A key describing different colors is
shown at the bottom of the graph.

e Minimum, maximum and average readings calculated
during the data logging cycle are shown at the bottom
right-hand side of the graph.

Displaying Corrected
Limits on Graphs

When you launch data logging, you have the option to take
Drift and Uncertainty values into account. These values are
stored for each sensor via the Calibration function.

Here is an example of a sensor graph for data logging
programmed with two high limits and three low limits,
indicated by horizontal red and blue lines (2):

Figure 124. High and low limits shown if
programmed
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The screen below shows the same data logging session with
the high and low limits adjusted to take potential drift and
uncertainty into account by clicking Display corrected
limits(3):

Graph Data (7)

TABDOPM  118:0PM  1-1T:D0PM  1-130PM  1:M3M0PM  120:00PM  1-0:00PM 1:20:20PM 121:00PM 121200 Pm

- F2E2125000001041 ("C)

Figure 125. High and low limits corrected for drift
and uncertainty

Limit values are adjusted by 2°C, the total of drift plus
uncertainty in this example.

Selecting the Display Period

By default, the graph shows readings for the past 7 days.
To adjust the dates for the graph display:

1. Click Start date and/or End date fields (1) and choose a
month, day, and year from the date selection calenders.

End date

11/12/201910:12 AM Bc

Start date

Q© 11/05/201910:12 AM

Figure 126. Selecting the display period

2. Click (Q) to confirm your choice and refresh the graph.

3. The two scroll buttons next to the Start and End dates
(2) are used to change the period for which you would
like to display graphs. Click the arrows to move back or
forward by one week.
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Including Events in Graph
Display

You may choose to include events in the graph displays, such
as “Data logging started”, “Data logging stopped”, “Low
battery alert”, etc,.

To include events, click Display events toggle switch at the
top of the window to adjust the display:

Display events

&)

Figure 127. Event display toggle switch

Display events

Zoom and Control Tools

When you move the mouse cursor (1) over the graph, a
tool-tip displays reading values and timestamps:
1

Graph Data (40304)

<
e
1.
24°C -, ?
11/07/2019 4:59 PM 22.70°C -
. g
23°C | 5
4
P
2°¢ { £
1
21°C <
(-
o 20°C 4
3
B 19°¢
¢
Q 18°C

W27
16°C
15°C -

14°C o

13°C

AALAM N AAAALL Y

11/06/2019 11/07/2019 11/08/2019 11/09/2019

Figure 128. Reading graph with high and low limits

If Display events is selected, events are indicated with the
appropriate background color on the graph. Move the mouse
cursor over the graph to see event details (2):

Sensor failed

Start date: 25/10/2018 15:10
End date: 26/10/2018 09:40
Alarm status: Ended

ACK status: Not ACK

.
.
.
.

‘ 25/10/2018 20:45: -18.5°C |

16:00 18:00 20:00 22:00 00:00

Figure 129. Graph with event details
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You may zoom into the graph to examine details more
closely:

1. Left-click and hold the mouse button and drag the cursor
over the desired location in the graph.

2. Release the mouse button to zoom in on the selected
area (3).

Graph Data (120960)

N

Temperature

11/06/2019 11/07/2019 11/08/2015 11/09/2019

oA M AN DAL AR AR N A A

Figure 130. Selecting the zoom area

The selected area is enlarged.
3. Repeat these steps to get a higher zoom level if needed.

As you zoom in on the graph, additional tools are shown in
the upper right-hand corner of the graph (4):

Measurement points

8CE8125000001041 (*... v Q h

[+ o @—4

1170972019 11/0972019 11/09/2019 sy

LAV Y L N T AT ARV SV VSR SIS e s N Y SRSV &

Figure 131. Zoom and Control tools
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Table 12. Zoom and Control tools

Icon

Description

+

Enables you to use your mouse to scroll right and
left through the graph. When you click this
button, the mouse cursor turns into a
multi-directional arrow. Then click anywhere on
the graph and drag right or left while holding the
mouse button to focus on particular areas of the
graph.

Q

Turns off panning mode.

O

Clears zoom or pan effects and restores the
graph to its original scale.

Exporting Data

Click the Download button (Ii) at the top of the screen to
generate a report based on the filters applied to the graph
display. Select the format (PDF, Word or Excel).
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List of Sensor Readings

To display detailed sensor readings:

1. Click Readings icon (E) via the Equipment, Data
Loggers or Sensors menu:

Sensors (20) (g

i

I PRV Sl A Y AN Y SRV SNV .V SV N LN N YLV R L 4

¥ Filters
Type 1} Designation 1= Data logging
6247125000001041 4 .
a PT100 EZ Il cryo_equipm...
or
s
Equipment (4) @ £
Y Filters i
4
Designation Type 4
| B oaa [ | Ambient 7

or
Data loggers (36) @ (=) (®
Y Filters
T Designation S

= num

Smart-Vue . | 1Cyient_.. @ B£ | ES0C

Figure 132. Accessing sensor data

2. Click the Data tab (1):
1 2

Readings - CX1-03

End date

statdste nd da Display e s Measuring poins
© 103020191205 PM E 11/06/201912:05 PN © ( BCES125000001041 (.. v Q [}

Graph Data (120956)

Date Value (°C) Additional information Type

11/06/2019 12:04:41 PM 21.06 Reading
11/06/2019 12:04:36 PM 21.09 Reading
11/06/2019 12:0431 PM 21.06 Reading
11/06/2019 12:04:26 PM 21.09 Reading
11/06/2019 12:04:21 PM 21.09 Reading

11/06/201912:04:16 PM 21.09 Reading

Psl g LGS s P 13 1f Pt SN S SN SIS D E L i S S o bl B0 [ OSSP AL G L p LSNP 0

Figure 133. List of readings/events
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3. You may include the list of events for the selected sensor
using the Display events (Yes/No) toggle button (2).

The table includes the following information:
e Event date

e Reading value

e Event details

e Eventtype

4. You may use the date range selector to adjust the dates
for displaying events.

Start date End date

Q© 11/05/201910:12 AM a 11/12/201910:12 AM Bc

Figure 134. Selecting the date range for displayed
data

Use the right and left arrow buttons ( and ?) to
move forwards or backwards through the calendar.

Creating Reports

Smart-Vue Pro enables you to export several different reports
concerning your equipment.

Lists

Many screens in the application offer a Download button ('j),
notably those presenting lists of equipment, sensors, alarms, etc.
Several format options are displayed when you click the
download button (1).

Equipment (6) ® T—n O
Y Filters Excel (xlsx)
Designation “ Type Sensors & Organization ¢ PDF (pdf)
% Cold Room 1 E Samples 0 Los Angeles labors Word (:docx) S

18 207 AUV e NIV AN GV S AV SV SV WV oV o gV GV SV T ST e e VoV e SV A (e WV Ees

Figure 135. Data export tools

The available options are:

Excel (.xIsx): Creates XLSX format file that you can open
with Microsoft Excel.

PDF (.pdf): Creates PDF printout of this table.

Word (.docx): Creates DOCX format file that you can open
with Microsoft Word.
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Dry Contact Input Sensor
Listing

When downloading readings in Excel, PDF, or Word format
for dry contact input sensors, the sensor serial number has a
suffix of “-1” or “-2”.

As indicated below, Normally Open (NO) corresponds to the
“-1” suffix, and Normally Closed (NC) corresponds to “-2”.

thermoscientific
Readings

Report Filters

Start Date 123/03/2021 04:36 PM
End Date 1 30/03/2021 04:36 PM
Equipment : Samples

Sensors 2 E50CT100002D8-1

Alarms Summary

Type Total
High limit alarms o
Low limit alarms o
Technical alarms. 2
Dry Contact alarms 21

Sensor ES0C100002DB (Dry Contact NO)

Data logging Cryo_equipment (Stopped)

Figure 136. Dry contact input sensor serial number
with suffix in report (10f2)

thermoscientific
Readings

Report Filters

Start Date 123/03/2021 04:36 PM
End Date 1 30/03/2021 04:36 PM
Equipment : Samples

Sensors : E50CT100002D8-2

Alarms Summary

Type Total
High limit alarms o
Low limit alarms o
Technical alarms 2
Dry Contact alarms 35

Sensor E50C100002DB (Dry Contact NC)

Data logging Cryo_equipment (Stopped)

Figure 137. Dry contact input sensor serial number
with suffix in report (20f2)
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Audit Trall

The audit trail is a key feature for traceability in equipment
monitoring solutions, notably with respect to the FDA’s CFR
Part 11 guidelines. Smart-Vue Pro tracks every system action
in a non-modifiable list that provides complete details about
system events, such as:

e Alarms

e User login/logout

e Configuration changes

e New equipment/devices/sensors

e Profile updates

e Alert rule creation/modification/testing
e Data logging start/stop

e System messages

e Password changes

e Fftc.

To view your system’s audit trail:
1. Click Reports (E) Audit trail.

2. Here you may click:

(1) to open filter options and refine the display by
choosing the types of information you want to see.

(2) to download an XLSX, PDF or DOCX version of the
displayed list.

Audit trail (2414) 1 2 _M <

¥ Filter®

Date 1z User 11 Event type Description

27/01/2021 10.21 .02 AM - User e .
N Ure smors0zr asr ooy | SVPUserTest o Ol User "SVPUser Test” created

27/01/2021 10:21:02 AM § X Company any - alide " rez
N e 2002 45y 0oy | SVPUser Test rntion Company "TFSUIValidalion2701" created

2070172021 10:21:02 AM License key ;
N G s 261 ooy | SYPUsErTest Crastion Added license code "SJAAA-AAASJ-A4GAQ-CXI

Figure 138. Audit trail list

3. The header fields show the event date, user, type, and
description. You may sort (4) the list by date or user by
clicking the headers using your mouse.
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4. You may expand any event item by clicking on (3) for
details on a particular event, as shown here:

3 4

Afdit trail (716)

Date - User s Event type Description

Alarm
v AN 122 MM | Afed Parsans iigmet Acknowledgem: 1-30.00 °C alarm N* 54 on (data logging”S
DSte Property name 0ld value New value

« Alarm end: 11/26/2019 02:37 AM

« Alarm idenifier 54 Acknowledgement date 11/26/2019 0723 AM

« Alarm start:11/26/2019 02:37 AM p— et

« Alarm type: High limit - Level 1
« Data logging: Samples

« Device: Lab 15t floor

« Device S/N: E40C0104576F

« Equipment: Downstairs

* Limit value:-30.00 °C

« Physical parameter. Temperature
« Probe S/N: 3412000001041

« Sensor number. 1

« Triggering Value: 20.15 °C

« User Alfred Parsons

B Y N e S VY SV VY N SV RV S O e

Figure 139. Complete details for a specific event

For some audit trail items, the Old value and New value fields
show information that has changed:

Date I User 11 Event type Description
30/03/2021 5:09.07 PM Equipment |
v N/ 4 2202, 4 | Halleyna Bonagiri update Equipment "Door (downstairs)” updated
Details Property name 0ld value New value
« Name: Door (downstairs)
Name Door Door (downstairs)

Figure 140. Old and new values shown when
relevant

Exporting the Audit Trall

As described above in section Lists, you may also download
audit trail information in XLSX, PDF or DOCX format. The
following figure shows a sample first page from a PDF
download:

thermoscientific °
Audit Trail )

Report Filters
Start Date 11/19/2019 07:34 AM
End Date 11/26/2019 07:34 AM

Details: Property New value
Alarm end : 11/26/2019 0237 AM Acknowledgement date 11/26/2019 07:23 AM
Alarm identifier : 54 Cause Test

Alarm start : 11/26/2019 02:37 AM
Alarm type : High limit - Level 1
Data logging : Samples

Device : Lab st floor

Device S/N : E40C0104576F

Equipment : Downstairs

B e N Y N N Y Y N W Y N Y S s

Figure 141. Downloading an audit trail report
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Alert Devices

The Smart-Vue Pro system supports several “electronic” alert
notification mechanisms, notably:

e E-mail (native to all Smart-Vue Pro systems).
e  SMS/Text message (optional via Smart-Vue Pro Alert).
e Automated voice call (optional via Smart-Vue Pro Alert).

In addition, you may use hardware alert devices via
LoRaWAN® wireless technology:

Figure 142. Smart Siren (audio & visual alerts)

Figure 143. Smart Remote Contact (triggers an
external smart remote contact device
connect)
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This chapter describes adding the hardware devices to your
system.

Smart Siren

WARNING: Audio warning : Siren devices may
A emit sound levels that could damage hearing.
Use caution when using the Smart Siren by

turning down the volume and then adjusting as
appropriate.

To add a Smart Siren to your system:

1. Click Infrastructure ((%) in the left-hand menu, then

Add (@).

2. Inthe screen shown below, fill in the fields to create the
new Smart Siren:

" .
Create infrastructure com ponent

Serial number * Smart Siren ~

Name * nventory code
Organization Ti
Southern Monitering W (UTC) Coordinated Universal Time ad
Description
Technical alarm None e
Limit alarm MNone o~
Dry contact input alarm MNone o~

Allow snooze

Trigger alarm after minutes without communication.

Trigger alarm after minutes in battery mode.

[ save |
Figure 144. Adding a Smart Siren to your system
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Serial number: Enter the serial number provided on your
product.

Type: Select Smart Siren. If you select the incorrect type of
device here, it will be adjusted automatically upon the
system’s first connection.

CAUTION: We recommend that you test new

A alert devices by simulating alerts. You may test
the siren directly. Options (E) =>» Simulate an
alarm once the device has been created, and/or
in the full context of testing an alert rule by

simulating a sensor alarm
(see Simulating a Sensor Alarm for Testing).

Name: Enter a name to use as a reference in your system.

Inventory code: Enter an inventory code for this device
(optional).

Organization: You must assign the device to a branch of
your organization. Choose the level that is appropriate for
your hierarchy.

Time zone: Enter the time zone in which the device is
located in order to make sure that it is activated at the right
moment (as defined in Alert rules).

Description: You may enter information here as desired
(optional).

Technical alarm: Choose how the siren should react when
receiving a technical alarm, such as a low data logger battery:

None = no reaction
Buzzer and light = Audio sound + red siren light
Light only = Red siren light only

Limit alarm: Choose the siren type when receiving a limit
alarm, such as a temperature excursion (None, Buzzer and
light, Light only).

Dry Contact input alarm: Choose how the siren should
react when receiving a dry contact alarm concerning a
Smart-Vue Pro data logger (None, Buzzer and light, Light
only).

Allow snooze: Enables you to press the snooze button on
the siren to turn off the light and/or buzzer until the next alarm
occurs.

Trigger alarm after X minutes without

communication:

The system checks communication with all devices
periodically. If the system fails to communicate with the siren,
and then fails again after “X” minutes that you specify, an

alarm is triggered (such as an e-mail or text message).
Trigger alarm after X minutes on battery mode:

If the siren switches from AC power to battery mode, an alarm
is triggered after the number of minutes you specify here.
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The new siren is listed in the Infrastructure list shown here:

Infrastructure (1) ® 'ﬁ )
¥ Filters

Designation Identifier & Organization Version Last activity &

Control Room Remote Contact | 577100000001 Southern Monitoring
mote Contact

Figure 145. Siren shown in Infrastructure list

Testing your Smart Siren

We recommend that you test any newly installed alert devices
to ensure smooth operation in your context. To test the siren:

1. Click the siren name in the list.
®

2. Click Options (e)> M Simulate an alarm.
. -

Note: This alarm is useful for testing the siren device itself,
outside the context of any alert rules.

3. Confirm details in the window that opens:

Simulate an alarm *

Infrastructure

Clean room siren

Date

11/13/2019 09:00 AM
Alarm type
Technical - Communication lost '

Figure 146. Details for simulating an alarm

Use the drop-down list to choose one of the available alarm
types for the siren: “Technical — Communication lost”,
“Technical — Lost power supply”, or “Technical — Low
Battery”.

4. Click Send to launch the test, or Cancel to return to the
previous window without taking any action.

Other Smart Siren Functions

Once you have added the siren to your system, you may
include it in alert rules to notify users in case of alarms.
Alarms & Alerts provides details on how to configure alerts.
Other functions (1) are available by clicking on the siren in the
list, which opens the siren details as shown here:
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) E51100000000

Clean room siren

Type Inventory code
Smart Siren

Firmware version Last activity

Organization
Southern Monitoring

v
Allow snooze
PR o i fos AP dE P erf S IO o 0t PN 130 s PSR p g N0 P s A F

Figure 147. Additional options for Smart Siren
management

Options | Category Description

Opens the Alarm list so
you can see any alarms
involving this device (a
filter is applied to show
“Infrastructure” with the
siren’s serial number) .

@ Alarm

history

You may use this function
to simulate an alarm as
described in the previous
section.

! Simulate
an alarm

@ Disable Click.to disaple the siren’s
° functionality (in the

(o) Infrastructure list, a filter
® enables you to display or

hide disabled

infrastructure).

Options

Click to remove the siren
from your system. The
siren is marked as
“removed” in the
Infrastructure list. If you
wish to restore the same
siren, you must create it
again by entering the serial

® Remove

number.
Refresh Refreshes the siren
information window.
Edit Opens the Edit

infrastructure window in
which you may modify all
the same details you
entered when creating the
siren.
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Smart Remote Contact

To add a Smart Remote Contact device to your system:

1. Click Infrastructure ((&)) in the left-hand menu, then

Add (@).

2. Inthe screen shown below, enter the fields to create the
new Smart Remote Contact:

X )
Create infrastructure component

Serial number * Smart Remote Contact v

Name * nventory code
Organization

Southem Monitoring v (UTC) Coordinated Universal Time v

Description

Technical alarm MNene V
Limit alarm Mone o
Dry contact input alarm None v
Trigger relays when power supply is unplugged

minutes without communication

Trigger alarm after

Trigger alarm after minutes in battery mode.

Figure 148. Adding a Smart Remote Contact
device to your system

Serial number: Enter the serial number provided on your
product.

Type: Select Smart Remote Contact. If you select the
incorrect type of device here, it will be adjusted automatically
upon the system’s first connection.

CAUTION: We recommend that you test new

A alert devices by simulating alerts. You may test
the siren directly via Options (5) => Simulate an
alarm once the device has been created, and/or
in the full context of testing an alert rule by
simulating a sensor alarm (see Simulating a
Sensor Alarm for Testing).

Name: Enter a name to use as a reference in your system.

Inventory code: If you have an inventory code for this
device, you may enter it here (optional).

Organization: You must assign the device to a branch of
your organization. Choose the level that is appropriate for
your hierarchy.
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Time zone: Enter the time zone in which the device is
located in order to make sure that it is activated at the right
moment (as defined in Alert rules).

Description: You may enter information here as desired
(optional).

Technical alarm: Choose how the remote contact device
should react when receiving a technical alarm, such as a low
data logger battery:

None = no reaction

Relay 1 = Triggers state change on relay 1
(terminals 1-2-3)

Relay 2 = Triggers state change on relay 2
(terminals 4-5-6)

Relay 1 & relay 2 = Triggers state change on both relays

Limit alarm: Choose how device reacts when receiving a
limit alarm, such as a temperature excursion (None, Relay 1,
Relay 2 or Relay 1 & relay 2)

Dry Contact input alarm: Choose how the device should
react when receiving a dry contact alarm concerning a
Smart-Vue Pro data logger (None, Relay 1, Relay 2, or Relay
1 &relay 2).

Trigger relays when power supply is unplugged:

Determines relay behavior if AC power is lost. You may click
Show connections to see images of the different wiring
options (details on relay open and closed configuration are
provided below in section Terminal Wiring).

Trigger alarm after X minutes without

communication:

The system checks communication with all devices
periodically. If the system fails to communicate with the
device, and then fails again after “X” minutes that you specify,
an alarm is triggered (such as an e-mail or text message).

Trigger alarm after X minutes on battery mode:

If the remote contact device switches from AC power to
battery mode, an alarm is triggered after the number of
minutes you specify here.

The new remote contact device is listed in the Infrastructure
list shown here:

Infrastructure (1) ® 'ﬁ C}
¥ Filters

Designation = Identifier & Organization Version Last activity &

Eomm' Room Remote Contact | 51400000001 Southern Monitoring
mart Remote Contact

Figure 149. Siren shown in Infrastructure list
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Testing your Smart Remote
Contact Device

We recommend that you test any newly installed alert devices
to ensure proper operation in your context. To test the remote
contact device:

1. Click the Smart Remote Contact name in the list.
®
2. Click Options (o)-)‘SimuIate an alarm.
. -
Note: This alarm is useful for testing the remote contact

device itself, outside the context of any alert rules.

3. Confirm details in the window that opens:

Simulate an alarm *

Infrastructure
Control room remote contact
Date
11/14/2019 02:22 AM
Alarm type

Technical - Communication lost v

Figure 150. Details for simulating an alarm

Use the pull-down list to choose one of the available alarm
types for the siren: “Technical — Communication lost”,
“Technical — Lost power supply” or “Technical — Low Battery”.

4. Click Send to launch the test, or Cancel to return to the
previous window without taking any action.
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Other Smart Remote Contact
Device Functions

Once you have added the remote contact device to your
system, you may include it in alert rules to notify users in case
of alarms. Alert Devices provides details on how to configure
alerts. Other functions (1) are available by clicking on the
device in the list, which opens details as shown here:

E51100000001

Control room remote contact

Type Inventory code
Smart Remote Contact

Firmware version Last activity
Organization
Southern Monitoring
v

F i A i e Y Y T AL e

Figure 151. Additional options for Smart Remote
Contact management
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Table 13. Other functions for Smart Remote

Contact

Options

Category

Description

Options

(o)
[ ]

@ Alarm

history

Opens the Alarm list so
you can see any alarms
involving this device (a

filter is applied to show
“Infrastructure” with the
device’s serial number)

! Simulate
an alarm

You may use this function
to simulate an alarm as
described in the previous
section.

@ Disable

Click to disable the
device’s functionality (in
the Infrastructure list, a
filter enables you to
display or hide disabled
infrastructure).

® Remove

Click to remove the
remote contact device
from your system. The
device is marked as
“removed” in the
Infrastructure list. If you
wish to restore the same
siren, you must create it
again by entering the
serial number.

Refreshes the Smart

('.)) Refresh Remote Contact
information window.
Opens the Edit

( ) Edit infrastructure window in

which you may modify all
the same details you
entered when creating the
device.
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Terminal Wiring

The terminal is wired as shown in the following figure (the images are shown in the Smart-Vue Pro Web application).

When "Trigger relays..." checkbox is not selected. When "Trigger relays..." checkbox is selected.
Default state: Pins 2&3 of relay1 and Pins 5&6 of relay2 are Default state: Pins 1&2 of relay1 and Pins 485 of relay2 are
short circuited. short circuited.
Alarm State: Pins 1&2 of relay1 and Pins 4&5 of relay2 are Alarm State: Pins 2&3 of relay1 and Pins 5&6 of relay2 are
short circuited. short circuited.

Blocks & states Wiring

Option in Smart-Vue Pro: Trigger relays when power supply is unplugged

Normally open

Option in Smart-Vue Pro: Trigger relays when power supply is unplugged

Normally open

Figure 152. Terminals for open and closed relays
Connect the wires of your external devices to the terminal poles as appropriate for your needs.

ﬁ CAUTION: The two blocks (1-2-3 and 4-5-6) may be cabled differently from each other.

For example, with Trigger relays when power supply is unplugged selected, 1-2-3 may be cabled for
“Normally open” and 4-5-6 may be cabled for “Normally closed”.
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Alarms & Alerts

The Smart-Vue Pro monitoring system features an alert
mechanism that notifies you if the sensors go outside their
expected range or if some type of technical error occurs.

For example, if a temperature sensor is configured to monitor
a cold-storage unit between 2°C and 8°C, and the sensor
reads a temperature of 9°C, then an alarm is shown in
Smart-Vue Pro. The system can also send an alert to one or
more users if an alarm is detected. It is therefore important to
understand the distinction between alarms and alerts.

Handling Alarms

Alarms Highlighted in the
Dashboard

The first place you will see an alarm visually is in the
dashboard, in the Watch Mode screen.

When there are no errors, the equipment thumbnail is shown
in green and the alarm indicator at the top right of the
equipment details page displays a green OK icon (\/).

Here is a “healthy” system dashboard and equipment details
window:

thermoscientific ~ Smart-Vue Pro A L@
Watch mode (4) [ Auto refresh Last refresh: 25/03/2020 at 5:05 PM Q
Y Filters
Incubator Nitrogen level Nitrogen -Temp. Refrigerator
a8 interior Level NO2
2% Commsense E Commsense #!commse *lz‘;‘ﬁ"’““ = v
¥ 85, e
Sosem
Cco, 2.7% b
IREE 2RVAE

l '8
ESUREE: ﬂ

Figure 153. Dashboard and equipment details with
no alarms
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Watch mode (4) B Auto refresh Last refresh: 25/03/2020at 5:11 P ()

Y Filters
Incubator Nitrogen level Nitrogen -Temp Refrigerator
&8 Interior Level NO2 Standard
g 0. EA @
A EQUIPMENT
’ 85 5RH ﬁ 51 °C Limits
505 PM 505PM
co, 27 -59.2¢ -I
’ 21 A _o.DLl
L1 sem [ # {\itrogen -Temp E 0
oNO2
Commsense Technical

Min: -80.22 °C
o N Max: -59.04 °C
59.23°C

Figure 154. Dashboard and equipment details with
an alarm

The alarm counters (1) increment to show:

1. Onthe main screen, the number of alarms currently on an
equipment.

2. On the equipment details screen, the number of alarms
currently on the equipment (i.e. on different sensors at the
same time).

Viewing Alarm Details

When you see an equipment with errors:

1. Click one of the alarm counters mentioned above (1) or
click Alarm icon to open the alarm list in the left-hand

menu (ML ).

e [f you click the counter in the dashboard window or on
A in the menu, you will see all current system alarms.
e [|f you click the equipment thumbnail, you will access the

alarm directly (that is, with filters applied in the Alarm list
to show alarm only).

2. The Alarm list opens and shows the alarm events for the
selected equipment. Unfold alarm details by clicking on
the blue arrow (v) (2).
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Alarms (9) ';1 Q
¥ Filters

Date Designation Equipment Type Status

| Start:11/14/2019 6:40 AM ze:“"'-mz:”f‘m““““'“‘” Downstairs A High Limit Ongoing

Samples A High Limit Ongoing
Samples A High Limit Ended
P st n SR PUPNY J YN 1 SEPT, AP PPV 10 s0isst 1 ost IS T8 s f £ AL A s f I f oL 1
Alarms (9) kO
¥ Filters
Date e: ion Equipment / Type Status -
+ | Start:11/14/2019 6:40 AM i‘;‘sf 033?1200000‘”““ Downstaiy A High Limit Ongoing ‘Acknowledge
- Equipment Plan Organization
. ue “
. Downstairs B - Southern Monitoring
i
inute(s)

st i S Persf LA 8 INAEP IS L o sf LTSI LS s P snif S8 2 wf L S

Figure 155. Displaying alarm details

e (Click the graph icon (E) to open the sensor graph
which shows the date/time when the alarm started.

e You may access the equipment directly by clicking on the
link in the Equipment column (3).

Alarm Types and Sources
in Smart-Vue Pro Web
Application

The Smart-Vue Pro web application alarm list presents all the
different alarms that have occurred in the system. The Filters
feature on the Alarms screen enables you to display alarms
according to their source (1) and/or type (2).

Alarms (254)
¥ Filters

BKO

Types

~ High limit, Communicati.. v

Acknowledgment Status Sources Search
~  Datalogger v Q

Figure 156. Filtering by alarm type and/or source

You may use the pull-down menus to display any or all of the
alarm types described below (All is selected by default when
you unfold the Filters function).

The Sources are the devices or equipment in your system that
may generate alarms with the following options:

Data logger: Alarms related to data loggers

Equipment: Alarms for equipment you are monitoring
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Infrastructure: Alarms concerning various devices in
your system, notably:

e Smart Remote Contact (alert controllers)
e  Smart-Vue Pro LoRaWAN Gateway (receivers)
e Smart Siren (alert devices)

e Sensor: Alarms related to sensors connected to
data loggers.

The options under Types are:

Communication lost: This alarm is generated if the server
does not receive communication from the data logger or alert
device after the period of time defined for “Trigger alarm after
X minutes without communication”.

Data logger mismatch: This alarm may be generated if you
delete a data logger on which data logging is currently
running, without stopping data logging, and you then add that
data logger back into Smart-Vue Pro web application.

On the rare chance that you encounter this error, click Data
loggers ([])=»select the data logger =» Options - = Hard
reset. This will clear the data logging and resynchironize the
data logger with the system.

Dry contact triggered: This alarm indicates that the dry
contact input sensor detected a state change for which an
alarm was configured.

High limit: This alarm is generated when a reading exceeds
programmed high limit alarms levels 1, 2, and/or 3.

Invalid sensor type: This alarm is generated if data logging
is running and you swap the sensor with a sensor type that is
not identical to the original.

Low battery: A low battery alarm is issued by data loggers if
the remaining battery level reaches 10%.

Low limit: This alarm is generated when a reading is below
programmed low limit alarms levels 1, 2, and/or 3.

MKT: Reserved for future use.

Power lost: This error occurs if a data logger’s AC adapter is
no longer receiving power (for example, if electricity in the
building goes off or if the adapter is unplugged).

Sensor failure: A sensor failure alarm indicates that a sensor
connected to a data logger did not respond when an attempt
was made to read the sensor. This could be due to a poor
wired connected, out-of range situation for a wireless sensor,
or a hardware failure. Check the connection and try swapping
the sensor with an identical sensor to see if the problem is
resolved.

Unexpected stop: This alarm may be generated if the data
logger stops data logging unexpectedly, for example if the
batteries were changed in a device (and it completely lost
power), and data logging was not restarted in Smart-Vue Pro
web application.
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Acknowledging Alarms

When alarms are displayed for your equipment, you must
acknowledge the alarm in Smart-Vue Pro and troubleshoot
the problem so that further alarms do not continue to occur.

A

CAUTION: It is important to note that the alarm
status is still shown in red in the Smart-Vue Pro
dashboard until the next reading transmitted by
the data logger no longer indicates the alarm
condition.

More importantly, acknowledging the alarm in the
software does not actually fix any physical or
technical problem encountered by the data
logger and the equipment could still be in an
alarm state.

Follow these instructions to acknowledge an alarm:

1.

Click Alarms (M) in the main menu, or on the alarm
counter in the dashboard or equipment details screens.

2. The alarm management screen displays equipment with
alarms:
Alarms (9) KO

¥ Filters

Date Designation Equipment Type Status

3412000001041

+ |Start:11/14/20196:40 M | SN Downstairs A High Limit Ongoing cknowledge
v | Start:11/14/2019 621 AM 2322110028 Samples A High Limit ongoing Acknowledge
Start: 11/14/20106:05AM  Sensor. A655443322110028 J—
v | eemnaanosn an o7 Terperoe i 4 High imi s v
21 poar s PSSV RINGIZAIM, . S1595 SAFD 200Ny RS ol S 1 31 10 0 g P8 501 s s 85 P

Figure 157. Alarm management and

A\

acknowledgment screen

To organize the display of unacknowledged
alarms, click Filters and select Not ACK from
the Acknowledgment drop-down list, or select
any other criteria depending on your needs.

To acknowledge a single alarm, click next

to the alarm you want to acknowledge.
You may acknowledge several alarms at once by clicking
on their check boxes in the first column:

Date Designation

AN AN

Sensor: 0334120000001041
ID: 9 - Temperature

v ‘ Start: 11/14/2019 6:40 AM

« | Start: 11/14/2019 6:21 AM Sensor: A655443322110028
1D: 8 - Temperature

Start: 11/14/2019 6:05 AM Sensor. A655443322110028 (

e VA AV e WAE, B G 27 27 ainV AV N g\ Fag M e T al VN Y T Vs WP Y 4

Figure 158. Acknowledging several alarms at the

80

same time
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Click at the top of the screen. If one of the

alarms in your selection has already been acknowledged,
it will be deselected automatically and thus not affected
by the current acknowledgment.

The Alarm acknowledgment pop-up is shown on the
right-hand side of the screen:

x
Acknowledge alarm

Alarm type
High limit

Cause*

Alarm status
Ongoing

- P

Corrective action

Preventive action

Save

Figure 159. Enter the details for acknowledging

10.

A

an alarm

To acknowledge the alarm, you must enter an incident
cause in the Cause field. The 30 most recent entries in
this field are stored and may be reused in the future by
clicking the drop-down list (1).

The Corrective action and Preventive action fields are
optional and can be used to include further information
with the acknowledgment.

Click Save to save your changes (and confirm by
entering your password) or Cancel to discard changes
and return to the previous screen.

Once the alarm has been acknowledged, the green
check mark (\/) is shown on the alarm line.

Remember, acknowledging an alarm does not
necessarily eliminate any physical problems at the
sensor, data logger or equipment levels.
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Editing Acknowledged
Alarms

You may edit alarm acknowledgments even after they have
been saved. You may only edit your own acknowledgments,
not those of another user.

To edit a single acknowledgment:

1. Click Alarms (.) in the main menu, or on the alarm
counter in the dashboard or equipment details screens to
open the alarm list.

2. Choose an acknowledgment by clicking (/).

— N
Alarms (58) E) ho
¥ Filters
O Date Designation Equipment Type Status
— Sensor. F2E212 Samples
[] ~ | Start:30/03/2021 4:05:05 PM No 260 Temperatire P 4 0Ongoing \/
[] \ Srt25/03/202143323PM  Sensor ES0C10 Samples A o v

End: 25/03/2021 5:10:49 PM No. 227 - Dry Contac.

Figure 160. Selecting a single acknowledgment to
edit

3. In the Acknowledgment details screen, click Edit, make the
desired changes and then click Save to keep the changes or
on Cancel to leave the previous information as it was.

To edit several acknowledgments at the same time:

1. Select checkboxes in the left-hand column and then click:

Alarms (58)
 Filters

] Date Designation Equipment Type Status

Sensor: F2E2125000001

v | Start: 30/03/2021 4:05:05 PM

No. 260- Temperatur

e ] o oV
Figure 161. Selecting multiple acknowledgments
to edit

2. In the Edit alarm acknowledgments screen, make the
desired changes and then click Save to keep the changes or
on Cancel to leave the previous information as it was.

Note: When you edit multiple acknowledgments, the new
information overwrites the old information contained in all
selected acknowledgments.

Smart-Vue Pro Monitoring Solution

Alarm Report Subscriptions

Smart-Vue Pro can generate alarm reports automatically and
send them at programmed intervals.

Users with Application Manager rights can assign

A reports to other users, whereas regular users can
only create reports for themselves, without being
able to assign them to other users.
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Scheduling a Report

To schedule a report and assign users:

1. Click Alarms (ML) =Schedule a report (ﬁ).

Alarms (178) B h %)
Y Filters
Date Designation Equipment Type Status
| Start:19/03/202011:31:49 Data logger: E40C0. Refrigerator A Ended —
End: 24/03/2020 10:37:19 No. 178 - Smart-Vue Pro
Start: 19/03/2020 10:31:49 Sensor: 5A3412000 Refrierator
bs End: 19/03/2020 10:40:58 No. 177 - Ter rature g ¢ Ended V
Start: 19/03/2020 10:17:14 Sensor: 5A3412000 Refierator
b End: 19/03/2020 10:26:14 No. 176 - Ter ature g ¢ Ended V
B B A e e

Figure 162. Scheduling an alarm report to send to
one or more users

The report is created with default parameters (not editable as
of this writing):

Schedule a report *

The report will be scheduled with the following parameters: =

Report type
Alarms
Organizations

All

Types

All
Acknowledgment
All

Status

All

Figure 163. Default report parameters

2. Click Next and edit details for the report:

Schedule a report *

Name*

Periodicity
(5) Weekly Monthly

Monday Tuesday Wednesday Thursday

Friday Saturday Sunday

At 0000 v

Data range

Previous 7 days v

Figure 164. Set up the report to meet your needs
Name: Enter a name to refer to this report.

Periodicity: Select whether the report should be
produced on a weekly or monthly basis.
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Weekly: Select one or more days to generate the report:

(=) Weekly Monthly
& Monday Tuesday Wednesday Thursday
Friday Saturday Sunday

Figure 165. Report printed on selected days every
week

Monthly: Select the day of the month to print the report:

Weekly (=) Monthly

The first v Monday v
Figure 166. Report printed on the specified day
once a month

At:Indicate the time of the report to be produced.

Data range: Specify the time period for which you want
to include data (from “Previous 7 days” to “Previous
month”).

3. Users with “User” rights in the system can only create
reports for themselves, so they must click Save at this
point, or on Previous to return to the scheduling screen,
or Cancel to close the window without saving changes.

4. Users with “Application Manager” rights must click Next
to select the users (including themselves) who will receive
the report in PDF format via e-mail:

Schedule a report *

Available users Subscribers (0):

Q Q
>

Anystown Jane (j.anystown@commsense.co...

»
Backon Francis (f backon@commsense.com)
Cane John (j.cane@commsense.com) «

Higgins Jeff (comm@commsense.com)

Parsons Alfred (a parsons@cemmsense.com)

Figure 167. Include users in report distribution

To add users:

Double-click a user-name or click ) move the selected user
from Available to Subscribers.

To select multiple users at a time, press and hold the Ctrl key
and click each of the users you want to select. Click ) to add
them to the list of Subscribers.
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To select all available users, click 9.
To remove users:

To remove a user from a report, double-click a user-name in
the list of Subscribers (on the right-hand side) or click a user
and click ( to move the user to the list of Available users on
the left-hand side.

To remove multiple users, press and hold the Ctrl key and,
while holding down the key, click each of the other users you
want to remove. Then click ( to move them to the list of
Available users on the left.

To remove all users, click €£.

5. Click Save when done, Previous to return to the
scheduling screen, or Cancel to close the window
without saving your changes.

Editing Scheduled Reports
and Subscriptions

You may edit and update reports that you have created (as
described in the previous section) and reassign users to those
reports.

To modify a report:

1. Click Reports (E) =>Report subscriptions.

Report subscriptions (1)
Y Filters

Q

Type Name = Scheduling parameters Owner & Subscribers

At 08:00, on the first Monday

Alarms Weekly report
vrep Previous 7 days

Higgins Jeff 1 K®

Figure 168. Include users in report distribution
CAUTION: The user who created the reported is
A indicated as the “Owner”. You may change the
owner via Options (:) as described below.
[ ]

A
2. To run the report right now, click (h).
3. To delete the report, click (®).
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4. To access report configuration, click anywhere on the line
with the report (1).

x
Weekly report

QOwner Export format

Higgins Jeff PDF (.pdf)

Data range Scheduling

Previous 7 days At 08:00, on the first Monday of the month

Subscribers (1)

Name = Latest execution

Parsons Alfred

Figure 169. Report summary screen
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This screen contains several options for managing the report:

Table 14. Options for Managing Report

Options | Category | Description

Filter — Displays the parameters
used to filter data and establish
the report. As of this writing, the
parameters may not be edited.

Generate the report — You may
click this icon to generate the
report at any time.

Edit — Enables you to change
scheduling options for the
report. The options here are the
same as those used to create
the report (as described in the
previous section).

Options — Contains the following items:

Change owner - The report
owner is allowed to manage
report details. If the report is
assigned to multiple

- subscribers, ownership may
only be assigned to another
Application Manager. A regular
User cannot be the owner of a
report that is sent to other
people.

Edit subscribers — Allows
Application Managers to edit the
list of users who receive the
report via e-mail.

Disable — Deactivates
automatic generation of the
report. You may Enable the
report subsequently if you want
@ (to show reports that have been
disabled, open Filters at the top
of the screen and select “Show
inactive”)

Remove — Completely removes
® the report from the system.
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Alert Notifications

Smart-Vue Pro offers several alert notification mechanisms:

e By default, every system provides alert notification via e-
mail and every user profile is required to include an e-mail
address.

e Smart-Vue Pro Alert is an optional web-based solution
that adds SMS/text messaging and automated voice call
support. You must enter a valid license key in order to
use Smart-Vue Pro Alert notification features, as
described in Managing License Keys.

Smart-Vue Pro can send alerts to one or more users
configured in Call Groups. Each user is configured with an e-
mail address to be used for this purpose. To implement alerts,
you must therefore create one or more Call Groups and
create alert rules to determine the equipment and data
loggers for which those groups will receive alert e-mails.

Configuring Alert Rules

An alert is a notification sent by the system to users when the
system observes an alarm condition or potential problem in
the monitored environment.

Alert rules can be configured and assigned to different call
groups in order to notify, by telephone and/or e-mail, users
designated to handle an alarm category. You may define
different criteria for one or more nodes in your organization, or
according to the geographical areas you cover or sensor
categories. Alert rules are based on “Time slots” and
“Weekends and holidays”, defined in the system. These
entities enable you to handle a variety of different cases,
including Day/Night and weekend modes.

Follow these steps to configure an alert rule:

1. Click Configuration Qﬁ => Alerts =» Add alert rule
(F)-

2. The Create alert rule screen is displayed:

Create alert rule

Designation and scope Alert configuration

If alarm persists, repeat alert every minutes. @

Figure 170. Setting up an alert rule (Step 1)
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Fill the in fields according to your needs. The fields
marked with a red asterisk (*) are required:

Name: Assign a friendly name to identify the alert rule.

Description: Enter a description of the alert, for your
information.

Alarm type: Select one or more type of alerts (Limits, Dry
Contact (for future) or Technical).

Limit alerts are the high and low limit values that you
may configure for sensor readings.

Technical alerts concern technical issues with your
sensors and receivers, such as low battery and
communication errors. A given rule can only apply to one
or the other of these types of alerts.

Dry contact triggered (Level 1, 2, 3) corresponds to
the time delays configured when starting data logging for
the dry contact sensor on a Smart-Vue Pro Duo / Quatro
data logger. See section Dry Contact Input Sensors
(Smart-Vue Pro Duo / Quatro Data Logger Only) for
more details. This enables you to have a different alert
notification for each different time delay.

Items in organizations: Choose the relevant
organization(s) and/or department(s).

Alerts for: Select the type of equipment for which alerts
will be sent: Infrastructure, mobile equipment, Shipments,
or Static equipment.

Criticality: Select the criticality level(s) for which the alert
rule applies (critical and/or not critical) as configured for
equipment.

Repeat alert if Check this option to set the repeat
frequency for this alert if the alarm condition persists and
specify the desired time interval.

Click Next to set up the users who will be alerted and
when, as described below.

Day & Night v, rance - Jours fériés

2
3
Create alert rule / // /
* ©
Designation and sco Alert canfiguratio
18008 ay o
t

Aertedusers O)by B\ M@

Figure 171. Assigning users to time periods in an

alert rule (Step 2)
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In the above image, time periods are shown on three tabs (2).
Remember to assign users and/or alert devices to each
period.

You may configure notifications to be sent to users or devices
(8), notably Smart Sirens and/or Smart Remote Contact
configured in your system.

5. Select the Time slot and Days off for the alert:

Time slot: Use the drop-down menu to select the alarm
period from the available options. Other time slots may be
added as described in Time Slots.

Days off: Use the drop-down list to select Days off
periods (such as weekends and holidays). Other days off
may be added as described in

Setting Days off (Weekends and Non-Working
Days).

Alert Rules with Users

Add or remove users in the Users tab (3) of the screen as
shown in Figure 170 and Figure 171:

1. Determine how users will be alerted (1): via e-mail (pPY)
automated voice call (&.) or SMS / Text message

(’). Click the check box I:I > o assign one or

more alert types.

2. To add users: Double-click a user-name or click ) to

move the selected user from Available to Alerted.
To select multiple users at a time, press and hold the Ctrl
key and click each of the users you want to select.

Click ) to add them to the list of Selected users.

To select all available users, click 9.

3. Toremove users: To remove a user from a rule,
double-click a user-name in the list of Alerted users
(on the right-hand side) or click a user and click ( to

move the user to the list of Available users on the
left-hand side. To remove multiple users, press and hold
the Ctrl key and while holding down the key, click each of
the other users you want to remove. Then click < to
move them to the list of Available users on the left.

To remove all users, click €£.

4. To change the contact sequence: Users are contacted in
the order in which they are listed in the alert rule. The top
user is contacted first, etc.

You may click M and 4 icons to move the selected
user up or down one line at a time.You may click \ the

I\ and ¥ icons to move the selected user to the ver
AN y
top or bottom, respectively.
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5. Click Save to save the rule (or add alert devices, as
described in the next section), click Previous to return to
step 1 or click Cancel to close this window without
saving any changes.

Alert rules with Smart Siren or
Smart Remote Contact
Devices

To add or remove alert devices, click Sirens & Smart
remote contacts tab (4) of the alert rule screen:

Edit alert rule |
Jesignation and scope Alert configuratiot
Day & Night ~ MNone -
Users Smart Sirens & Smart Remote Contacts
Available users Alerted users (1) by ISR, [
Q a

= >
Alanis Betsy (betsabe alanis@ - 0 - chilis AkhilVarma (akhilvarma. -~ -

Angerman Sean {sean angerm - <

« ¢ N >

AR KarthikRaja (karthiksaja ar =

Bonagiri Halleyna (halleyna.bo. %5 . M

Figure 172. Assigning alert devices to time periods
in an alert rule (Step 2)

1. Select one or more sirens (.)) or smart remote contact
devices (7. IN the “Available” column.

2. To add devices:

Double-click a device name or click ) to move the

selected device from Available to Alerted.
To select multiple devices at a time, press and hold the
Ctrl key and click each of the devices you want to select.

Click ) to add them to the list of “Triggered” devices. To
select all available devices, click $Y.
3. To remove devices:

To remove a device from a rule, double-click a device
name in the list of Triggered devices (on the right-hand

side), or single-click a device name and click ( to move

the device to the list of Available devices on the left-
hand side.

To remove multiple devices, press and hold the Ctrl key
and, while holding down the key, click each of the other

devices you want to remove. Then click ( to move them
to the list of Available devices on the left.
To remove all devices, click €£.
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4. To change the trigger sequence:
Devices are triggered in the order in which they are listed
in the alert rule. The top device is triggered first, etc.

You may click #% and & icons to move the selected

device up or down one line at a time.

You may click the ﬁ and 8 icons to move the

selected device to the very top or bottom, respectively.
5. Click Save to save the rule (or add users as described in

the previous section), on Previous to return to step 1, or

on Cancel to close this window without saving any
changes.

Modifying or Deleting Alert
Rules

To disable or change the conditions or recipients of an alert
rule, click Configuration (Q{})-) Alerts.

The alert rules you defined earlier are shown in the table with
the configuration parameters and characteristics of the
equipment involved.

1. To modify an alert rule, click Edit ( ) for the rule you

wish to modify (1):

Alert rules (2) @ &)
Name “ Organizations Alarm types Alert parameters Scope
Lab test Southern Monitoring Dry contact alarm Time Slot: Day & Night m K
High limit - Level 1 Day Off: U.S. - Days Off -
Weekd: tificat Anah ! 7Sl
SECRVNOUICELOnS paen Low limit - Level 1 2 | Time Slot: Day & Night E * &) ST

Figure 173. List of alert rules saved in the system

2. Make the desired changes (with all the same options as
described in the previous sections when creating the
rule).

3. Click Save to save your changes or Previous to return to
the previous screen without saving changes.

°
4. For more options, click Options (e) for a drop-down
°
menu with the following options:

Create using as template: This option enables you to
create a new alert rule based on the currently selected
rule.

Simulate an alarm: Enables you to validate the alarm
scenario by sending a test alert using the selected rule.
No alert is listed in the Alarm list, but people are con-
tacted and/or devices are triggered as if an alarm
occurred.
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Disable: Deactivates the alert rule. You may reactivate it
at any time selecting the alert rule and clicking on
“Enable” in the drop-down menu.

Delete: Deletes the alert rule from the system.

Time Slots

As described earlier in Configuring Alert Rules, you may
configure specific time slots during which your system will
send alerts to users. These time slots may then be used in the
context of one or more alert rules.

To add a time slot:

1. In the main menu, click Configuration Q{} = Time
slots.

2. Click Add time slot (@).

Time slots (1) @

Q

Name “ Description &

Day & Night Standard office hours K4

Figure 174. Adding a new time slot

3. The Create time slot window opens on the right-hand
side of the screen:

x
Create time slot

Name ¥

Description

Slots

From To

12:00 PM a 1200 PM ®

Name*

Save

Figure 175. Time slot details

4. Enter the details of the new time slot. The fields marked
with a red asterisk (*) are required:
Name: Enter a name for the time slot.

Description: Enter a description of the time slot.

Smart-Vue Pro Monitoring Solution

Slots: Enter a name for the time slot and then, define the start
and end time. These parameters are used by the application
to determine the start and end of the alarm period.

To avoid confusion, all times are indicated in local
A time of the user who will be receiving the alert or

the device to be triggered.

1. Click Add (@) to add up to a total of three time slots,
if needed.

2. Click Save to save your changes or Cancel to discard
changes and return to the previous screen.

Modifying or Deleting Time
Slots

To change the time slots of your alert rules:

1. In the main menu, click Configuration a{:} = Time
slots.

Time slots (2) @ )

Name = Description

Day & Night Standard office hours P

Weekends Not at the office £®

Figure 176. Time slot list

2. Click Edit ( 4 ) to modify a time slot.

Make the necessary changes.

Click Save to save your changes or Cancel to discard
changes and return to the previous screen.

5. If you want to delete a time slot, select the time slot and

click Delete (®).
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Setting Days off (Weekends 4. Click Next >
and Non-Working Days) X reate days of

Smart-Vue Pro enables you to manage non-working days 1

such as weekends, public holidays and other days off. You Informatien Days off
may use this feature to fine-tune your system’s alert rules. fFom To

y y y 12/25/2019 E 12/25/2019 E [ Yearly @
To add days off: o .

B E Yearly @@

1. In the main menu, click Configuration ‘a{} => Days

off.
Days off (2) @ )
Name = Description £
France - National holidays S ®
SAIIEIEE 7C Figure 179. Adding days off to be used in alert

rules
Figure 177. Adding days off (non-working days)

5. Select dates in the From and To fields.

2. Click Add days off (@), which opens the Create days 5. |fthe day is to be considered as a day off every year, click
off window: the Yearly check box.

7. You may remove a day off by clicking on Remove (@)

x
Create days off )
next to the item to be deleted.

_ 2 8. Click Save to save the day(s) off in the system, Previous
iormation vaye ot to return to the previous screen without saving changes
Heme or Cancel to discard your changes.

Description

Modifying or Deleting
Weekends and Days off

Weekend configuration

To edit a weekend or day off:

From

Mondey v][1200AM vonday 1200t [ 1. Inthe main menu, click Configuration ﬁo = Days off
Days off (2) @ o
Name Description &
Figure 178. Entering details for days off France - National holicays /0
U.S. - National holidays L@
3. Fill the fields according as desired. The fields marked with
a red asterisk (*) are required: Figure 180. List of days off in your system

Name: Enter a name as a reference for the day(s) off. You
will be able to use this name when you create alert rules. 2. Select the line you want to change, click Edit ( & ).

Description: (Optional) You may enter a description of 3. Make the desired changes.

the day off for information purposes. . .
4. Click Save to save your changes or Cancel to discard

Weekend configuration: Set the start and end times changes and return to the previous screen.
that are considered as part of the weekend, for example,
for on-call staff. These settings are used by the applica-
tion to determine the start and end of the weekend alarm desired line and click Delete (®)_
period.

5. If you want to delete a day off configuration, select the
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Getting Help

User Manuals

User manuals for the Smart-Vue Pro web application and related products are available directly from the application.

Click Help = Online help to download the latest documents:

Help

Read the latest online user guides to for detailed information on using the Smart-Vue Pro solution and getting the most from its features.

Smart-Vue Pro Smart-Vue Pro Quatro Data logger Smart Siren
Manitoring solution for SetUp & Use User Guide

Smart-Vue Pro Quatro dsta loggers

o -

|}
—— =
= — R

Smart-Vue Pro Solution Modules

Safety Leaflet

Smart Remote Contact

User Guide

Smart-Vue Pro LoRaWAN
User Guide

|
}

Figure 181. Access to Smart-Vue Pro and companion product user guides

Viewing Smart-Vue Pro Version Release Notes

If the Smart-Vue Pro web application has been updated since the last time you logged in, the release notes concerning the new

version are displayed on your screen:

Release notes

Smart-Vue Pro has been updated
What's new:

N S AT A T A VeV SN AV (N W AN O ST a7 At Vs oV SNV S e VAT

Figure 182. Latest release notes

This message is not displayed for new users. You may click Do not show these notes again to stop the message from being
displayed when you log in again. Click Close to close the window and continue with Smart-Vue Pro.

ﬁ You may show all Smart-Vue Pro release notes at any time by clicking Help =» Release notes.
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Appendix

Alarms

Table 15. Alarm Details

Type

Meaning

Web
App
alarm
color

High Limit
Alarm

Sensor input reading is higher
than high limit value set.

Red

Low Limit
Alarm

Sensor input reading is lower
than low limit value set.

Red

Sensor Fail

Input Sensor has failed.

Red

Invalid
sensor

When a different sensor is
replaced during data logging.

Red

Communicat
ion lost

When data logger or
infrastructure (LoRaWAN) is
not communicating as per the
setting in web app i.e., web
app triggers an alarm after X
minutes without
communication with Data
logger or Infrastructure.

Red

Power lost

When data logger is not under
AC power and communicating
on battery power, as per the
setting in web app i.e., web
app triggers an alarm after X
minutes without AC power

supply.

Red

Unexpected
stop

When you restore power, the
data logger is operational but
the data logging session is not
restarted. Then SmartVue Pro
web application triggers the
Unexpected Stop alarm to
notify you that your equipment
is not being monitored.

Red

Low battery

The battery on the SVP Quatro
is low.

Red
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FAQ

| just installed a new data logger. It seems to be
working fine, but no information is updated in the
Smart-Vue Pro dashboard.

e Information is automatically sent to the system at the
end of each programmed “transfer period”. The
transfer period is generally longer than the sensor
reading period, so you may simply need to wait for
the cycle to begin in order to have data in the web
application.

e On the Smart-Vue Pro data logger, you may use the
Synchronize feature to trigger communication
between the system and the data logger.

e Youmay also refresh the application screen using the

Refresh button (@) that is present throughout
Smart-Vue Pro.

| used the Smart-Vue Pro web application to
activate data logging on a Smart-Vue Pro data
logger. The data logger now displays the
temperature and session name as expected,
however, | still do not see any readings in the web
application. What should | do?

If the data logger screen shows information other than
“Data logger waiting for configuration”, it means that
communication from the server was successful. The
edges of the tile in the Watch Mode screen (in the web
application) should no longer be gray. Just wait until
sensor readings are uploaded at the next transfer interval.

My data logger was data logging and lost power
(unplugged or batteries removed). However, when
the power was restored, the web application
showed an “Unexpected Stop alarm”. What could
be the reason?

When you restore power, the data logger is operational
but the data logging session is not restarted. The data
logger therefore still needs your attention and hence, the
Smart-Vue Pro web application triggers the “Unexpected
Stop alarm” to notify that the equipment is not being
monitored.

Can a data logger be removed which is currently
running a data logging session?

Yes, you can remove a data logger from your Smart-Vue
Pro system even if data logging is running. You should
only do this in cases where there is a problem with the
data logger, or if a data logger had to be swapped while
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10.

still running. In those cases, the Smart-Vue Pro web
application can no longer stop the data logging session
via software and you may need to remove the data logger
from the system.

Where can | find information about using the
Smart-Vue web application with my Smart-Vue Pro
data loggers running in Bluetooth mode and the
Smart Connect mobile application?

The Smart Connect User Guide provides details about
using the mobile application in conjunction with the web
application.

Are all features available when using the Smart-Vue
Pro web application and the Smart Connect mobile
application for my data loggers in Bluetooth-only
mode?

Most viewing and display features are the same, regard-
less of whether data is collected via a LoRaWAN receiver
or pushed by your Bluetooth-enabled device running
Smart Connect. Some configuration features are specific
for LoRaWAN operation and do not apply when using
Smart Connect, such as “Trigger alarm after n minutes
without communication.”

Why an unexpected stop alarm shows in ongoing
state although it is acknowledged?

Unexpected stop event occurs when the data logging is
in progress and battery/power supply is removed.

When the battery (or plug your power supply) is placed,
the device reboots. However, all data loggings are
stopped so the data logger sends this alarm to notify the
customer that your product (ex: vaccine) is no longer
monitored.

Why doesn’t it show any error while creating a
company even if the license key or last digit is
changed?

Validation of license is done when one accepts and tries
to create company. To ensure the security, it is a best
practice to check the license key on server side and not
on front side (javascript). The error is shown in the final
page and user won't be able to create a company when
last digit of the license key is changed.

Explain the following error “Data logger
configuration mismatches server”.

If the physical data logger has a different state than the
status on the web app, this alarm is created.

For example, starting a data logging, performing a factory
reset and communicating with the server.

What is the significance of system user and support
user in Audit Trail records?

System user: When the action is performed by the
application.

Note: It is not a real user (sending an emalil, etc.)

Smart-Vue Pro Monitoring Solution
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Support user: When the technical support uses the
special account to perform some actions.

What is the significance of setting time interval for
communication lost separately in Infrastructure
and Data logger pages?

Infrastructure (gateway) communicates with server in
every 10 seconds, however, it updates its activity in every
5 minutes.

A LoRa gateway takes 5 minutes to start. Communication
lost alarm is triggered after two missing reading intervals
+1 boot duration. Hence, a 15 minutes time interval is
defined for communication lost in Infrastructure page.

Why does the time stamp show as 01/01/0001
before starting the data logging in web app watch
mode screen?

Until the first data push to cloud we find the time stamp
as 01/01/0001. Once the data is synced to cloud we
observe the related time stamp.

Appendix | 91



WEEE Compliance

WEEE Compliance. This product is required to comply with the European Union’s Waste Electrical &
Electronic Equipment (WEEE) Directive 2012/19/EU. It is marked with the following symbol. Thermo
Fisher Scientific has contracted with one or more recycling/disposal companies in each EU Member
State, and this product should be disposed of or recycled through them. Further information on our
compliance with these Directives, the recyclers in your country, and information on Thermo Scientific
products which may assist the detection of substances subject to the RoHS Directive are available at
www.thermofisher.com under Services & Support.

WEEE Konformittat. Dieses Produkt muss die EU Waste Electrical & Electronic Equipment (WEEE)
Richtlinie 2012/19/EU erfullen. Das Produkt ist durch folgendes Symbol gekennzeichnet. Thermo
Fisher Scientific hat Vereinbarungen getroffen mit Verwertungs-/Entsorgungsanlagen in allen EU-
Mitgliederstaaten und dieses Produkt muss durch diese Firmen widerverwetet oder entsorgt werden.
Mehr Informationen Uber die Einhaltung dieser Anweisungen durch Thermo Scientific, dieVerwerter
und Hinweise die Ihnen nutzlich sein konnen, die Thermo Fisher Scientific Produkte zu identizfizieren,
die unter diese RoHS. Anweisungfallen, finden Sie unter www.thermofisher.com unter Services &
Support.

Conformita WEEE. Questo prodotto deve rispondere alla direttiva dell” Unione Europea 2012/19/EU
in merito ai Rifiuti degli Apparecchi Elettrici ed Elettronici (WEEE). E marcato col seguente simbolo.
Thermo Fischer Scientific ha stipulato contratti con una o diverse societa di riciclaggio/smaltimento in
ognuno degli Stati Membri Europei. Questo prodotto verra smaltito o riciclato tramite queste
medesime. Ulteriori informazioni sulla conformita di Thermo Fisher Scientific con queste Direttive,
I'elenco delle ditte di riciclaggio nel Vostro paese e informazioni sui prodotti Thermo Scientific che
possono essere utili alla rilevazione di sostanze soggette alla Direttiva RoHS sono disponibili sul sito
www.thermofisher.com in Servizi e Supporto.

Conformité WEEE. Ce produit doit étre conforme a la directive euro-péenne (2012/19/EU) des
Déchets d’Equipements Electriques et Electroniques (DEEE). Il est marqué par le symbole suivant.
Thermo Fisher Scientific s’est associé avec une ou plusieurs compagnies de recyclage dans chaque
état membre de I'union européenne et ce produit devraitétre collecté ou recyclé par celles-ci.
Davantage d’informations sur laconformité de Thermo Fisher Scientific a ces directives, les recycleurs
dans votre pays et les informations sur les produits Thermo Fisher Scientific qui peuvent aider le
détection des substances sujettes a la directive RoHS sont disponibles sur www.thermofisher.com
sous Services et Assistance.
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thermoscientific
Contact Information

Thermo Fisher Scientific products are backed by a global technical support team ready to support your applications. We offer
cold storage accessories, including remote alarms, temperature recorders, and validation services.
Visit www.thermofisher.com or call:

Countries Services

India 1800 22 8374, +91 22 6716 2200 +91 22 6716 2200

Japan +81 3 5826 1616 +81 3 3816 3355

Austria +43 1801400 +43 1801400

France +33 2 2803 2180 +33 2 2803 2180

Italy +32 02 95059 552 +39 02 95059 552, 432 254 375

Nordic/Baltic/CIS +358 9 329 10200 +358 9 329 100

Spain/Portugal +34 93 223 09 18 +34 93 223 09 18

UK/Ireland +44 870 609 9203 +44 870 609 9203

Other Asian Countries +852 2885 4613 +852 2885 4613

Thermo Fisher Scientific Inc.
275 Aiken Road

Asheville, NC 28804

United States

- - ThermoFisher
Find out more at thermofisher.com/cold SCIENTIFIC

© 2021 Thermo Fisher Scientific Inc. All rights reserved. All trademarks are the property of
Thermo Fisher Scientific and its subsidiaries unless otherwise specified. 331676H01 06/21
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